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STATE OF DELAWARE
DEPARTMENT OF TECHNOLOGY AND INFORMATION
801 SILVER LAKE BLVD., DOVER, DELAWARE 19904

PUBLIC AND NON-PUBLIC DATA OWNED BY THE STATE OF DELAWARE

STATE OF DELAWARE TERMS AND CONDITIONS GOVERNING CLOUD SERVICES AND DATA USAGE AGREEMENT

Contract/Agreement #Number, Appendix Letter, between State of Delaware, Department of Health & Social
Services, Select Division Name and Vendor Name dated Select Date. This document shall become part of the
final contract.
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Data Ownership: The State of Delaware shall own all right, title and interest in its data that is related to
the services provided by this contract. The PROVIDER shall not access State of Delaware user accounts,
or State of Delaware data, except (i) in the course of data center operations, (ii) in response to service or
technical issues, (iii) as required by the express terms of this contract, or (iv) at State of Delaware’s written
request. All information obtained or generated by the PROVIDER under this contract shall become and
remain property of the State of Delaware.

Data Usage: The PROVIDER shall comply with the following conditions. At no time will any information,
belonging to or intended for the State of Delaware, be copied, disclosed, or retained by PROVIDER or any
party related to PROVIDER for subsequent use in any transaction. The PROVIDER will take reasonable
steps to limit the use of, or disclosure of, and requests for, confidential State data to the minimum
necessary to accomplish the intended purpose under this agreement. PROVIDER may not use any
information collected in connection with the service issued from this proposal for any purpose other than
fulfilling the service. Protection of Personally Identifiable Information (PIl, as defined in the State’s Terms
and Conditions Governing Cloud Services and Data Usage Policy), privacy, and sensitive data shall be an
integral part of the business activities of the PROVIDER to ensure that there is no inappropriate or
unauthorized use of State of Delaware information at any time. The PROVIDER shall safeguard the
confidentiality, integrity, and availability of State information. No party related to the PROVIDER or
contracted by the PROVIDER may retain any data for subsequent use in any transaction that has not been
expressly authorized by the State of Delaware.

Termination and Suspension of Service: In the event of termination of the contract, PROVIDER shall
implement an orderly return of State of Delaware data in CSV, XML, or another mutually agreeable format.
The PROVIDER shall guarantee the subsequent secure disposal of State of Delaware data.

Suspension of services: During any period of suspension, contract negotiation, or disputes, the PROVIDER
shall not take any action to intentionally erase any State of Delaware data.

Termination of any services or agreement in entirety: In the event of termination of any services or
agreement in entirety, the PROVIDER shall not take any action to intentionally erase any State of Delaware
data for a period of ninety (90) days after the effective date of the termination. All obligations for
protection of State data remain in place and enforceable during this 90-day period. After such 90- day
period has expired, the PROVIDER shall have no obligation to maintain or provide any State of Delaware
data and shall thereafter, unless legally or contractually prohibited, dispose of all State of Delaware data
in its systems or otherwise in its possession. Within this 90-day timeframe, the PROVIDER will continue to
secure and back up State of Delaware data covered under the contract.

Post-Termination Assistance: The State of Delaware shall be entitled to any post-termination assistance
generally made available with respect to the Services unless a unique data retrieval arrangement has
been established as part of the Service Level Agreement.

Secure Data Disposal: When non-public data is provided by the State of Delaware, the PROVIDER shall
destroy all requested data in all of its forms (e.g., disk, CD/DVD, backup tape, paper). Data shall be
permanently deleted, and shall not be recoverable, in accordance with National Institute of Standards
and Technology (NIST) approved methods after ninety (90) days of the contract termination. The
PROVIDER shall provide written certificates of destruction to the State of Delaware.
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Data Location: The PROVIDER shall not store, process, or transfer any non-public State of Delaware data
outside of the United States, including for back-up and disaster recovery purposes. The PROVIDER will
permit its personnel and subcontractors to access State of Delaware data remotely only as required
to provide technical or call center support.

Encryption: The PROVIDER shall encrypt all non-public data in transit regardless of the transit
mechanism. For engagements where the PROVIDER stores sensitive personally identifiable or otherwise
confidential information, this data shall be encrypted at rest. The PROVIDER’s encryption shall be
consistent with validated cryptography standards as specified in National Institute of Standards and
Technology FIPS140-2, Security Requirements. The key location and other key management details will
be discussed and negotiated by both parties. When the PROVIDER cannot offer encryption at rest, they
must maintain, for the duration of the contract, cyber security liability insurance coverage for any loss
resulting from a data breach in accordance with the Terms and Conditions Governing Cloud Services and

Data Usage Policy.

Breach Notification and Recovery: The PROVIDER must notify the State of Delaware at
eSecurity@delaware.gov immediately or within 24 hours of any determination of the breach of security
asdefinedin 6 Del. C. §12B-101(2) resulting in the destruction, loss, unauthorized disclosure, or alteration
of State of Delaware data. The PROVIDER shall send a preliminary written report detailing the nature,
extent, and root cause of any such data breach no later than two (2) business days following notice of
such a breach. The PROVIDER will continue to send any and all reports subsequent to the preliminary
written report. The PROVIDER shall meet and confer with representatives of DTl regarding required
remedial action in relation to any such data breach without unreasonable delay. If data is not encrypted
(see CS3, below), Delaware Code (6 Del. C. §12B-100 et seq.) requires public breach notification of any
incident resulting in the loss or unauthorized disclosure of Delawareans’ Personally Identifiable
Information (PIl, as defined in

Delaware’s Terms and Conditions Governing Cloud Services and Data Usage Policy) by PROVIDER or its
subcontractors. The PROVIDER will assist and be responsible for all costs to provide notification to
persons whose information was breached without unreasonable delay but not later than sixty (60) days
after determination of the breach, except 1) when a shorter time is required under federal law; 2) when
law enforcement requests a delay; or 3) reasonable diligence did not identify certain residents, in which
case notice will be delivered as soon as practicable. All such communication shall be coordinated with
the State of Delaware. Should the PROVIDER or its contractors be liable for the breach, the PROVIDER shall
bear all costs associated with investigation, response, and recovery from the breach. This includes, but is
not limited to, credit monitoring services with a term of at least three (3) years, mailing costs, website,
and toll-free telephone call center services. The State will retain all determining authority for breach
accountability and responsibility. The State of Delaware shall not agree to any limitation on liability that
relieves the PROVIDER or its subcontractors from its own negligence, or to the extent that it creates an
obligation on the part of the State to hold a PROVIDER harmless. The PROVIDER shall not issue a media
notice without the approval of the State.
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Background Checks: The PROVIDER must warrant that they will only assign employees and
subcontractors who have passed a federally compliant (IRS Pub 1075 2.C.3) criminal background check.
The background checks must demonstrate that staff, including subcontractors, utilized to fulfill the
obligations of the contract, have no convictions, pending criminal charges, or civil suits related to any
crimes of dishonesty. This includes but is not limited to criminal fraud, or any conviction for any felony or
misdemeanor offense for which incarceration for a minimum of one (1) year is an authorized penalty. The
PROVIDER shall promote and maintain an awareness of the importance of securing the State's
information among the PROVIDER’s employees and agents. Failure to obtain and maintain all required
criminal history may be deemed a material breach of the contract and grounds forimmediate termination
and denial of further work with the State of Delaware.

Security Logs and Reports: The PROVIDER shall allow the State of Delaware access to system security
logs that affect this engagement, its data, and or processes. This includes the ability for the State of
Delaware to request a report of the records that a specific user accessed over a specified period of time.

Sub-contractor Flowdown: The PROVIDER shall be responsible for ensuring its subcontractors’
compliance with the security requirements stated herein.

10

Contract Audit: The PROVIDER shall allow the State of Delaware to audit conformance including contract
terms, system security, and data centers, as appropriate. The State of Delaware may perform this audit
or contract with a third party at its discretion at the State’s expense. Such reviews shall be conducted
with at least thirty (30) days advance written notice and shall not unreasonably interfere with the
PROVIDER’s. business. In lieu of performing its own audit, the State may request the results of a third party
audit from the PROVIDER or an attestation of compliance.

Page3of4 Form Revision Date: 8/21/23




'\\ STATE OF DELAWARE
D I DEPARTMENT OF TECHNOLOGY AND INFORMATION

801 SILVER LAKE BLVD., DOVER, DELAWARE 19904

PUBLIC AND NON-PUBLIC DATA OWNED BY THE STATE OF DELAWARE
STATE OF DELAWARE TERMS AND CONDITIONS GOVERNING CLOUD SERVICES AND DATA USAGE AGREEMENT

Contract/Agreement #Number, Appendix Letter, between State of Delaware, Department of Health & Social

Services, Select Division Name and Vendor Name dated Select Date. This document shall become part of the
final contract.

. Non
# Public Public Topic

Data
Data

Cyber Liability Insurance: An awarded vendor unable to meet the Terms and Conditions Governing
Cloud Services and Data Usage Policy requirement of encrypting PII at rest shall, prior to execution of a
contract, present a valid certificate of cyber liability insurance at the levels indicated below. Further, the
awarded vendor shall ensure the insurance remains valid for the entire term of the contract, inclusive of
any term extension(s). Levels of cyber liability insurance required are based on the number of Pll records
anticipated to be housed within the solution at any given point in the term of the contract. Should the
actual number of PII records exceed the anticipated number, it is the vendor’s responsibility to ensure
that sufficient coverage is obtained (see table below). In the event that vendor fails to obtain sufficient
coverage, vendor shall be liable to cover damages up to the required coverage amount.

11 - v Level of Cyber Liability Insurance
Level Number of Pll Records Required
{QOccurrence = Data Breach)
1-10,000 52,000,000 per occurrence
10,001 - 50,000 53,000,000 per occurrence
50,001 - 100,000 34,000,000 per occurrence
100,001 - 500,000 515,000,000 per cccurrence
500,001 - 1,000,000 530,000,000 per cccurrence
1,000,001 - 10,000,000 5100,000,000 per cccurrence

[ I W S AV S

Encrypted at Rest? [1 Yes | (1 No — If “No”, what level is needed?

The terms of this Agreement shall be incorporated into the aforementioned contract. Any conflict between
this Agreement and the aforementioned contract shall be resolved by giving priority to this Agreement. By
signing this Agreement, the PROVIDER agrees to abide by the following applicable Terms and Conditions

[check one]:
FOR OFFICIAL USE ONLY: (] 1-3 (Public Data)
[11-11 (Non-Public Data)

Provider Name:
Provider Address:
Provider Authorizing Official Name:

Provider Authorizing Official Signature
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