APPENDIX D

Templates/Sample Agreements

These Templates/Sample Agreements will be used to negotiate the final version of the Contract
between Vendor and the State of Delaware.

These are ONLY Samples and as Placeholders



. PROFESSIONAL SERVICES AGREEMENT

I FOR

HSS-XX-XXX, SERVICES TITLE
CONTRACT NUMBER: INTERNAL CONTRACT NUMBER

This Professional Services Agreement (“Agreement”) is entered into as of START DATE (Effective
Date) and will end on END DATE, by and between the State of Delaware, Department of Health and
Social Services, DIVISION NAME, ("Delaware"), and VENDOR, (the “Vendor”), with offices at
STREET, CITY, STATE ZIP.

WHEREAS, Delaware desires to obtain certain services to SERVICE DESCRIPTION.
WHEREAS, Vendor desires to provide such services to Delaware on the terms set forth below;
WHEREAS, Delaware and Vendor represent and warrant that each party has full right, power and
authority to enter into and perform under this Agreement;

FOR AND IN CONSIDERATION OF the premises and mutual agreements herein, Delaware and
Vendor agree as follows:

1. SERVICES.

1.1.

1.2.

1.3.

Vendor shall perform for Delaware the services specified in the Appendices to this
Agreement, attached hereto and made a part hereof.

Any conflict or inconsistency between the provisions of the following documents shall be
resolved by giving precedence to such documents in the following order:

This Agreement (including any amendments or modifications thereto);

Business Associate Agreement, attached hereto as APPENDIX XX; and

DTI Terms and Conditions, attached hereto as APPENDIX XX and

Payment Schedule, attached hereto as APPENDIX XX; and

Statement of Work, attached hereto as APPENDIX XX; and

Delaware’s Request for Proposals, attached hereto as APPENDIX XX and
Vendor’s Response to the request for proposals, attached hereto as APPENDIX XX.
The aforementioned documents are specifically incorporated into this Agreement and
made a part hereof.

SQmea0To

Delaware may, at any time, by written order, make changes in the scope of this Agreement
and in the services or work to be performed. No services for which additional compensation
may be charged by Vendor shall be furnished, without the written authorization of Delaware.
When Delaware desires any addition or deletion to the deliverables or a change in the
Services to be provided under this Agreement, it shall notify Vendor, who shall then submit
to Delaware a "Change Order" for approval authorizing said change. The Change Order shall
state whether the change shall cause an alteration in the price, or the time required by Vendor
for any aspect of its performance under this Agreement. Pricing of changes shall be
consistent with those established within this Agreement.



1.4.

Vendor will not be required to make changes to its scope of work that result in Vendor’s
costs exceeding the current unencumbered budgeted appropriations for the services. Any
claim of either party for an adjustment under Section 1 of this Agreement shall be asserted
in the manner specified in the writing that authorizes the adjustment.

PAYMENT FOR SERVICES AND EXPENSES.

2.1.

2.2,

2.3.

2.4,

2.5.

2.6.

2.7.

The term of the initial contract shall be Number of Year(s) for initial term from START
DATE, through the END DATE. The Contract may be renewed for Number of x year(s)
of renewal(s) periods through amendments between the Vendor and Delaware.

As a Service subscription license costs shall be incurred at the individual license level only
as the individual license is utilized within a fully functioning solution. Subscription costs
will not be applicable during periods of implementation and solution development prior to
the State’s full acceptance of a working solution. Additional subscription license requests
above actual utilization may not exceed 5% of the total and are subject to Delaware budget
and technical review.

Delaware will pay Vendor for the performance of services described in APPENDIX XX,
Statement of Work. The fee will be paid in accordance with the Payment Schedule
attached hereto as part of APPENDIX XX.

Delaware’s obligation to pay Vendor for the performance of services described in
APPENDIX XX, Statement of Work will not exceed the fixed fee amount of $x,XxX,Xxx.
It is expressly understood that the work defined in the appendices to this Agreement must be
completed by Vendor, and it shall be Vendor’s responsibility to ensure that hours and tasks
are properly budgeted so that all services are completed for the agreed upon fixed fee.
Delaware’s total liability for all charges for services that may become due under this
Agreement is limited to the total maximum expenditure(s) authorized in Delaware’s purchase
order(s) to Vendor.

The State reserves the right to pay by Automated Clearing House (ACH), or Purchase Card
(P-Card). Agencies that are part of the First State Financial (FSF) system are required to
identify the contract number CONTRACT NUMBER on all Purchase Orders (P.O.) and
shall complete the same when entering P.O. information in the state’s financial reporting
system.

The State of Delaware intends to maximize the use of the Purchase Card (P-Card) for
payment for goods and services provided under contract. Vendors shall not charge additional
fees for acceptance of this payment method and shall incorporate any costs into their
proposals. Additionally, there shall be no minimum or maximum limits on any P-Card
transaction under the contract.

Vendor shall submit monthly invoices to Delaware in sufficient detail to support the services
provided during the previous month. Delaware agrees to pay those invoices within thirty (30)
days of receipt. In the event Delaware disputes a portion of an invoice, Delaware agrees to
pay the undisputed portion of the invoice within thirty (30) days of receipt and to provide
Vendor a detailed statement of Delaware’s position on the disputed portion of the invoice
within thirty (30) days of receipt. Delaware’s failure to pay any amount of an invoice that is
not the subject of a good-faith dispute within thirty (30) days of receipt shall entitle Vendor



2.8.

2.9.

2.10.

2.11.

to charge interest on the overdue portion at the lower of 1.0% per month. All payments should
be sent to the Vendor’s identified address on record with the State of Delaware’s Division of
Accounting as identified in the completion of the electronic W-9.

Unless provided otherwise in an Appendix, all expenses incurred in the performance of the
services are to be paid by Vendor. If an Appendix specifically provides for expense
reimbursement, Vendor shall be reimbursed only for reasonable expenses incurred by
Vendor in the performance of the services, including, but not necessarily limited to, travel
and lodging expenses, communications charges, and computer time and supplies.

In accordance with the Internal Revenue Service regulations, the State of Delaware is
generally exempt from federal excise tax for communications, certain fuels, sales by
manufacturers and the tax on heavy trucks, trailers, and tractors. More detail is included in
IRS Publication 510 Excise Taxes. Per IRS regulations, all exemption certificates must
be specific to the vendor and the type of excise tax. If an exemption certificate is requested
by a vendor, the Division of Accounting will work with the agency and vendor to complete
the appropriate certificate. Such taxes shall not be included in prices quoted.

Delaware shall subtract from any payment made to Vendor all damages, costs and expenses
caused by Vendor’s negligence, resulting from, or arising out of errors or omissions in
Vendor’s work products, which have not been previously paid to Vendor.

Invoices shall be submitted to:
EMAIL ADDRESS

RESPONSIBILITIES OF VENDOR.

3.1.

3.2.

3.3.

Vendor shall be responsible for the professional quality, technical accuracy, timely
completion, and coordination of all services furnished by Vendor, its subcontractors and its
and their principals, officers, employees, and agents under this Agreement. In performing the
specified services, Vendor shall follow practices consistent with generally accepted
professional and technical standards. Vendor shall be responsible for ensuring that all
services, products, and deliverables furnished pursuant to this Agreement comply with the
Standards and Policies promulgated by the Department of Technology and Information
("DTI"), and as modified from time to time by DTI during the term of this Agreement. If any
service, product or deliverable furnished pursuant to this Agreement does not conform to
DTI standards, Vendor shall, at its expense and option either (1) replace it with a conforming
equivalent or (2) modify it to conform to DTI standards. Vendor shall be and remain liable
in accordance with the terms of this Agreement and applicable law for all damages to
Delaware caused by Vendor’s failure to ensure compliance with DTI standards.

It shall be the duty of the Vendor to assure that all products of its effort are technically sound
and in conformance with all pertinent Federal, State and Local statutes, codes, ordinances,
resolutions, and other regulations. Vendor will not produce a work product that violates or
infringes on any copyright or patent rights. Vendor shall, without additional compensation,
correct or revise any errors or omissions in its work products.

Permitted or required approval by Delaware of any products or services furnished by Vendor
shall not in any way relieve Vendor of responsibility for the professional and technical
accuracy and adequacy of its work. Delaware’s review, approval, acceptance, or payment for
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3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

3.10.

any of Vendor’s services herein shall not be construed to operate as a waiver of any rights
under this Agreement or of any cause of action arising out of the performance of this
Agreement, and Vendor shall be and remain liable in accordance with the terms of this
Agreement and applicable law for all damages to Delaware caused by Vendor’s performance
or failure to perform under this Agreement.

Vendor shall appoint a Project Manager who will manage the performance of services. All
of the services specified by this Agreement shall be performed by the Project Manager, or
by Vendor’s associates and employees under the personal supervision of the Project
Manager. The positions anticipated include:

Project Team:

Member Title % of Project Involvement

Designation of persons for each position is subject to review and approval by Delaware.
Should the staff need to be diverted off the project for what are now unforeseeable
circumstances, Vendor will notify Delaware immediately and work out a transition plan that
is acceptable to both parties, as well as agree to an acceptable replacement plan to fill or
complete the work assigned to this project staff position. Replacement staff persons are
subject to review and approval by Delaware. If Vendor fails to make a required replacement
within 30 days, Delaware may terminate this Agreement for default. Upon receipt of written
notice from Delaware that an employee of Vendor is unsuitable to Delaware for good cause,
Vendor shall remove such employee from the performance of services and substitute in
his/her place a suitable employee.

Vendor shall furnish to Delaware’s designated representative copies of all correspondence
to regulatory agencies for review prior to mailing such correspondence.

Vendor agrees that its officers and employees will cooperate with Delaware in the
performance of services under this Agreement and will be available for consultation with
Delaware at such reasonable times with advance notice as to not conflict with their other
responsibilities.

Vendor has or will retain such employees as it may need to perform the services required by
this Agreement. Such employees shall not be employed by Delaware or any other political
subdivision of Delaware.

Vendor will not use Delaware’s name, either express or implied, in any of its advertising or
sales materials without Delaware’s express written consent.

The rights and remedies of Delaware provided for in this Agreement are in addition to any
other rights and remedies provided by law.

TIME SCHEDULE.

41.
4.2

A Project Schedule is included in APPENDIX XX.

Any delay of services or change in sequence of tasks must be approved in writing by
Delaware.



4.3.

In the event that Vendor fails to complete the project or any phase thereof within the time
specified in the Contract, or with such additional time as may be granted in writing by
Delaware, or fails to prosecute the work, or any separable part thereof, with such diligence
as will ensure its completion within the time specified in this Agreement or any extensions
thereof, Delaware shall suspend the payments scheduled as set forth in APPENDIX XX.

STATE RESPONSIBILITIES.

5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

5.8.

In connection with Vendor's provision of the Services, Delaware shall perform those tasks
and fulfill those responsibilities specified in the appropriate Appendices.

Delaware agrees that its officers and employees will cooperate with Vendor in the
performance of services under this Agreement and will be available for consultation with
Vendor at such reasonable times with advance notice as to not conflict with their other
responsibilities.

The services performed by Vendor under this Agreement shall be subject to review for
compliance with the terms of this Agreement by Delaware’s designated representatives.
Delaware representatives may delegate any or all responsibilities under the Agreement to
appropriate staff members and shall so inform Vendor by written notice before the effective
date of each such delegation.

The review comments of Delaware’s designated representatives may be reported in writing
as needed to Vendor. It is understood that Delaware’s representatives’ review comments do
not relieve Vendor from the responsibility for the professional and technical accuracy of all
work delivered under this Agreement.

Delaware shall, without charge, furnish to or make available for examination or use by
Vendor as it may request, any data which Delaware has available, including as examples
only and not as a limitation:

a. Copies of reports, surveys, records, and other pertinent documents;

b. Copies of previously prepared reports, job specifications, surveys, records, ordinances,
codes, regulations, other documents, and information related to the services specified by
this Agreement.

c. Vendor shall return any original data provided by Delaware.

Delaware shall assist Vendor in obtaining data on documents from public officers or agencies

and from private citizens and business firms whenever such material is necessary for the

completion of the services specified by this Agreement.

Vendor will not be responsible for accuracy of information or data supplied by Delaware or
other sources to the extent such information or data would be relied upon by a reasonably
prudent contractor.

Delaware agrees not to use Vendor’s name, either express or implied, in any of its advertising
or sales materials. Vendor reserves the right to reuse the nonproprietary data and the analysis
of industry-related information in its continuing analysis of the industries covered.

WORK PRODUCT.

6.1.

All materials, information, documents, and reports, whether finished, unfinished, or draft,
developed, prepared, completed, or acquired by Vendor for Delaware relating to the services



6.2.

6.3.

6.4.

to be performed hereunder shall become the property of Delaware and shall be delivered to
Delaware’s designated representative upon completion or termination of this Agreement,
whichever comes first. Vendor shall not be liable for damages, claims, and losses arising out
of any reuse of any work products on any other project conducted by Delaware. Delaware
shall have the right to reproduce all documentation supplied pursuant to this Agreement.

Vendor retains all title and interest to the data it furnished and/or generated pursuant to this
Agreement. Retention of such title and interest does not conflict with Delaware’s rights to
the materials, information and documents developed in performing the project. Upon final
payment, Delaware shall have a perpetual, nontransferable, non-exclusive paid-up right, and
license to use, copy, modify and prepare derivative works of all materials in which Vendor
retains title, whether individually by Vendor or jointly with Delaware. Any and all source
code developed in connection with the services provided will be provided to Delaware, and
the aforementioned right and license shall apply to source code. The parties will cooperate
with each other and execute such other documents as may be reasonably deemed necessary
to achieve the objectives of this Section.

In no event shall Vendor be precluded from developing for itself, or for others, materials that
are competitive with the Deliverables, irrespective of their similarity to the Deliverables. In
addition, Vendor shall be free to use its general knowledge, skills and experience, and any
ideas, concepts, know-how, and techniques within the scope of its consulting practice that
are used in the course of providing the services.

Notwithstanding anything to the contrary contained herein or in any attachment hereto, any
and all intellectual property or other proprietary data owned by Vendor prior to the effective
date of this Agreement (‘“Preexisting Information”) shall remain the exclusive property of
Vendor even if such Preexisting Information is embedded or otherwise incorporated into
materials or products first produced as a result of this Agreement or used to develop such
materials or products. Delaware’s rights under this section shall not apply to any Preexisting
Information or any component thereof regardless of form or media.

CONFIDENTIAL INFORMATION.

To the extent permissible under 29 Del. C. § 10001, et seq., the parties to this Agreement shall
preserve in strict confidence any information, reports or documents obtained, assembled, or prepared
in connection with the performance of this Agreement.

WARRANTY.

8.1.

8.2.

Vendor warrants that its services will be performed in a good and workmanlike manner.
Vendor agrees to re-perform any work not in compliance with this warranty brought to its
attention within a reasonable time after that work is performed.

Third-party products within the scope of this Agreement are warranted solely under the terms
and conditions of the licenses or other agreements by which such products are governed.
With respect to all third-party products and services purchased by Vendor for Delaware in
connection with the provision of the Services, Vendor shall pass through or assign to
Delaware the rights Vendor obtains from the manufacturers and/or vendors of such products
and services (including warranty and indemnification rights), all to the extent that such rights
are assignable.
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9. INDEMNIFICATION: LIMITATION OF LIABILITY.

9.1.

9.2.

Vendor shall indemnify and hold harmless the State, its agents, and employees, from any and
all liability, suits, actions or claims, together with all reasonable costs and expenses
(including attorneys’ fees) directly arising out of:

a. The negligence or other wrongful conduct of the Vendor, its agents, or employees, or

b. Vendor’s breach of any material provision of this Agreement not cured after due notice
and opportunity to cure, provided Vendor shall have been notified promptly in writing
by Delaware of any notice of such claim.

If Delaware promptly notifies Vendor in writing of a third-party claim against Delaware that

any Deliverable infringes a copyright or a trade secret of any third party, Vendor will defend

such claim at its expense and will pay any costs or damages that may be finally awarded

against Delaware. Vendor will not indemnify Delaware, however, if the claim of

infringement is caused by:

a. Delaware’s misuse or modification of the Deliverable;

b. Delaware’s failure to use corrections or enhancements made available by Vendor;

c. Delaware’s use of the Deliverable in combination with any product or information not
owned or developed by Vendor;

d. Delaware’s distribution, marketing or use for the benefit of third parties of the
Deliverable or

e. Information, direction, specification, or materials provided by Vendor or any third party.
If any Deliverable is, or in Vendor's opinion is likely to be, held to be infringing, Vendor
shall at its expense and option either;

i.  Procure the right for Delaware to continue using it;

ii.  Replace it with a non-infringing equivalent;
iii.  Modify it to make it non-infringing.

The foregoing remedies constitute Delaware’s sole and exclusive remedies and Vendor's entire
liability with respect to infringement.

10. EMPLOYEES.

10.1.

10.2.

10.3.

Vendor has and shall retain the right to exercise full control over the employment, direction,
compensation, and discharge of all persons employed by Vendor in the performance of the
services hereunder; provided, however, that it will, subject to scheduling and staffing
considerations, attempt to honor Delaware’s request for specific individuals.

Except as the other party expressly authorizes in writing in advance, neither party shall
solicit, offer work to, employ, or contract with, whether as a partner, employee, or
independent contractor, directly or indirectly, any of the other party’s Personnel during their
participation in the services or during the twelve (12) months thereafter. For purposes of this
Section, Personnel includes any individual or company a party employs as a partner,
employee, or independent contractor and with which a party comes into direct contact in the
course of the services.

Possession of a Security Clearance, as issued by the Delaware Department of Safety and
Homeland Security, may be required of any employee of Vendor who will be assigned to
this project.



11.

12.

INDEPENDENT CONTRACTOR.

11.1.

11.2.

11.3.
11.4.

It is understood that in the performance of the services herein provided for, Vendor shall be,
and is, an independent contractor, and is not an agent or employee of Delaware and shall
furnish such services in its own manner and method except as required by this Agreement.
Vendor shall be solely responsible for, and shall indemnify, defend, and save Delaware
harmless from all matters relating to the payment of its employees, including compliance
with social security, withholding and all other wages, salaries, benefits, taxes, exactions, and
regulations of any nature whatsoever.

Vendor acknowledges that Vendor and any subcontractors, agents or employees employed
by Vendor shall not, under any circumstances, be considered employees of Delaware, and
that they shall not be entitled to any of the benefits or rights afforded employees of Delaware,
including, but not limited to, sick leave, vacation leave, holiday pay, Public Employees
Retirement System benefits, or health, life, dental, long-term disability, or workers’
compensation insurance benefits. Delaware will not provide or pay for any liability or
medical insurance, retirement contributions or any other benefits for or on behalf of Delaware
or any of its officers, employees, or other agents.

Vendor shall be responsible for providing liability insurance for its personnel.

As an independent contractor, Vendor has no authority to bind or commit Delaware. Nothing
herein shall be deemed or construed to create a joint venture, partnership, fiduciary or agency
relationship between the parties for any purpose.

DISPUTE RESOLUTION.

12.1.

12.2.

At the option of the parties, they shall attempt in good faith to resolve any dispute arising out
of or relating to this Agreement promptly by negotiation between executives who have
authority to settle the controversy and who are at a higher level of management than the
persons with direct responsibility for administration of this Agreement. All offers, promises,
conduct and statements, whether oral or written, made in the course of the negotiation by any
of the parties, their agents, employees, experts and attorneys are confidential, privileged and
inadmissible for any purpose, including impeachment, in arbitration or other proceeding
involving the parties, provided evidence that is otherwise admissible or discoverable shall
not be rendered inadmissible.

If the matter is not resolved by negotiation, as outlined above, or, alternatively, the parties
elect to proceed directly to mediation, then the matter will proceed to mediation as set forth
below. Any disputes, claims or controversies arising out of or relating to this Agreement shall
be submitted to a mediator selected by the parties. If the matter is not resolved through
mediation, it may be submitted for arbitration or litigation. The Agency reserves the right to
proceed directly to arbitration or litigation without negotiation or mediation. Any such
proceedings held pursuant to this provision shall be governed by State of Delaware law, and
jurisdiction and venue shall be in the State of Delaware. Each party shall bear its own costs
of mediation, arbitration, or litigation, including attorneys’ fees.

13. REMEDIES
Except as otherwise provided in this Agreement, including but not limited to Section 12 above, all
claims, counterclaims, disputes, and other matters in question between the State of Delaware and the



14.

15.

Contractor arising out of, or relating to, this Agreement, or a breach of it may be decided by
arbitration if the parties mutually agree, or in a court of competent jurisdiction within the State of
Delaware.

SUSPENSION

14.1.

14.2.

Delaware may suspend performance by Vendor under this Agreement for such period of time
as Delaware, at its sole discretion, may prescribe by providing written notice to Vendor at
least 30 working days prior to the date on which Delaware wishes to suspend. Upon such
suspension, Delaware shall pay Vendor its compensation, based on the percentage of the
project completed and earned until the effective date of suspension, less all previous
payments. Vendor shall not perform further work under this Agreement after the effective
date of suspension. Vendor shall not perform further work under this Agreement after the
effective date of suspension until receipt of written notice from Delaware to resume
performance.

In the event Delaware suspends performance by Vendor for any cause other than the error or
omission of the Vendor, for an aggregate period in excess of 30 days, Vendor shall be entitled
to an equitable adjustment of the compensation payable to Vendor under this Agreement to
reimburse Vendor for additional costs occasioned as a result of such suspension of
performance by Delaware based on appropriated funds and approval by Delaware.

TERMINATION.

15.1.

15.2.

15.3.

15.4.

This Agreement may be terminated in whole or in part by either party in the event of
substantial failure of the other party to fulfill its obligations under this Agreement through
no fault of the terminating party; but only after the other party is given:

a. Not less than 20 calendar days written notice of intent to terminate; and

b. An opportunity for consultation with the terminating party prior to termination.

This Agreement may be terminated in whole or in part by Delaware for its convenience, but
only after Vendor is given:

a. Not less than 20 calendar days written notice of intent to terminate; and

b. An opportunity for consultation with Delaware prior to termination.

If termination for default is affected by Delaware, Delaware will pay Vendor that portion of
the compensation which has been earned as of the effective date of termination, but:

a. No amount shall be allowed for anticipated profit on performed or unperformed services
or other work, and

b. Any payment due to Vendor at the time of termination may be adjusted to the extent of
any additional costs occasioned to Delaware by reason of Vendor’s default.

c. Upon termination for default, Delaware may take over the work and prosecute the same
to completion by agreement with another party or otherwise. In the event Vendor shall
cease conducting business, Delaware shall have the right to make an unsolicited offer of
employment to any employees of Vendor assigned to the performance of the Agreement,
notwithstanding the provisions of Section 10.2.

If after termination for failure of Vendor to fulfill contractual obligations, it is determined

that Vendor has not so failed, the termination shall be deemed to have been affected for the

convenience of Delaware.



15.5.

15.6.

The rights and remedies of Delaware and Vendor provided in this section are in addition to
any other rights and remedies provided by law or under this Agreement.

QGratuities.

a. Delaware may, by written notice to Vendor, terminate this Agreement if it is found after
notice and hearing by Delaware that gratuities (in the form of entertainment, gifts, or
otherwise) were offered or given by Vendor or any agent or representative of Vendor to
any officer or employee of Delaware with a view toward securing a contract or securing
favorable treatment with respect to the awarding or amending or making of any
determinations with respect to the performance of this Agreement.

b. In the event this Agreement is terminated as provided in 15.6.a hereof, Delaware shall be
entitled to pursue the same remedies against Vendor it could pursue in the event of a
breach of this Agreement by Vendor.

c. The rights and remedies of Delaware provided in Section 15.6 shall not be exclusive and
are in addition to any other rights and remedies provided by law or under this Agreement.

16. SEVERABILITY.

If any term or provision of this Agreement is found by a court of competent jurisdiction to be invalid,
illegal or otherwise unenforceable, the same shall not affect the other terms or provisions hereof or
the whole of this Agreement, but such term or provision shall be deemed modified to the extent
necessary in the court's opinion to render such term or provision enforceable, and the rights and
obligations of the parties shall be construed and enforced accordingly, preserving to the fullest
permissible extent the intent and agreements of the parties herein set forth.

ASSIGNMENT: SUBCONTRACTS.

17.

18.

17.1.

17.2.

17.3.

17.4.

17.5.

Any attempt by Vendor to assign or otherwise transfer any interest in this Agreement without
the prior written consent of Delaware shall be void. Such consent shall not be unreasonably
withheld.

Services specified by this Agreement shall not be subcontracted by Vendor, without prior
written approval of Delaware.

Approval by Delaware of Vendor’s request to subcontract or acceptance of or payment for
subcontracted work by Delaware shall not in any way relieve Vendor of responsibility for
the professional and technical accuracy and adequacy of the work. All subcontractors shall
adhere to all applicable provisions of this Agreement.

Vendor shall be and remain liable for all damages to Delaware caused by negligent
performance or non-performance of work under this Agreement by Vendor, its
subcontractor, or its sub-subcontractor.

The compensation due shall not be affected by Delaware’s approval of the Vendor’s request
to subcontract.

FORCE MAJEURE: APPLICABILITY.

18.1.

Neither the Vendor nor Delaware shall be held liable for non-performance under the terms
and conditions of this Agreement due, but not limited to:



19.

20.

21.

18.2.

18.3.

a. Acts of God; labor disturbances; accidents; failure of a governmental entity to issue a
permit or approval required for performance when the Contractor has filed proper and
timely application with the appropriate government entity; civil disorders; acts of
aggression; changes in any law or regulation adopted or issued by a governmental entity
after the date of this Agreement; a court order; explosions; failure of utilities; material
shortages;

b. Diseases, plagues, quarantine, epidemics or pandemics;

c. Federal, state, or local work or travel restrictions to control, mitigate, or reduce
transmission of diseases, plagues, epidemics, or pandemics; or

The State’s need to occupy, utilize, or repurpose an active or prospective work area due to

diseases, plagues, quarantine, epidemics, pandemics, work or travel restrictions, and the need

to control, mitigate, or reduce transmission of diseases, plagues, epidemics, or pandemics.

Each party shall notify the other in writing of any situation that may prevent performance
under the terms and conditions of this contract within 2 business days of the party’s
knowledge of significant non-performance risk.

NON-APPROPRIATION OF FUNDS.

19.1.

19.2.

Validity and enforcement of this Agreement is subject to appropriations by the General
Assembly of the specific funds necessary for contract performance. Should such funds not
be so appropriated Delaware may immediately terminate this Agreement, and absent such
action this Agreement shall be terminated as to any obligation of the State requiring the
expenditure of money for which no specific appropriation is available, at the end of the last
fiscal year for which no appropriation is available or upon the exhaustion of funds.

Notwithstanding any other provisions of this Agreement, this Agreement shall terminate and
Delaware’s obligations under it shall be extinguished at the end of the fiscal year in which
Delaware fails to appropriate monies for the ensuing fiscal year sufficient for the payment of
all amounts which will then become due.

STATE OF DELAWARE BUSINESS LICENSE.

Vendor and all subcontractors represent that they are properly licensed and authorized to transact
business in the State of Delaware as provided in 30 Del. C. § 2101.

COMPLETE AGREEMENT.

21.1.

21.2.

This agreement and its Appendices shall constitute the entire agreement between Delaware
and Vendor with respect to the subject matter of this Agreement and shall not be modified
or changed without the express written consent of the parties. The provisions of this
agreement supersede all prior oral and written quotations, communications, agreements, and
understandings of the parties with respect to the subject matter of this Agreement.

If the scope of any provision of this Agreement is too broad in any respect whatsoever to
permit enforcement to its full extent, then such provision shall be enforced to the maximum
extent permitted by law, and the parties hereto consent and agree that such scope may be
judicially modified accordingly and that the whole of such provisions of the Agreement shall
not thereby fail, but the scope of such provision shall be curtailed only to the extent necessary
to conform to the law.
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22,

21.3.

Vendor may not order any product requiring a purchase order prior to Delaware's issuance
of such order. Each Appendix, except as its terms otherwise expressly provide, shall be a
complete statement of its subject matter and shall supplement and modify the terms and
conditions of this Agreement for the purposes of that engagement only. No other agreements,
representations, warranties, or other matters, whether oral or written, shall be deemed to bind
the parties hereto with respect to the subject matter hereof.

MISCELLANEOUS PROVISIONS.

22.1.

22.2.

22.3.

22.4.

22.5.

22.6.

22.7.

22.8.

In performance of this Agreement, Vendor shall comply with all applicable federal, state,
and local laws, ordinances, codes, and regulations. Vendor shall solely bear the costs of
permits and other relevant costs required in the performance of this Agreement.

Neither this Agreement nor any appendix may be modified or amended except by the mutual
written agreement of the parties. No waiver of any provision of this Agreement shall be
effective unless it is in writing and signed by the party against which it is sought to be
enforced.

The delay or failure by either party to exercise or enforce any of its rights under this
Agreement shall not constitute or be deemed a waiver of that party's right thereafter to
enforce those rights, nor shall any single or partial exercise of any such right preclude any
other or further exercise thereof or the exercise of any other right.

Vendor covenants that it presently has no interest and that it will not acquire any interest,
direct or indirect, which would conflict in any manner or degree with the performance of
services required to be performed under this Agreement. Vendor further covenants, to its
knowledge and ability, that in the performance of said services no person having any such
interest shall be employed.

Vendor acknowledges that Delaware has an obligation to ensure that public funds are not
used to subsidize private discrimination. Vendor recognizes that if they refuse to hire or do
business with an individual or company due to reasons of race, color, gender, ethnicity,
disability, national origin, age, or any other protected status, Delaware may declare Vendor
in breach of the Agreement, terminate the Agreement, and designate Vendor as non-
responsible.

Vendor warrants that no person or selling agency has been employed or retained to solicit or
secure this Agreement upon an agreement or understanding for a commission, or a
percentage, brokerage, or contingent fee. For breach or violation of this warranty, Delaware
shall have the right to annul this contract without liability or at its discretion deduct from the
contract price or otherwise recover the full amount of such commission, percentage,
brokerage, or contingent fee.

This Agreement was drafted with the joint participation of both parties and shall be construed
neither against nor in favor of either, but rather in accordance with the fair meaning thereof.

Vendor shall maintain all public records, as defined by 29 Del. C. § 502(1), relating to this
Agreement and its deliverables for the time and in the manner specified by the Delaware
Division of Archives, pursuant to the Delaware Public Records Law, 29 Del. C. Ch. 5.
During the term of this Agreement, authorized representatives of Delaware may inspect or
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23.

audit Vendor’ performance and records pertaining to this Agreement at the Vendor business
office during normal business hours.

22.9. The State reserves the right to advertise a supplemental solicitation during the term of the
Agreement if deemed in the best interest of the State.

22.10. Awarded Vendor(s) who have any employees carrying out any work related to the awarded
contract at a State facility shall have those employees comply with any health mandate or
policy issued by the State related to a pandemic or other State of Emergency issued by any
State authority during the term of the awarded contract, including those that apply directly
to State employees.

INSURANCE.

As a part of the contract requirements, the contractor must obtain at its own cost and expense and
keep in force and effect during the term of this contract, including all extensions, the minimum
coverage limits specified below with a carrier satisfactory to the State. All contractors must carry
the following coverage depending on the type of service or product being delivered.

a. Worker’s Compensation and Employer’s Liability Insurance in accordance with applicable law.

b. Commercial General Liability - $1,000,000 per occurrence/$3,000,000 per aggregate.

C. Automotive Liability Insurance covering all automotive units used in the work (including all
units leased from and/or provided by the State to Vendor pursuant to this Agreement as well as
all units used by Vendor, regardless of the identity of the registered owner, used by Vendor for
completing the Work required by this Agreement to include but not limited to transporting
Delaware clients or staff), providing coverage on a primary non-contributory basis with limits
of not less than:

I $1,000,000 combined single limit each accident, for bodily injury;
ii. $250,000 for property damage to others;
iii. $25,000 per person per accident Uninsured/Underinsured Motorists coverage;
iv. $25,000 per person, $300,000 per accident Personal Injury Protection (PIP) benefits as
provided for in 21 Del. C. § 2118; and

Comprehensive coverage for all leased vehicles, which shall cover the replacement cost of the
vehicle in the event of collision, damage, or other loss.

The successful vendor must carry at least one of the following depending on the scope of work being
performed.

a. Medical/Professional Liability - $1,000,000 per occurrence/$3,000,000 per aggregate

b. Miscellaneous Errors and Omissions - $1,000,000 per occurrence/$3,000,000 per aggregate
C. Product Liability - $1,000,000 per occurrence/$3,000,000 aggregate

Should any of the above-described policies be cancelled before expiration date thereof, notice will
be delivered in accordance with the policy provisions.

Before any work is done pursuant to this Agreement, the Certificate of Insurance and/or copies of
the insurance policies, referencing the contract number stated herein, shall be filed with the State.
The certificate holder is as follows:

NAME
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24,

25.

26.

27.

28.

HSS-XX-XXX

DIVISION NAME

Department of Health and Social Services

EMAIL
Nothing contained herein shall restrict or limit the Vendor’s right to procure insurance coverage in
amounts higher than those required by this Agreement. To the extent that the Vendor procures
insurance coverage in amounts higher than the amounts required by this Agreement, all said
additionally procured coverages will be applicable to any loss or claim and shall replace the
insurance obligations contained herein.

To the extent that Vendor has complied with the terms of this Agreement and has procured insurance
coverage for all vehicles Leased and/or operated by Vendor as part of this Agreement, the State of
Delaware’s self-insured insurance program shall not provide any coverage whether coverage is
sought as primary, co-primary, excess or umbrella insurer or coverage for any loss of any nature.

In no event shall the State of Delaware be named as an additional insured on any policy required
under this agreement.

UNIQUE ENTITY IDENTIFIER.

A System for Award Management (SAM) registration is required for Vendors receiving federal
grants and monies. 2 CFR Part 25. The Unique Entity Identifier (UEI) is a 12-character alphanumeric
ID assigned to an entity by SAM. The vendor and all subcontractors shall provide a UEI as part of
this agreement and maintain an active registration with SAM. The Vendor and all subcontractors
assume responsibility to remain compliant with SAM requirements and maintain an active
registration. In the event that Vendor and all subcontractors do not comply, Delaware may terminate
the agreement in accordance with Section 15.

PERFORMANCE REQUIREMENTS

The selected Vendor will warrant that it possesses, or has arranged through subcontractors, all capital
and other equipment, labor, materials, and licenses necessary to carry out and complete the work
hereunder in compliance with any and all Federal and State laws, and County and local ordinances,
regulations and codes.

PERFORMANCE BOND
There is no Performance Bond requirement.

ASSIGNMENT OF ANTITRUST CLAIMS.

As consideration for the award and execution of this contract by the State, the Vendor hereby grants,
conveys, sells, assigns, and transfers to the State of Delaware all of its right, title and interest in and
to all known or unknown causes of action it presently has or may now or hereafter acquire under the
antitrust laws of the United States and the State of Delaware, regarding the specific goods or services
purchased or acquired for the State pursuant to this contract. Upon either the State’s or the Vendor
notice of the filing of or reasonable likelihood of filing of an action under the antitrust laws of the
United States or the State of Delaware, the State and Vendor shall meet and confer about
coordination of representation in such action.

GOVERNING LAW.

This Agreement shall be governed by and construed in accordance with the laws of the State of
Delaware, except where Federal Law has precedence. Vendor consents to jurisdiction venue in the
State of Delaware.




29. NOTICES.
Any and all notices required by the provisions of this Agreement shall be in writing and shall be
mailed, certified or registered mail, return receipt requested. All notices shall be sent to the following
addresses:

I DELAWARE:
NAME
HSS-XX-XXX
DIVISION NAME

Department of Health and Social Services
EMAIL

Il VENDOR:

VENDOR
STREET
CITY, STATE ZIP

IN WITNESS THEREQF, the Parties hereto have caused this Agreement to be duly executed as of the
date and year first above written.

Department of Health & Social Services
Division Name

Contractor:
By: By:
Name: Rebecca Reichardt Name:
Associate  Deputy Cabinet
Title: Secretary Title:
Date: Date:

Name: Cristen Linke Young
Title: Cabinet Secretary
Date:

N/A

ARPA




IRM

N/A

Training

CMP
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V HIPAA BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“BAA”) is made effective as of Start Date, (“Effective Date”), by
and between Vendor Name (“Business Associate”), and the State of Delaware, Department of Health and
Social Services, Select Division Name (“Covered Entity”) (collectively, the “Parties”).

1. RECITALS.

WHEREAS, The Parties have entered, and may in the future enter, into one or more arrangements or
agreements (the “Agreement”) which require the Business Associate to perform functions or activities on
behalf of, or services for, Covered Entity or a Covered Entity Affiliate (“CE Affiliate”) that involve the
use or disclosure of either (a) Protected Health Information (“PHI”) that is subject to the final federal
Privacy, Security, Breach Notification and Enforcement Rules (collectively the “HIPAA Rules”) issued
pursuant to the Health Insurance Portability and Accountability Act of 1996 (the Act including the HIPAA
rules shall be referred to as “HIPAA”) and the Health Information Technology for Economic and Clinical
Health Act of 2009 (“HITECH”), or (b) health information relating to substance abuse and treatment (“Part
2 PHI”) protected under the Federal Confidentiality of Alcohol and Drug Abuse Patient Records law and
regulations, 42 USC § 290dd-2 and 42 CFR Part 2 (collectively, “Part 2”°), as each is amended from time
to time.

The purpose of this BAA is to set forth the obligations of the Parties with respect to such PHI and Part 2
PHI.

WHEREAS, Business Associate provides professional services for Covered Entity pursuant to a contract
dated Start Date and such other engagements as shall be entered into between the parties in the future in
which Covered Entity discloses certain PHI or Part 2 PHI to Business Associate (collectively, the “Master
Agreement”);

WHEREAS, Business Associate, in the course of providing services to Covered Entity, may have access
to PHI and may be deemed a business associate for certain purposes under HIPAA;

WHEREAS, Business Associate is also a Qualified Service Organization (“QSO”) under Part 2 and must
agree to certain mandatory provisions regarding the use and disclosure Part 2 PHI;

WHEREAS, the Parties contemplate that Business Associate may obtain PHI, with Covered Entity’s
knowledge and consent, from certain other business associates of Covered Entity that may possess such
PHI; and

WHEREAS, Business Associate and Covered Entity are entering into this BAA to set forth Business
Associate’s obligations with respect to its handling of the PHI, whether such PHI was obtained from
another business associate of Covered Entity or directly from Covered Entity;

NOW, THEREFORE, for mutual consideration, the sufficiency and delivery of which is acknowledged
by the Parties, and upon the premises and covenants set forth herein, the Parties agree as follows:

2. DEFINITIONS.

Unless otherwise defined herein, capitalized terms used in this BAA shall have the meanings ascribed to
them in HIPAA or the Master Agreement between Covered Entity and Business Associate, as applicable.

2.1. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE



2.2,

2.3.

To the extent that Business Associate is provided with or creates any PHI on behalf of Covered
Entity and is acting as a business associate of Covered Entity, Business Associate agrees to comply
with the provisions of HIPAA applicable to business associates, and in doing so, represents and
warrants as follows:

USE OR DISCLOSURE

Business Associate agrees to not use or disclose PHI other than as set forth in this BAA, the Master
Agreement, or as required by law.

SPECIFIC USE OF DISCLOSURE
2.3.1. Except as otherwise limited by this BAA, Business Associate may:

a. Use or disclose PHI to perform data aggregation and other services required under the
Master Agreement to assist Covered Entity in its operations, as long as such use or
disclosure would not violate HIPAA if done by Covered Entity, or HIPAA permits such
use or disclosure by a business associate; and

b. Use or disclose PHI for the proper management and administration of Business
Associate or to carry out Business Associate’s legal responsibilities, provided that with
respect to disclosure of PHI, such disclosure is required by law, or Business Associate
obtains reasonable assurances from the person to whom the information is disclosed
that it will be held confidentially and used or further disclosed only as required by law
or for the purpose for which it was disclosed to the person, and the person notifies
Business Associate of any instances of which it is aware in which the confidentiality of
the information has been breached; and

¢. De-identify PHI and maintain such de-identified PHI indefinitely, notwithstanding
Section 4 of this Agreement, provided that all identifiers are destroyed or returned in
accordance with the Privacy Rule.

2.3.2. Minimum Necessary

Business Associate agrees to take reasonable efforts to limit requests for, or uses and
disclosures of, PHI to the extent practical, a limited data set, otherwise to the minimum
necessary to accomplish the intended request, use, or disclosure.

2.3.3. Safeguards

a. Business Associate shall establish appropriate safeguards, consistent with HIPAA, that
are reasonable and necessary to prevent any use or disclosure of PHI not expressly
authorized by this BAA.

b. To the extent that Business Associate creates, receives, maintains, or transmits
Electronic PHI, Business Associate agrees to establish administrative, physical, and
technical safeguards that reasonably and appropriately protect the confidentiality,
integrity, and availability of the Electronic PHI that it creates, receives, maintains, or
transmits on behalf of Covered Entity, as required by the Privacy Rule and Security
Rule.

¢. The safeguards established by Business Associate shall include securing PHI that it
creates, receives, maintains, or transmits on behalf of Covered Entity in accordance



2.4,

2.5.

2.6.

2.7.

2.8.

with the standards set forth in HITECH Act § 13402(h) and any guidance issued
thereunder.

d. Business Associate agrees to provide Covered Entity with such written documentation
concerning safeguards as Covered Entity may reasonably request from time to time.

AGENTS AND SUBCONTRACTORS

2.4.1. Business Associate agrees to obtain written assurances that any agents, including
subcontractors, to whom it provides PHI received from Covered Entity, or created or
received by Business Associate on behalf of Covered Entity, agree to the same restrictions
and conditions that apply to Business Associate with respect to such PHI, including the
requirement that it agree to implement reasonable and appropriate safeguards to protect
Electronic PHI that is disclosed to it by Business Associate

2.4.2. To the extent permitted by law, Business Associate shall be fully liable to Covered Entity
for any and all acts, failures, or omissions of Business Associate’s agents and
subcontractors in any breach of their subcontracts or assurances to Business Associate as
though they were Business Associate’s own acts, failures, or omissions.

REPORTING

2.5.1. Within five (5) business days of discovery by Business Associate, Business Associate
agrees to notify Covered Entity in writing of any use or disclosure of, or Security Incident
involving, PHI, including any Breach of Unsecured PHI, not provided for by this BAA or
the Master Agreement, of which Business Associate may become aware.

a. Inthe notice provided to Covered Entity by Business Associate regarding unauthorized
uses and/or disclosures of PHI, Business Associate shall describe the remedial or
proposed mitigation efforts required under Section 1.6 (Mitigation) of this BAA.

b. Specifically with respect to reporting a Breach of Unsecured PHI, Business Associate
agrees to must include the identity of the individual(s) whose Unsecured PHI was
Breached in the written notice provided to Covered Entity, and any additional
information required by HIPAA.

c. Business Associate agrees to cooperate with Covered Entity upon report of any such
Breach so that Covered Entity may provide the individual(s) affected by such Breach
with proper notice as required by HIPAA.

MITIGATION

Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known
to Business Associate resulting from a use or disclosure of PHI by Business Associate in violation
of the requirements of this BAA or the Master Agreement.

AUDITS AND INSPECTIONS

Business Associate agrees to make its internal practices, books, and records, including policies and
procedures, relating to the use and disclosure of PHI available to the Secretary, in a time and
manner mutually agreed to by the Parties or designated by the Secretary, for purposes of the
Secretary determining the Covered Entity’s compliance with HIPAA.

ACCOUNTING



2.9.

2.8.1. Business Associate agrees to document and report to Covered Entity, within fourteen (14)
days, Business Associate’s disclosures of PHI so Covered Entity can comply with its
accounting of disclosure obligations in accordance with 45 C.F.R § 164.528 and any
subsequent regulations issued thereunder.

2.8.2. Business Associate agrees to maintain electronic records of all such disclosures for a
minimum of six (6) calendar years.

DESIGNATED RECORD SET

2.9.1. While the Parties do not intend for Business Associate to maintain any PHI in a designated
record set, to the extent that Business Associate does maintain any PHI in a designated
record set, Business Associate agrees to make available to Covered Entity PHI within
fourteen (14) days:

a. For Covered Entity to comply with its access obligations in accordance with 45 C.F.R
§ 164.524 and any subsequent regulations issued thereunder; and

b. For amendment upon Covered Entity’s request and incorporate any amendments to PHI
as may be required for Covered Entity comply with its amendment obligations in
accordance with 45 C.F.R § 164.526 and any subsequent guidance.

2.10. HITECH COMPLIANCE DATES

Business Associate agrees to comply with the HITECH Act provisions expressly addressed, or
incorporated by reference, in this BAA as of the effective dates of applicability and enforcement
established by the HITECH Act and any subsequent regulations issued thereunder.

PART 2 QSO COMPLIANCE.

3.1.

To the extent that in performing its services for or on behalf of Covered Entity, Business Associate
uses, discloses, maintains, or transmits Part 2 PHI, Business Associate acknowledges and agrees that
it is a QSO for the purpose of such federal law; acknowledges and agrees that in receiving, storing,
processing or otherwise dealing with any such patient records, it is fully bound by the Part 2
regulations; and, if necessary will resist in judicial proceedings any efforts to obtain access to patient
records except as permitted by the Part 2 regulations.

Notwithstanding any other language in this Agreement, Business Associate acknowledges and agrees
that any patient information it receives from Covered Entity that is protected by Part 2 is subject to
protections that may prohibit Business Associate from disclosing such information to agents or
subcontractors without the specific written consent of the subject individual.

Business Associate acknowledges that any unauthorized disclosure of information under this section
is a federal criminal offense.

OBLIGATIONS OF COVERED ENTITY.

3.1.1. Covered Entity agrees to notify Business Associate of any limitation(s) in Covered Entity’s
notice of privacy practices in accordance with 45 C.F.R § 164.520, to the extent that such
limitation may affect Business Associate’s use or disclosure of PHI.

3.1.2. Covered Entity agrees to notify Business Associate of any changes in, or revocation of,
permission by Individual to use or disclose PHI, including disclosure of data to insurers



3.1.3.

3.1.4.

and health plans when the patient pays for medical services in full and requests that such
notification not be made, to the extent that such changes may affect Business Associate’s
use or disclosure of PHI.

Covered Entity agrees to notify Business Associate of any restriction to the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 C.F.R § 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of PHI.

Covered Entity agrees to limit its use, disclosure, and requests of PHI under this BAA to a
limited data set or, if needed by Covered Entity, to the minimum necessary PHI to
accomplish the intended purpose of such use, disclosure, or request.

4. TERM AND TERMINATION.

41.

4.2.

4.3.

44,

TERM

This BAA shall become effective upon the Effective Date and, unless otherwise terminated as
provided herein, shall have a term that shall run concurrently with that of the last expiration date
or termination of the Master Agreement.

TERMINATION UPON BREACH.

4.21.

4.2.2.

Without limiting the termination rights of the Parties pursuant to the Master Agreement,
upon either Party’s knowledge of a material breach by the other Party to this BAA, the
breaching Party shall notify the non-breaching Party of such breach and the breaching party
shall have fourteen (14) days from the date of notification to the non-breaching party to
cure such breach.

In the event that such breach is not cured, or cure is infeasible, the non-breaching party
shall have the right to immediately terminate this BAA and those portions of the Master
Agreement that involve the disclosure to Business Associate of PHI, or, if non-severable,
the Master Agreement.

TERMINATION BY EITHER PARTY

Either Party may terminate this BAA upon provision of thirty (30) days’ prior written notice.
EFFECT OF TERMINATION.

441.

4.42.

4.4.3.

444.

To the extent feasible, upon termination of this BAA or the Master Agreement for any
reason, Business Associate agrees, and shall cause any subcontractors or agents to return
or destroy and retain no copies of all PHI received from or created or received by Business
Associate on behalf of, Covered Entity

Business Associate agrees to complete such return or destruction as promptly as possible
and verify in writing within thirty (30) days of the termination of this BAA to Covered
Entity that such return or destruction has been completed.

If not feasible, Business Associate agrees to provide Covered Entity notification of the
conditions that make return or destruction of PHI not feasible.

Upon notice to Covered Entity that return or destruction of PHI is not feasible, Business
Associate agrees to extend the protections of this BAA to such PHI for as long as Business
Associate maintains such PHI.



4.4.5. Without limiting the foregoing, Business Associate may retain copies of PHI in its
workpapers related to the services provided in the Master Agreement to meet its
professional obligations.

5. MISCELLANEOUS.

5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

REGULATORY REFERENCES

A reference in this BAA to a section in the Privacy Rule or Security Rule means the section as in
effect or as amended.

AMENDMENT

5.2.1. The Parties acknowledge that the provisions of this BAA are designed to comply with
HIPAA and agree to take such action as is necessary to amend this BAA from time to time
as is necessary for Covered Entity to comply with the requirements of HIPAA.

5.2.2. Regardless of the execution of a formal amendment of this BAA, the BAA shall be deemed
amended to permit the Covered Entity and Business Associate to comply with HIPAA.

METHOD OF PROVIDING NOTICE

5.3.1. Any notice required to be given pursuant to the terms and provisions of this BAA shall be
in writing and may be either personally delivered or sent by registered or certified mail in
the United States Postal Service, Return Receipt Requested, postage prepaid, addressed to
each Party at the addresses listed in the Master Agreement currently in effect between
Covered Entity and Business Associate

5.3.2. Any such notice shall be deemed to have been given if mailed as provided herein, as of the
date mailed.

PARTIES BOUND

5.4.1. This BAA shall inure to the benefit of and be binding upon the Parties hereto and their
respective legal representatives, successors, and assigns.

5.4.2. Business Associate may not assign or subcontract the rights or obligations under this BAA
without the express written consent of Covered Entity

5.4.3. Covered Entity may assign its rights and obligations under this BAA to any successor or
affiliated entity.

NO WAIVER

5.5.1. No provision of this BAA or any breach thereof shall be deemed waived unless such waiver
is in writing and signed by the Party claimed to have waived such provision or breach.

5.5.2. No waiver of a breach shall constitute a waiver of or excuse any different or subsequent
breach.

EFFECT ON MASTER AGREEMENT

5.6.1. This BAA together with the Master Agreement constitutes the complete agreement
between the Parties and supersedes all prior representations or agreements, whether oral or
written, with respect to such matters



5.7.

5.8.

5.9.

5.10.

5.11.

5.6.2. In the event of any conflict between the terms of this BAA and the terms of the Master
Agreement, the terms of this BAA shall control unless the terms of such Master Agreement
are stricter, as determined by Covered Entity, with respect to PHI and comply with HIPAA,
or the Parties specifically otherwise agree in writing.

5.6.3. No oral modification or waiver of any of the provisions of this BAA shall be binding on
either party.

5.6.4. No obligation on either party to enter into any transaction is to be implied from the
execution or delivery of this BAA.

INTERPRETATION

Any ambiguity in this BAA shall be resolved to permit the Covered Entity to comply with HIPAA
and any subsequent guidance.

NO THIRD-PARTY RIGHTS

Except as stated herein, the terms of this BAA are not intended, nor should they be construed to
grant any rights, remedies, obligations, or liabilities whatsoever to parties other than Business
Associate and Covered Entity and their respective successors or assigns.

APPLICABLE LAW

This BAA shall be governed under the laws of the State of Delaware, without regard to choice of
law principles, and the Delaware courts shall have sole and exclusive jurisdiction over any dispute
arising under this Agreement.

JUDICIAL AND ADMINISTRATIVE PROCEEDINGS

5.10.1. In the event that Business Associate receives a subpoena, court or administrative order,
or other discovery request or mandate for release of PHI, Business Associate agrees to
collaborate with Covered Entity with respect to Business Associate’s response to such
request.

5.10.2. Business Associate shall notify Covered Entity within seven (7) days of receipt of such
request or mandate.

TRANSMITTING ELECTRONIC PHI

Electronic PHI transmitted or otherwise transferred from between Covered Entity and Business
Associate must be encrypted by a process that renders the Electronic PHI unusable, unreadable, or
indecipherable to unauthorized individuals within the meaning of HITECH Act § 13402 and any
implementing guidance including, but not limited to, 42 C.F.R § 164.402.

IN WITNESS WHEREOF, the Parties hereto have executed this BAA to be effective on the date set
forth above.

Vendor Name Department of Health & Social Services

Division Name



By: By:

Name: Name:

Title: Title:

Date: Date:




VI DTI TERMS AND CONDITIONS



VIl STATE OF DELAWARE

VIIDEPARTMENT OF TECHNOLOGY AND INFORMATION
801 Silver Lake Blvd., Dover, Delaware 19904

PUBLIC AND NON-PUBLIC DATA OWNED BY THE STATE OF DELAWARE
State of Delaware Terms and Conditions Governing Cloud Services and Data Usage Agreement

Contract/Agreement # , Appendix
between State of Delaware and dated
This document shall become part of the final contract.
Publi Non
c Publi
Data c
Data

Data Ownership: The State of Delaware shall own all right, title and interest in its data that is related to the
services provided by this contract. The PROVIDER shall not access State of Delaware user accounts, or State
of Delaware data, except (i) in the course of data center operations, (ii) in response to service or technical
issues, (iii) as required by the express terms of this contract, or (iv) at State of Delaware’s written request. All
information obtained or generated by the PROVIDER under this contract shall become and remain property
of the State of Delaware.

Data Usage: The PROVIDER shall comply with the following conditions. At no time will any information,
belonging to or intended for the State of Delaware, be copied, disclosed, or retained by PROVIDER or any
party related to PROVIDER for subsequent use in any transaction. The PROVIDER will take reasonable steps
to limit the use of, or disclosure of, and requests for, confidential State data to the minimum necessary to
accomplish the intended purpose under this agreement. PROVIDER may not use any information collected in
connection with the service issued from this proposal for any purpose other than fulfilling the service.
Protection of Personally Identifiable Information (PII, as defined in the State’s Terms and Conditions
Governing Cloud Services and Data Usage Policy), privacy, and sensitive data shall be an integral part of the
business activities of the PROVIDER to ensure that there is no inappropriate or unauthorized use of State of
Delaware information at any time. The PROVIDER shall safeguard the confidentiality, integrity, and availability
of State information. No party related to the PROVIDER or contracted by the PROVIDER may retain any data
for subsequent use in any transaction that has not been expressly authorized by the State of Delaware.




Termination and Suspension of Service: In the event of termination of the contract, PROVIDER shall
implement an orderly return of State of Delaware data in CSV, XML, or another mutually agreeable format.
The PROVIDER shall guarantee the subsequent secure disposal of State of Delaware data.

a)

b)

d)

Suspension of services: During any period of suspension, contract negotiation, or disputes, the
PROVIDER shall not take any action to intentionally erase any State of Delaware data.

Termination of any services or agreement in entirety: In the event of termination of any services or
agreement in entirety, the PROVIDER shall not take any action to intentionally erase any State of
Delaware data for a period of ninety (90) days after the effective date of the termination. All obligations
for protection of State data remain in place and enforceable during this 90-day period. After such 90- day
period has expired, the PROVIDER shall have no obligation to maintain or provide any State of Delaware
data and shall thereafter, unless legally or contractually prohibited, dispose of all State of Delaware data
in its systems or otherwise in its possession. Within this 90-day timeframe, the PROVIDER will continue
to secure and back up State of Delaware data covered under the contract.

Post-Termination Assistance: The State of Delaware shall be entitled to any post-termination assistance
generally made available with respect to the Services unless a unique data retrieval arrangement has been
established as part of the Service Level Agreement.

Secure Data Disposal: When non-public data is provided by the State of Delaware, the PROVIDER shall
destroy all requested data in all of its forms (e.g., disk, CD/DVD, backup tape, paper). Data shall be
permanently deleted, and shall not be recoverable, in accordance with National Institute of Standards and
Technology (NIST) approved methods after ninety (90) days of the contract termination. The PROVIDER
shall provide written certificates of destruction to the State of Delaware.




PUBLIC AND NON-PUBLIC DATA OWNED BY THE STATE OF DELAWARE
State of Delaware Terms and Conditions Governing Cloud Services and Data Usage Agreement

Contract/Agreement #

between State of Delaware and

, Appendix

dated

This document shall become part of the final contract.
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c
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Data Location: The PROVIDER shall not store, process, or transfer any non-public State of Delaware data
outside of the United States, including for back-up and disaster recovery purposes. The PROVIDER will permit
its personnel and subcontractors to access State of Delaware data remotely only as required to provide
technical or call center support.

Encryption: The PROVIDER shall encrypt all non-public data in transit regardless of the transit mechanism.
For engagements where the PROVIDER stores sensitive personally identifiable or otherwise confidential
information, this data shall be encrypted at rest. The PROVIDER’s encryption shall be consistent with
validated cryptography standards as specified in National Institute of Standards and Technology FIPS140-2,
Security Requirements. The key location and other key management details will be discussed and negotiated
by both parties. When the PROVIDER cannot offer encryption at rest, they must maintain, for the duration of
the contract, cyber security liability insurance coverage for any loss resulting from a data

breach in accordance with the Terms and Conditions Governing Cloud Services and Data Usage Policy.

Breach Notification and Recovery: The PROVIDER must notify the State of Delaware at
eSecurity@delaware.gov immediately or within 24 hours of any determination of the breach of security as
defined in 6 Del. C. §12B-101(2) resulting in the destruction, loss, unauthorized disclosure, or alteration of
State of Delaware data. The PROVIDER shall send a preliminary written report detailing the nature, extent,
and root cause of any such data breach no later than two (2) business days following notice of such a breach.
The PROVIDER will continue to send any and all reports subsequent to the preliminary written report. The
PROVIDER shall meet and confer with representatives of DTI regarding required remedial action in relation
to any such data breach without unreasonable delay. If data is not encrypted (see CS3, below), Delaware Code
(6 Del. C. §12B-100 et seq.) requires public breach notification of any incident resulting in the loss or
unauthorized disclosure of Delawareans’ Personally Identifiable Information (P11, as defined in

Delaware’s Terms and Conditions Governing Cloud Services and Data Usage Policy) by PROVIDER or its
subcontractors. The PROVIDER will assist and be responsible for all costs to provide notification to persons
whose information was breached without unreasonable delay but not later than sixty (60) days after
determination of the breach, except 1) when a shorter time is required under federal law; 2) when law
enforcement requests a delay; or 3) reasonable diligence did not identify certain residents, in which case notice
will be delivered as soon as practicable. All such communication shall be coordinated with the State of
Delaware. Should the PROVIDER or its contractors be liable for the breach, the PROVIDER shall bear all
costs associated with investigation, response, and recovery from the breach. This includes, but is not limited to,
credit monitoring services with a term of at least three (3) years, mailing costs, website, and toll-free telephone
call center services. The State will retain all determining authority for breach accountability and responsibility.
The State of Delaware shall not agree to any limitation on liability that relieves the PROVIDER or its
subcontractors from its own negligence, or to the extent that it creates an obligation on the part of the State to
hold a PROVIDER harmless. The PROVIDER shall not issue a media notice without the approval of the State.

PUBLIC AND NON-PUBLIC DATA OWNED BY THE STATE OF DELAWARE
State of Delaware Terms and Conditions Governing Cloud Services and Data Usage Agreement

Contract/Agreement #
Delaware and

, Appendix between State of

dated

This document shall become part of the final contract.



http://delcode.delaware.gov/title29/c100/index.shtml

Publi

Data

Non
Publi

Data

Background Checks: The PROVIDER must warrant that they will only assign employees and subcontractors
who have passed a federally compliant (IRS Pub 1075 2.C.3) criminal background check. The background
checks must demonstrate that staff, including subcontractors, utilized to fulfill the obligations of the contract,
have no convictions, pending criminal charges, or civil suits related to any crimes of dishonesty. This includes
but is not limited to criminal fraud, or any conviction for any felony or misdemeanor offense for which
incarceration for a minimum of one (1) year is an authorized penalty. The PROVIDER shall promote and
maintain an awareness of the importance of securing the State's information among the PROVIDER’s
employees and agents. Failure to obtain and maintain all required criminal history may be deemed a material
breach of the contract and grounds for immediate termination and denial of further work with the State of
Delaware.

Security Logs and Reports: The PROVIDER shall allow the State of Delaware access to system security
logs that affect this engagement, its data, and or processes. This includes the ability for the State of Delaware
to

request a report of the records that a specific user accessed over a specified period of time.

Sub-contractor Flow down: The PROVIDER shall be responsible for ensuring its subcontractors’ compliance]
with the security requirements stated herein.

10

Contract Audit: The PROVIDER shall allow the State of Delaware to audit conformance including contract
terms, system security, and data centers, as appropriate. The State of Delaware may perform this audit or
contract with a third party at its discretion at the State’s expense. Such reviews shall be conducted with at least
thirty (30) days advance written notice and shall not unreasonably interfere with the PROVIDER’s. business.
In lieu of performing its own audit, the State may request the results of a third party audit from the

PROVIDER or an attestation of compliance.

11

Cyber Liability Insurance: An awarded vendor unable to meet the Terms and Conditions Governing Cloud
Services and Data Usage Policy requirement of encrypting PII at rest shall, prior to execution of a contract,
present a valid certificate of cyber liability insurance at the levels indicated below. Further, the awarded
vendor shall ensure the insurance remains valid for the entire term of the contract, inclusive of any term
extension(s). Levels of cyber liability insurance required are based on the number of PII records anticipated
to be housed within the solution at any given point in the term of the contract. Should the actual number of
PII records exceed the anticipated number, it is the vendor’s responsibility to ensure that sufficient

coverage is obtained (see table below). In the event that vendor fails to obtain sufficient coverage, vendor
shall be liable to cover damages up to the required coverage amount.
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The terms of this Agreement shall be incorporated into the aforementioned contract. Any conflict between this Agreement and the
aforementioned contract shall be resolved by giving priority to this Agreement. By signing this Agreement, the PROVIDER agrees
to abide by the following applicable Terms and Conditions [check one]:
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