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Business Case Number – BC0002903


[bookmark: _Ref5671378][bookmark: _Toc113870757][bookmark: _Toc454350489][bookmark: _Toc94694881]Project Overview
[bookmark: _Toc85966292][bookmark: _Toc454350490][bookmark: _Toc94694882][bookmark: _Toc113870759]Background and Purpose 
The State of Delaware Department of Health and Social Services (DHSS), Division of Public Health (DPH), seeks to maintain and support the existing Lead Service Line Inventory (LSLI) system with the Office of Drinking Water (ODW). The database requires maintenance and support through a web-based LSLI as a Software-As-A-Solution (SaaS) product.

DHSS defines the “project” in Appendix B as the totality of contractor work and activities throughout the contract period, which is delineated by a set of project lifecycle phases.  The purpose of Appendix B is to define the project:
· lifecycle and phases; 
· team organization and roles; 
· deliverables; and 
· requirements (business, functional and technical requirements).
[bookmark: _Toc91050984][bookmark: _Toc91075133][bookmark: _Toc92263791][bookmark: _Toc92264043]Project Lifecycle
The contractor shall organize and manage the project based on five distinct lifecycle phases: 
1. Planning Phase, 
2. Configuration and Customization Phase, 
3. Testing and Deployment Phase, 
4. Operations and Support Phase, and 
5. Project Transition-Out Phase.  
Each phase is represented by a set of mandatory deliverables and activities required by the contractor.
[bookmark: _Toc91050985][bookmark: _Toc91075134][bookmark: _Toc92263792][bookmark: _Toc92264044]Planning Phase
The Planning Phase includes all the mandatory deliverables and activities required by the contractor to proceed to the Configuration and Customization Phase:
· Schedule and conduct meetings with the project team to discuss the requirements; and finalize the format and content for each deliverable.
· Schedule and conduct meetings with the Vendor periodically
· Finalize contractor and stakeholder staffing for all project phases
· Finalize subcontractor and/or vendor contracts, if applicable
· Provide deliverable: Project Schedule
· Provide deliverable: Change Management Plan
· Provide deliverable: Continuity of Operations Plan
· Provide deliverable: Data Conversion Plan
· Provide deliverable: Architecture Network Diagram
Configuration and Customization Phase
The Configuration and Customization Phase includes all the mandatory deliverables and activities required by the contractor to proceed to the Testing and Deployment Phase:
· Schedule and conduct meetings with the project team to review the project status and schedule, and to discuss the deliverables and activities associated with this phase
· Spin-up the cloud instance for the SaaS product
· Configure the product
· Customize the product, if applicable (e.g., interfaces, data conversion, etc.)
· Implement the Data Conversion Plan
· Update the Project Schedule
· Provide deliverable: Training Plan
· Provide deliverable: Test Plan
· Provide deliverable: Product Deployment Plan
Testing and Deployment Phase
The Testing and Deployment Phase includes all the mandatory deliverables and activities required by the contractor to proceed to the Operations and Support Phase:
· Schedule and conduct meetings with the project team to review the project status and schedule, and to discuss the deliverables and activities associated with this phase
· Implement the Test Plan
· Implement the Training Plan
· Implement the Product Deployment Plan
· Update the Project Schedule
· Provide deliverable: User Guide
· Provide deliverable: Data Element Dictionary
Operations and Support Phase
The Operations and Support Phase includes all the mandatory deliverables and activities required by the contractor:
· Schedule and conduct meetings with the project team to review operations monitoring and quality control reports, issue tracking, and change control tracking
· Implement the Continuity of Operations Plan
· Implement Change Management Plan
· Initiate Help Desk operations and incident management
· Provide ongoing maintenance and support
· Securely maintain all data and facilities
Project Transition-Out Phase
Upon termination of the contract, the contractor will provide a finalized copy of the Data Element Dictionary, and a copy of the database based on an agreed format and delivery method.

Project Team
Project Organization Chart
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[bookmark: _Hlk115931879][bookmark: _Toc113870763][bookmark: _Ref536585717][bookmark: _Ref536585803][bookmark: _Toc113870762]
DHSS and Stakeholder Contact Information
Delaware Health and Social Services (DHSS)

	Name / Role
	Organization / Email
	Phone

	Marissa Jacobi
DHSS Executive Sponsor
	Division of Public Health
Marissa.Jacobi@delaware.gov 
	302-259-7832

	Chip Finch
DHSS Technical Manager
	Delaware Health and Social Services 
Information Resource Management
Alfred.Finch@delaware.gov
	302-255-9256 

	Stephen Mann
DHSS Program Manager
	Division of Public Health 
Office of Drinking Water
Stephen.Mann@delaware.gov
	302-741-8630 

	[bookmark: _Hlk155951055]Kevin Cottman
DHSS Program Manager
	Division of Public Health 
Office of Drinking Water
Kevin.Cottman@delaware.gov
	302-741-8582

	Nomaan Sabahat
DHSS Information Systems Support Specialist
	Division of Public Health 
Office of Drinking Water
Nomaan.sabahat@delaware.gov
	302-741-8590





DHSS Roles
[bookmark: _Toc113870764][bookmark: _Toc454350495][bookmark: _Toc94694887]Information Resource Management (IRM)
[bookmark: _Toc113870765]In support of the DHSS and Office of the Secretary - Administration, the mission of Information Resource Management (IRM) is to provide quality, efficient and cost-effective support in the management of technology resources.  IRM provides DHSS divisions with information technology planning and management, information technology purchasing, network telecommunications, and help desk services.  IRM is represented on the project team as the DHSS Project Manager and the DHSS Technical Manager.
[bookmark: _Toc454350496][bookmark: _Toc94694888]Department of Technology and Information (DTI)
[bookmark: _Ref1901563][bookmark: _Ref2070786]The Department of Technology and Information (DTI) is the state’s central information technology (IT) organization.  DTI establishes and enforces the State’s IT policy and standards and provides enterprise technology services that enable other organizations to effectively fulfill their missions.  DTI does not participate in the project directly but is available to the Project Manager as necessary.
DHSS Executive Sponsor
The DHSS Executive Sponsor represents DPH senior management and is responsible for the success of a project and provides sustainability, strategic planning, guidance and resources to the project team and DHSS Project Manager as necessary. The DHSS Executive Sponsor does not typically attend project meetings.
DHSS Project Manager
If appointed to the project, the DHSS Project Manager serves as primary DHSS coordinator for all project phases, attends all project meetings, works with the Contractor Project Manager to maintain the project plan and schedule, ensures all IRM, DPH and other stakeholder staff attend meetings as necessary, and manages work assignments as required (e.g., review deliverables, perform testing, etc.).  The DHSS Project Manager will report to a Project Steering Committee made up of representative managers from the DPH, IRM and DTI. This Committee will meet monthly to review project status, progress, and issues. The Project Steering Committee will report to an Executive Sponsors group. The Executive Sponsors group will be made up of representatives from DHSS, DTI, OMB, and the Division. They will meet quarterly to discuss overall project status, progress and issues, risks, project management, funding, staffing, sponsor issues, stakeholder participation and tasks planned for the upcoming quarter.

If a DHSS Project Manager is not appointed to the project, then the Contractor Project Manager will assume primary responsibility to manage the project.
DHSS Technical Manager
The DHSS Technical Manager serves as primary coordinator for all project phases on behalf of IRM, attends all project meetings, works with the project team to maintain the project plan and schedule, and provides DPH and the contractor with consulting support, facilitates any configuration and/or customization required within the state network, and manages the work assignments of IRM and DTI staff as required (e.g., review deliverables, perform testing, etc.).


DHSS Program Manager
The DHSS Program Manager serves as primary business lead for all project phases on behalf of DPH, attends all project meetings, works with the project team to maintain the project plan and schedule, disseminates program information to the contractor as needed (e.g., business requirements, processes, workflows, forms, reports, etc.), and manages work assignments of program staff as required (e.g., review deliverables, perform testing, etc.).
DHSS Subject Matter Expert (SME)
The DHSS Subject Matter Expert (SME) contributes program knowledge and information in all project phases, attends project meetings as required, and reports to the DHSS Program Manager.
DHSS Information Systems Support Specialist (ISSS)
The DHSS Information Systems Support Specialist (ISSS) serves as the DPH liaison between program staff and IRM, and between program staff and contractor IT staff. The ISSS participates in all project phases, attends all project meetings, and ensures the business requirements are properly communicated to the contractor and that program staff understand DTI policies and standards, and contractor information system processes and data.  The ISSS reports to both the DHSS Technical Manager and DHSS Program Manager.
[bookmark: _Ref6287240][bookmark: _Toc113870766][bookmark: _Toc454350498][bookmark: _Toc94694890]Contractor Roles
Contractor Project Manager
The Contract Project Manager serves as the chief liaison to the DHSS Project Manager for all project phases, has authority to make day-to-day decisions, facilitates all contractor activities (e.g., application, database, financial, legal, training, etc.); facilitates all deliverables; maintains the project schedule; schedules, hosts and leads all project meetings; authors and distributes agendas, meeting notes and weekly status reports; and ensures contractor staff attend project meetings as necessary.  The Contractor Project Manager reports to the Contractor Project Director.
Contractor Application Manager
The Contract Application Manager facilitates all SaaS product configuration, documents and communicates systems-related issues and downtime, coordinates with the contractor’s Help Desk as necessary, attends all project meetings as required, and contributes knowledge and information to inform the authoring of deliverables (e.g., Project Plan and Schedule, Architecture Network Diagram, Test Plan, etc.).  The Contractor Application Manager reports to the Contractor Project Manager.
Contractor Database Manager
The Contract Database Manager develops and maintains the contractor’s databases, maintains data storage and retrieval systems, troubleshoots database issues, implements database recovery procedures and safety protocols, attends all project meetings as required, and contributes knowledge and information to inform the authoring of deliverables (e.g., Project Plan and Schedule, Data Conversion Plan, Interface Control Documents, Data Element Dictionary, etc.).  The Contractor Database Manager reports to the Contractor Project Manager.


Contractor Training Manager
The Contractor Training Manager develops and maintains training materials; schedules and conducts training sessions; communicates with users; attends all project meetings as required; and contributes knowledge and information to inform the authoring of deliverables (e.g., Project Plan and Schedule, Training Plan, etc.).  The Contractor Training Manager reports to the Contractor Project Manager.


Project Deliverables
The following subsections define the requirements and minimum data content for each deliverable.  Section 1.0, Project Overview, stipulates which project phase the contractor will provide each deliverable.  During the project phases, each deliverable is formalized and submitted to DHSS separately as a standalone document and is updated throughout the project per the contractor’s Change Management Plan.  The Project Schedule, and Test Plan, are submitted to DHSS in Microsoft Excel format.  All other deliverables are submitted in Portable Document Format (PDF) format.
Project Schedule
The contractor shall provide the Project Schedule in Microsoft Excel format and include task number, task description, assigned staff, task dependencies, task start and end dates, task duration, percentage completed, task completion date, and a project calendar depicting all tasks.  

For the duration of the project, the contractor will deliver to DHSS weekly an updated Project Schedule.  The contractor will define tasks at a sufficient level to track the work assignments of contractor, DHSS, and stakeholder staff, which at a minimum includes deliverables, configuration, customization, data conversion, training, testing and deployment.  During the Operations and Support Phase, the Project Schedule will include issue resolution, change management, system downtime, or any other event or activity that requires tracking.
Change Management Plan
The Contractor shall provide their Change Management Plan in PDF format and describe the change management process, both in terms of configuration and customization, define the method to request change, the process to rank and prioritize change requests (via a Configuration Control Board or equivalent), define the role of DPH, include a sample of any forms and artifacts used in the change management process (e.g., change request form, approval form, UAT, etc.), and list the project deliverables that will be updated (e.g., project schedule, test plan, approval form, user documentation, etc.).
Continuity of Operations Plan
[bookmark: _Hlk117750991]The contractor shall provide their Continuity of Operations Plan in PDF format and describe their backup and recovery process of applications and data.  The contractor shall identify any associated vendors, provide documentation of recovery procedures and testing, define the communication method for alerting DPH of a disaster or event requiring the execution of the Continuity of Operations Plan, and define the Service Level Agreement (SLA) time to return to operations following notification to DPH.
Data Conversion Plan
The contractor shall provide their Data Conversion Plan in PDF format and describe their method to transform and import legacy data from the current database host.  The contractor shall describe the approach to ensure data quality before and after the data conversion process, describe the manual and/or automated controls and methods to validate the conversion, and describe the process for data error detection and correction.  The contractor shall include in their plan a data conversion specifications table that lists all source tables and fields, the target table and field for each source field, a data value mapping and/or rules for data transformation.


Architecture Network Diagram
[bookmark: _Hlk152305457]The contractor shall provide an Architectural Network Diagram in PDF format and depict the application and database servers, laboratory, other contractor facilities if applicable, interfaces, DHSS users, and providers.  The diagram will clearly document the location of all servers, the laboratory and contractor facilities; and the diagram will clearly document the IP and port specifications.
Training Plan
[bookmark: _Hlk116640795]The contractor shall provide a Training Plan in PDF format that describes their approach to training, includes a curriculum to demonstrate all core system functionality (e.g., user login; product configuration; online inquiry and update of patient information and hearing test results; reports; and use of the web portal).  The contractor shall provide a copy of all training materials.
Test Plan
The contractor shall provide a Test Plan in Excel format and document the test cases associated with unit and integrated testing.  The contractor is required to work with the DHSS Project Manager to identify the staff for testing, review the Test Plan with staff before testing begins, and facilitate one or more meetings with staff to execute the Test plan together.  The contractor shall include in the Test Plan test cases for all core systems functionality.  The contractor will include a summary for each test case, and a series of test steps for each test case; each test step will include a test step summary, user instructions for executing the test step, the expected outcome, the actual outcome, and testing notes.
Product Deployment Plan
The contractor shall provide a Product Deployment Plan in PDF format and describe their approach to deployment, describe the method to communicate with users, providers and other stakeholders, include communication templates, and include a readiness checklist for facilities, environments, applications, databases, interfaces, operations, Help Desk, providers and other stakeholders, describe their method to monitor operations and quality control, and include sample reports associated with operational monitoring and quality control.
Interface Control Document
The contractor shall provide a separate Interface Control Document for in PDF format for each required interface and include an overview and purpose of the interface, the technical requirements (e.g., interface method, ports, protocols), the data processing steps executed, the control report(s) for managing the interfaces, communication method, communication template, and communication SLA to advise DHSS staff and/or stakeholders regarding a processing outcome, and the message/file format and specifications.  The specifications will include a listing of field names, field descriptions, field attributes, field sizes, and valid values.
User Guide
The contractor shall provide a User Guide in PDF format and include instructions and screen samples to navigate and use all core system functionality.  The contractor will include a table of contents, organize, and group the content by core functionality, and provide instructions for contacting the Help Desk.
Data Element Dictionary (DED)
The contractor shall provide a DED in PDF format and document all the table names, table descriptions, field names, field descriptions, field attributes, field positions, field sizes, valid values and primary keys associated with the application database and indicate whether each field is available in the Decision Support System.  The contractor shall organize the DED with each table presented alphabetically as a separate section, order the fields for each table by position in the database, and depict the field information in a spreadsheet-like format.




Project Requirements
[bookmark: _Toc91051082][bookmark: _Toc91075181][bookmark: _Toc92263843][bookmark: _Toc92264095][bookmark: _Hlk116024110][bookmark: _Toc91051080][bookmark: _Toc91075179][bookmark: _Toc92263841][bookmark: _Toc92264093]Contractor Knowledge and Experience
The contractors shall have the following knowledge and experience:
1. Detailed knowledge of Lead Service Line Inventory (LSLI) or comparable drinking water infrastructure data management systems.
2. Experience maintaining or implementing cloud-based inventory management systems for public utilities, environmental, or regulatory agencies.
3. Experience hosting systems as a Software-as-a-Service (SaaS) solution for a state or other jurisdiction.
4. Experience supporting a secure web portal for public water systems to submit and manage lead service line data.
5. Experience converting and importing legacy datasets (e.g., spreadsheets, Access databases, or SDWIS exports).
6. Experience integrating systems with state or federal regulatory databases (e.g., SDWIS, EPA reporting tools, or similar).
7. Experience operating a Help Desk or support center for state program staff and regulated entities.
8. Experience providing technical training and documentation for system users.
Offshore Prohibitions
Offshore is defined as not being within the United States or its territories. Offshore storage and transmission of DHSS data is prohibited. Onshore project data and project artifacts including backup and recovery files in any form shall not be accessed by offshore staff and shall not be copied, processed, transmitted, or moved offshore. Contractor is permitted to engage offshore resources including sub-contractors as specified in section 6.3.6 for development and lower level (unit & integration) testing only. Contractor is prohibited from using State data in any form even if masked or obfuscated for offshore testing. All aspects of User Acceptance Testing and production operations will take place onshore.

Associated Link:
Offshore IT Staffing Policy
[bookmark: _Hlk116023981]Data Classification Policy
The contractor shall abide by the terms and conditions established the Delaware Data Classification Policy, which defines the roles and responsibilities of a Data Steward based on the data classification.  The data classification for this procurement is State of Delaware Secret.

Associated Link:
Data Classification Policy
Terms and Conditions Governing Cloud Services and Data Usage
The contractor shall abide by the terms and conditions established in Terms and Conditions Governing Cloud Services and Data Usage Policy, which govern remote hosting/cloud systems and accessing/storing State data outside of the State network. The Terms and Conditions Governing Cloud Services and Data Usage Agreement has columns identifying which provisions are mandatory depending on whether the data is Public or Non-Public.  The data classification for this procurement is Non-Public.  The mandatory clauses are identified by the checkmark in the appropriate Public/Non-Public column in each agreement.

Associated Links:
Terms and Conditions Governing Cloud Services and Data Usage Agreement
Terms and Conditions Governing Cloud Services and Data Usage Policy

[bookmark: _Hlk116025057]The contractor has the option to conditionally accept, or reject, any clause in the agreement.  In such cases, the contractor will list the agreement clause number, state whether the clause is “accepted conditionally” or “rejected” and describe the reasoning and/or controls that are present to provide the same or similar compliance.  Any exception identified by the contractor will be vetted by Delaware Department of Technology and Information (DTI) and the Delaware Deputy Attorney General (DAG). Individual clauses may be negotiated and updated by the DTI and DAG and the negotiated agreement version will be attached to the final contract.  

Please itemize all exceptions on Attachment 3 – Exceptions Form, this file/form can be found under “Supporting Documentation” in Bonfire.

During the Operations and Support Phase, the contractor will renew the Terms and Conditions Governing Cloud Services and Data Usage Agreement every 12 months.
Criminal Background Check
All Contractor staff working on this project will be subject to a Criminal Background Check (CBC). The contractor will be solely responsible for the cost the CBC. DHSS will review the CBC results. DHSS at their sole discretion may request that a contractor staff be replaced if their CBC result is unsatisfactory.
Cyber Liability Insurance
All data in transit must be encrypted whether transmitted over a public or private network.  If the Contractor cannot comply with the requirement to encrypt data at rest, then Contractor must purchase adequate Cyber Liability Insurance to protect the contractor and the State from data breaches and other cyber security issues. The selected Contractor will present a valid certificate of cyber liability insurance for attachment to the contract prior to contract signature.  (Please refer to RFP document - Appendix C – DTI Terms and Conditions.)
HIPAA Regulations and Standards
The contractor shall certify compliance with Health Insurance Portability and Accountability Act (HIPAA) regulations and requirements as described in Department of Health and Human Services, Office of the Secretary, 45 CFR Parts 160, 162 and 164 along with the updated ARRA and HITECH act provisions, as well as all HIPAA requirements related to privacy, security, transaction and code sets, and provider enumeration. The proposed solution must meet these cited requirements
Business Associate Agreement
Because the data includes Protected Health Information (PII), which is covered by HIPAA regulations, a Business Associate Agreement (BAA) must be signed by the contractor to acknowledge agreement with federal and state policies and standards. This agreement/contract must be in force prior to testing or production implementation of this data exchange.  During the Operations and Support Phase, the contractor will renew the BAA every 12 months.  (Please refer to RFP document - Appendix C – Business Associate Agreement.)
DHSS Data Rights
All DHSS data (Public and Non-Public) related to services provided under this contract will remain the sole property of DHSS. De-identified or derived/aggregated DHSS data is not exempted from this requirement. This provision shall survive the life of the contract. Contractor does not acquire any right, title, or interest in DHSS data under this contract. Except as otherwise required by law or authorized by DHSS in writing, no DHSS data shall be retained by the Contractor for more than 90 days following the date of contract termination. After the 90-day timeframe the following provisions will remain in effect: contractor will immediately delete or destroy this data in accordance with NIST standards and provide written confirmation to DHSS; contractor is expressly prohibited from retaining, transferring, repurposing, or reselling DHSS data except as otherwise authorized by DHSS in writing; contractor retains no ongoing rights to this data except as expressly agreed to by DHSS in the contract.
UAT and Training Environments
The UAT and Training environments must be secured at a level equivalent to the security in place for the production environment. It must be sized and architected such that production-sized files can be copied over into UAT. The architecture must be equivalently configured so that performance and load testing will essentially produce the same results and expectations as testing in the production environment. Depending on the type of data (i.e., top secret/highly confidential, behavioral health) and specific security requirements around this data, there may or may not be an expectation to mask field values in the UAT and Training environments. Copying production data into lower environments may be prohibited especially for role-based training. Lower environments with production data that are secured in the same manner may be exempt from masking requirements as well however this may be subject to DHSS or Federal policies and regulations that override this potential exemption or explicitly disallow production data being copied into lower environments. The division Deputy Attorney General will be consulted on what is allowed/disallowed in non-production environments.
Data Masking in Non-Production Environments
While securing of production data is of critical importance, migration of that data to lower environments presents its own set of challenges as lower environments typically are not as secure as the production environment. Masking of production data in lower environments usually involves deletion or obfuscation of actual PII-related field values such that they have no meaning as plain text and there is no identifiable method of translation back to the original values. If there are plans to copy production data to a less secure environment, Contractor will describe in detail their proposed masking strategy. If there is no expectation that production data will be copied into less secure environments, Contractor will describe their proposed test data generation plans and state clearly in this section that masking of production data is not required under this proposal.
Software-As-A-Service (SaaS) Product
The Vendor shall provide comprehensive technical services to support, maintain, and enhance the Office of Drinking Water’s (ODW) database systems and related applications. All services must align with the State of Delaware Department of Technology and Information (DTI) policies and standards.
1. System Maintenance and Hosting
· Maintain and support the existing ODW database infrastructure, ensuring availability, performance, and security.
· Provide secure hosting services that meet or exceed State of Delaware information security standards.
· Ensure database uptime of at least 99.5% excluding planned maintenance windows.
· Manage regular system patching, version control, and updates.
2. State-Network Integration
· The solution must integrate with the State’s IAM solution. 
3. Data Management and Integrity
· Ensure accurate and timely data synchronization between systems (e.g., SDWIS, LSLI, and other ODW platforms).
· Maintain data integrity through scheduled validation, deduplication, and error resolution processes.
· Provide secure access controls, audit logging, and user-level permissions.
4. Application Support
· Provide ongoing application maintenance, including bug fixes, feature enhancements, and performance optimization.
· Support integration with existing State authentication systems (e.g., Azure AD SSO).
· Maintain documentation of all configurations, schema updates, and release notes.
5. Reporting and Analytics
· Ensure reporting tools and dashboards are functional and accessible to authorized ODW staff.
· Provide technical assistance for standard and ad-hoc data queries.
· Maintain compatibility with State reporting standards and export formats (CSV, Excel, PDF, XML).
6. Backup and Disaster Recovery
· Implement daily automated backups and maintain redundancy across geographically separated data centers.
· Provide disaster recovery capabilities to restore system operations within 24 hours of outage.
· Test disaster recovery procedures annually and provide results to ODW upon request.
7. Security and Compliance
· Comply with DTI Information Security Policy, including encryption standards for data at rest and in transit.
· Support annual vulnerability assessments and penetration testing.
· Adhere to applicable federal and state data privacy laws (including EPA and Safe Drinking Water Act standards).
8. Technical Documentation
· Deliver system documentation, data dictionaries, and architecture diagrams as part of project deliverables.
· Provide updates when major changes occur to system components or integrations.
9. Training and Knowledge Transfer
· Conduct training sessions and provide technical materials for ODW staff.
· Ensure enough hand-off documentation is provided at the conclusion of the contract term or upon transition to another vendor.
10. Service Level Requirements
· Provide Tier 1–3 technical support during normal business hours (8 AM – 4:30 PM ET).
· Critical system issues must receive acknowledgment within one (1) hour and resolution within four (4) hours.
· Provide monthly performance and incident reports.

Office of Drinking Water Programmatic Goals
The Contractor shall provide a cloud-based Lead and Drinking Water Data Management System that supports the State of Delaware’s Office of Drinking Water (ODW) in meeting its regulatory, operational, and public-health obligations. The system shall adhere to the following programmatic goals consistent with the U.S. Environmental Protection Agency’s Safe Drinking Water Act (SDWA), the Lead and Copper Rule Revisions (LCRR), and the Delaware Division of Public Health (DPH):

1. Regulatory Compliance: Support the collection, storage, and management of drinking water data to ensure compliance with SDWA, LCRR, and other applicable federal and state regulations.

2. Lead Service Line Inventory (LSLI): Maintain and expand the existing statewide inventory of lead and galvanized service lines, including tools for data validation, updates, and reporting to the EPA.

3. Program Integration: Provide secure interoperability with related ODW systems (e.g., SDWIS, SWIFT Surveys, Cert Tracker) through standardized data exchange protocols and user authentication frameworks.

4. Public Health and Risk Mitigation: Enable ODW to monitor, analyze, and address potential lead exposure risks by supporting timely data access, analytics, and response coordination.

5. User Access and Transparency: Offer role-based access to ODW staff, utilities, laboratories, and public stakeholders to ensure data integrity, privacy, and transparency.

6. System Performance and Availability: Deliver a reliable, cloud-based environment with high availability, disaster recovery capability, and regular data backup consistent with State DTI standards.

7. Security and Compliance: Ensure adherence to DTI information security policies, including encryption, multifactor authentication, and audit logging.

8. Scalability and Future Readiness: Support ongoing enhancements to accommodate evolving EPA requirements and future programmatic expansions.

9. Reporting and Analytics: Provide configurable dashboards and reports for EPA submissions, internal program tracking, and statewide data analysis.
Core Functionality Summary
The contractor shall provide an itemized list of the SaaS product core functionalities; and for each functionality provide a description and include user interface screen samples.  The contractor has the option to provide the equivalent information in the form of a User Guide.
Core Reports Summary
The contractor shall provide an itemized list of core reports; and for each report provide a description of the purpose and include a sample report using test data.
Data Element Dictionary (DED)
The contractor shall provide a DED and document all the table names, table descriptions, field names, field descriptions, field attributes, field positions, field sizes, valid values and primary keys associated with the application database and indicate whether each field is available in the Decision Support System.  The contractor shall organize the DED with each table presented alphabetically as a separate section, order the fields for each table by position in the database, and depict the field information in a spreadsheet-like format.
Change Management Summary
The contractor shall describe their approach and methodology to change management.  The contractor shall summarize their change management process, both in terms of configuration and customization, summarize the method to request change, summarize the process to rank and prioritize change requests (via a Configuration Control Board or equivalent), summarize the associated artifacts (e.g., change request form, approval form, UAT, etc.) and deliverables (e.g., project schedule, test plan, approval form, user documentation, etc.), and summarize the role of DPH. 
Continuity of Operations Summary
[bookmark: _Hlk117755607]The contractor shall describe their approach and methodology to ensure all systems and data are securely and routinely backed up; and recovered timely following a natural disaster, power outage, cyber security attack, or any other event that impacts systems or data.  The contractor shall identify any associated vendors, summarize backup and recovery procedures, summarize the testing and certification process, summarize the communication method for alerting DPH of a disaster or event requiring the execution of the Continuity of Operations Plan, and reference the Service Level Agreement (SLA) time to return to operations following notification to DPH.
Help Desk
The contractor shall provide help desk services to all users by phone and email, and optionally through the internet using a secured online chat session.  The contractor shall operate the Help Desk, minimally Monday through Friday, from 8:00am to 5:00pm EST.  The contractor will acknowledge all help desk tickets to the user(s) by email within 5 minutes of receipt, and assign the ticket priority (regular, priority) within 15 minutes of receipt.  The contractor will resolve priority tickets within an hour of receipt, and regular tickets within 4 hours of receipt.  In addition, the contractor will provide emails to the user(s) alerting them of the ticket progress (in process, resolved, closed with no action), provide contact information of the staff assigned a ticket in process; and when a ticket is resolved or closed, an explanation of the resolution or closure.
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