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Scope of Work and Project Requirements 





[bookmark: _Ref5671378][bookmark: _Toc113870757][bookmark: _Toc454350489][bookmark: _Toc94694881]Project Overview
[bookmark: _Toc85966292][bookmark: _Toc454350490][bookmark: _Toc94694882][bookmark: _Toc113870759]Background and Purpose 
The State of Delaware Department of Health and Social Services (DHSS), Division of Public Health (DPH), seeks professional services for the hosting, maintenance, and operation of the existing state-wide web portal Delaware Environmental Public Health Tracking Network (DEPHTN), My Healthy Community. This request for proposals (“RFP”) is issued pursuant to 29 Del. C. 6981 and 6982. 

DHSS defines the “project” in Appendix B as the totality of contractor work and activities throughout the contract period, which is delineated by a set of project lifecycle phases.  The purpose of Appendix B is to define the project lifecycle and phases; define the project team organization and roles; define the project deliverables; and define the project requirements (business, functional and technical requirements).
[bookmark: _Toc91050984][bookmark: _Toc91075133][bookmark: _Toc92263791][bookmark: _Toc92264043]Project Lifecycle
The contractor shall organize and manage the project based on five distinct lifecycle phases: a Planning Phase, a Configuration and Customization Phase, a Testing and Deployment Phase, an Operations and Support Phase, and a Project Transition-Out Phase.  Each phase is represented by a set of mandatory deliverables and activities required by the contractor.
[bookmark: _Toc91050985][bookmark: _Toc91075134][bookmark: _Toc92263792][bookmark: _Toc92264044]Planning Phase
The Planning Phase includes all the mandatory deliverables and activities required by the contractor to proceed to the Configuration and Customization Phase:
· Schedule and conduct meetings with the project team to discuss the requirements; and finalize the format and content for each deliverable.
· Finalize contractor and stakeholder staffing for all project phases.
· Finalize subcontractor and/or vendor contracts, if applicable.
· Provide deliverable: Project Schedule.
· Provide deliverable: Change Management Plan.
· Provide deliverable: Continuity of Operations Plan.
· Provide deliverable: Interface Control Document(s).
· Provide deliverable: Architecture Network Diagram.
Configuration and Customization Phase
The Configuration and Customization Phase includes all the mandatory deliverables and activities required by the contractor to proceed to the Testing and Deployment Phase:
· Schedule and conduct meetings with the project team to review the project status and schedule, and to discuss the deliverables and activities associated with this phase.
· Configure the product.
· Customize the product, if applicable (e.g., interfaces, data conversion, etc.).
· Update the Project Schedule.
· Provide deliverable: Training Plan.
· Provide deliverable: Test Plan.
· Provide deliverable: Product Deployment Plan.
Testing and Deployment Phase
The Testing and Deployment Phase includes all the mandatory deliverables and activities required by the contractor to proceed to the Operations and Support Phase:
· Schedule and conduct meetings with the project team to review the project status and schedule, and to discuss the deliverables and activities associated with this phase.
· Implement the Test Plan.
· Implement the Training Plan.
· Implement the Product Deployment Plan.
· Update the Project Schedule.
· Provide deliverable: User Guide.
· Provide deliverable: Data Element Dictionary.
Operations and Support Phase
The Operations and Support Phase includes all the mandatory deliverables and activities required by the contractor:
· Schedule and conduct meetings with the project team to review operations monitoring and quality control reports, issue tracking, and change control tracking.
· Implement the Continuity of Operations Plan.
· Implement Change Management Plan.
· Initiate Help Desk operations and incident management.
· Provide ongoing maintenance and support.
· Securely maintain all data and facilities.
Project Transition-Out Phase
Upon termination of the contract, the contractor will provide a finalized copy of the Data Element Dictionary, and a copy of the database based on an agreed format and delivery method.

Project Team
Project Organization Chart



[bookmark: _Hlk115931879][bookmark: _Toc113870763][bookmark: _Ref536585717][bookmark: _Ref536585803][bookmark: _Toc113870762]
DHSS and Stakeholder Contact Information
DHSS

	Name / Role
	Organization / Email
	Phone

	Shonetesha Quail
DHSS Executive Sponsor
	Division of Public Health
shonetesha.quail@delaware.gov

	302-424-7126

	To Be Determined
DHSS Project Manager
	
	

	Chip Finch
DHSS Technical Manager
	Information Resource Management
alfred.finch@delaware.gov
	302-255-9256

	[bookmark: _Hlk155951055]Alex Crisco
DHSS Program Manager
	Division of Public Health
Alex.crisco@delaware.gov
	302-744-4944

	To Be Determined
DHSS Subject Matter Expert
	
	

	Kalysia Chase
DHSS IS Systems Support
	Division of Public Health
kalysia.chase@delaware.gov
	302-744-4787



DHSS Roles
[bookmark: _Toc113870764][bookmark: _Toc454350495][bookmark: _Toc94694887]Information Resource Management (IRM)
[bookmark: _Toc113870765]In support of the DHSS and Office of the Secretary - Administration, the mission of Information Resource Management (IRM) is to provide quality, efficient and cost-effective support in the management of technology resources.  IRM provides DHSS divisions with information technology planning and management, information technology purchasing, network telecommunications, and help desk services.  IRM is represented on the project team as the DHSS Project Manager, DHSS Technical Manager and MCI Coordinator.
[bookmark: _Toc454350496][bookmark: _Toc94694888]Department of Technology and Information (DTI)
[bookmark: _Ref1901563][bookmark: _Ref2070786]The Department of Technology and Information (DTI) is the state’s central information technology (IT) organization.  DTI establishes and enforces the State’s IT policy and standards and provides enterprise technology services that enable other organizations to effectively fulfill their missions.  DTI does not participate in the project directly but is available to the Project Manager as necessary.
DHSS Executive Sponsor
The DHSS Executive Sponsor represents DPH senior management and is responsible for the success of a project and provides sustainability, strategic planning, guidance and resources to the project team and DHSS Project Manager as necessary. The DHSS Executive Sponsor does not typically attend project meetings.
DHSS Project Manager
The DHSS Project Manager serves as primary coordinator for all project phases, attends all project meetings, works with the Contractor Project Manager to maintain the project plan and schedule, ensures all IRM, DPH and other stakeholder staff attend meetings as necessary, and manages work assignments as required (e.g., review deliverables, perform testing, etc.).  The DHSS Project Manager will report to a Project Steering Committee made up of representative managers from the DPH, IRM and DTI. This Committee will meet monthly to review project status, progress, and issues. The Project Steering Committee will report to an Executive Sponsors group. The Executive Sponsors group will be made up of representatives from DHSS, DTI, OMB, and the Division. They will meet quarterly to discuss overall project status, progress and issues, risks, project management, funding, staffing, sponsor issues, stakeholder participation and tasks planned for the upcoming quarter.
DHSS Program Manager
The DHSS Program Manager serves as primary business lead for all project phases on behalf of DPH, attends all project meetings, works with the project team to maintain the project plan and schedule, disseminates program information to the contractor as needed (e.g., business requirements, processes, workflows, forms, reports, etc.), and manages work assignments of program staff as required (e.g., review deliverables, perform testing, etc.).
DHSS Subject Matter Expert (SME)
The DHSS Subject Matter Expert (SME) contributes program knowledge and information in all project phases, attends project meetings as required, and reports to the DHSS Program Manager.
DHSS Information Systems Support Specialist (ISSS)
The DHSS Information Systems Support Specialist (ISSS) serves as the DPH liaison between program staff and IRM, and between program staff and contractor IT staff. The ISSS participates in all project phases, attends all project meetings, and ensures the business requirements are properly communicated to the contractor and that program staff understand DTI policies and standards, and contractor information system processes and data.  The ISSS reports to both the DHSS Technical Manager and DHSS Program Manager.
[bookmark: _Ref6287240][bookmark: _Toc113870766][bookmark: _Toc454350498][bookmark: _Toc94694890]Contractor Roles
Contractor Project Manager
The Contract Project Manager serves as the chief liaison to the DHSS Project Manager for all project phases and has authority to make day-to-day decisions, facilitates all contractor activities (e.g., application, database, financial, legal, training, etc.), facilitates all deliverables, maintains the project schedule; schedules, hosts and leads all project meetings; authors and distributes agendas, meeting notes and weekly status reports; and ensures contractor staff attend project meetings as necessary.  The Contractor Project Manager reports to the Contractor Project Director.
Contractor Application Manager
The Contract Application Manager facilitates all SaaS product configuration, documents, and communicates systems-related issues and downtime, coordinates with the contractor’s Help Desk as necessary, attends all project meetings as required, and contributes knowledge and information to inform the authoring of deliverables (e.g., Project Plan and Schedule, Architecture Network Diagram, Test Plan, etc.).  The Contractor Application Manager reports to the Contractor Project Manager.


Contractor Database Manager
The Contract Database Manager develops and maintains the contractor’s databases, maintains data storage and retrieval systems, troubleshoots database issues, implements database recovery procedures and safety protocols, attends all project meetings as required, and contributes knowledge and information to inform the authoring of deliverables (e.g., Project Plan and Schedule, Data Conversion Plan, Interface Control Documents, Data Element Dictionary, etc.).  The Contractor Database Manager reports to the Contractor Project Manager.
Contractor Training Manager
The Contractor Training Manager develops and maintains training materials; schedules and conducts training sessions; communicates with users; attends all project meetings as required; and contributes knowledge and information to inform the authoring of deliverables (e.g., Project Plan and Schedule, Training Plan, etc.).  The Contractor Training Manager reports to the Contractor Project Manager.




Project Deliverables
The following subsections define the requirements and minimum data content for each deliverable.  Section 1.0, Project Overview, stipulates which project phase the contractor will provide each deliverable.  During the project phases, each deliverable is formalized and submitted to DHSS separately as a standalone document and is updated throughout the project per the contractor’s Change Management Plan.  The Project Schedule, and Test Plan, are submitted to DHSS in Microsoft Excel format.  All other deliverables are submitted in Portable Document Format (PDF) format.
Project Schedule
The contractor shall provide the Project Schedule in Microsoft Excel format and include task number, task description, assigned staff, task dependencies, task start and end dates, task duration, percentage completed, task completion date, and a project calendar depicting all tasks.  For the duration of the project, the contractor will deliver to DHSS weekly an updated Project Schedule.  The contractor will define tasks at a sufficient level to track the work assignments of contractor, DHSS, and stakeholder staff, which at a minimum includes deliverables, configuration, customization, data conversion, training, testing and deployment.  During the Operations and Support Phase, the Project Schedule will include issue resolution, change management, system downtime, or any other event or activity that requires tracking.
Change Management Plan
The Contractor shall provide their Change Management Plan in PDF format and describe the change management process, both in terms of configuration and customization, define the method to request change, the process to rank and prioritize change requests (via a Configuration Control Board or equivalent), define the role of DPH, include a sample of any forms and artifacts used in the change management process (e.g., change request form, approval form, UAT, etc.), and list the project deliverables that will be updated (e.g., project schedule, test plan, approval form, user documentation, etc.).
Continuity of Operations Plan
[bookmark: _Hlk117750991]The contractor shall provide their Continuity of Operations Plan in PDF format and describe their backup and recovery process of applications and data; and describe their methods to ensure all essential laboratory operations and follow-up services are continued following a natural disaster, power outage, or any other event that impacts facilities, staffing, systems, or data.  The contractor shall identify any associated vendors, provide documentation of recovery procedures and testing, define the communication method for alerting DPH of a disaster or event requiring the execution of the Continuity of Operations Plan, and define the Service Level Agreement (SLA) time to return to operations following notification to DPH.
Interface Control Document
The contractor shall provide a separate Interface Control Document for in PDF format for each required interface and include an overview and purpose of the interface, the technical requirements (e.g., interface method, ports, protocols), the data processing steps executed, the control report(s) for managing the interfaces, communication method, communication template, and communication SLA to advise DHSS staff and/or stakeholders regarding a processing outcome, and the message/file format and specifications.  The specifications will include a listing of field names, field descriptions, field attributes, field sizes, and valid values.
Architecture Network Diagram
[bookmark: _Hlk152305457]The contractor shall provide an Architectural Network Diagram in PDF format and depict the application and database servers, other contractor facilities if applicable, interfaces, DHSS users, and providers.  The diagram will clearly document the location of all servers and contractor facilities; and the diagram will clearly document the IP and port specifications.
Training Plan
[bookmark: _Hlk116640795]The contractor shall provide a Training Plan in PDF format that describes their approach to training, includes a curriculum to demonstrate all core system functionality (e.g., user login; application use and navigation; application configuration; user screens, and reports), and includes a copy of all training materials.
Test Plan
The contractor shall provide a Test Plan in Excel format and document the test cases associated with unit and integrated testing.  The contractor is required to work with the DHSS Project Manager to identify the staff for testing, review the Test Plan with staff before testing begins, and facilitate one or more meetings with staff to execute the Test plan together.  The contractor shall include in the Test Plan the test cases for all core systems functionality associated with the baseline product (e.g., user login; application use and navigation; application configuration; user screens, and reports).  The Test Plan shall include test cases for DPH-specific configuration if applicable; and include test cases for all customization work if applicable.  The contractor shall include a narrative summary for each test case, and a series of steps to execute each test case.  Each test step shall include a narrative summary, user instructions for executing the test step, the expected outcome, the actual outcome, and testing notes.
Product Deployment Plan
The contractor shall provide a Product Deployment Plan in PDF format and describe their approach to deployment, describe the method to communicate with DHSS and other stakeholders, include communication templates, and include a readiness checklist for facilities, environments, applications, databases, operations, and the Help Desk.  The contractor shall describe their method to monitor operations and quality control and include sample reports associated with operational monitoring and quality control.
User Guide
The contractor shall provide a User Guide in PDF format and include instructions and screen samples to navigate and use all core system functionality (e.g., user login; application use and navigation; application configuration; user screens, and reports).  The contractor will include a table of contents, organize, and group the content by core functionality, and provide instructions for contacting the Help Desk.
Data Element Dictionary (DED)
The contractor shall provide a DED in PDF format and document all the table names, table descriptions, field names, field descriptions, field attributes, field positions, field sizes, valid values and primary keys associated with the application database and indicate whether each field is available in the Decision Support System.  The contractor shall organize the DED with each table presented alphabetically as a separate section, order the fields for each table by position in the database, and depict the field information in a spreadsheet-like format.

Project Requirements
[bookmark: _Toc91051082][bookmark: _Toc91075181][bookmark: _Toc92263843][bookmark: _Toc92264095][bookmark: _Hlk116024110][bookmark: _Toc91051080][bookmark: _Toc91075179][bookmark: _Toc92263841][bookmark: _Toc92264093]Contractor Knowledge and Experience
The contractors shall have the following knowledge and experience:
1. Experience with the hosting, and the maintenance and operation of existing applications and websites.
2. Experience with solutions that provide end-user functionality to link data where common fields exist in other datasets.  
3. Knowledge of public health industry including data, issues, and common practices. 
4. Experience with developing and maintaining data interfaces.
5. Experience with operating a help desk, or other process to handle bug and defect fixes
6. Experience with project management methodologies.
Offshore Prohibitions
Offshore is defined as not being within the United States or its territories. Offshore storage and transmission of DHSS data is prohibited. Onshore project data and project artifacts including backup and recovery files in any form shall not be accessed by offshore staff and shall not be copied, processed, transmitted, or moved offshore. Contractor is permitted to engage offshore resources including sub-contractors for development and lower level (unit & integration) testing only. Contractor is prohibited from using State data in any form even if masked or obfuscated for offshore testing. All aspects of User Acceptance Testing and production operations will take place onshore.

Associated Link:
Offshore IT Staffing Policy
[bookmark: _Hlk116023981]Data Classification Policy
The contractor shall abide by the terms and conditions established the Delaware Data Classification Policy, which defines the roles and responsibilities of a Data Steward based on the data classification.  The data classification for this procurement is State of Delaware Secret.

Associated Link:
Data Classification Policy
Terms and Conditions Governing Cloud Services and Data Usage
The contractor shall abide by the terms and conditions established in Terms and Conditions Governing Cloud Services and Data Usage Policy, which govern remote hosting/cloud systems and accessing/storing State data outside of the State network. The Terms and Conditions Governing Cloud Services and Data Usage Agreement has columns identifying which provisions are mandatory depending on whether the data is Public or Non-Public.  The data classification for this procurement is Non-Public.  The mandatory clauses are identified by the checkmark in the appropriate Public/Non-Public column in each agreement.

Associated Links:
Terms and Conditions Governing Cloud Services and Data Usage Agreement
Terms and Conditions Governing Cloud Services and Data Usage Policy

[bookmark: _Hlk116025057]The contractor has the option to conditionally accept, or reject, any clause in the agreement.  In such cases, the contractor will list the agreement clause number, state whether the clause is “accepted conditionally” or “rejected” and describe the reasoning and/or controls that are present to provide the same or similar compliance.  Any exception identified by the contractor will be vetted by Delaware Department of Technology and Information (DTI) and the Delaware Deputy Attorney General (DAG). Individual clauses may be negotiated and updated by the DTI and DAG and the negotiated agreement version will be attached to the final contract.

During the Operations and Support Phase, the contractor will renew the Terms and Conditions Governing Cloud Services and Data Usage Agreement every 12 months.
Criminal Background Check
All Contractor staff working on this project will be subject to a Criminal Background Check (CBC). The contractor will be solely responsible for the cost the CBC. DHSS will review the CBC results. DHSS at their sole discretion may request that a contractor staff be replaced if their CBC result is unsatisfactory.
Cyber Liability Insurance
All data in transit must be encrypted whether transmitted over a public or private network.  If the Contractor cannot comply with the requirement to encrypt data at rest, then Contractor must purchase adequate Cyber Liability Insurance to protect the contractor and the State from data breaches and other cyber security issues. The selected Contractor will present a valid certificate of cyber liability insurance for attachment to the contract prior to contract signature.
HIPAA Regulations and Standards
The contractor shall certify compliance with Health Insurance Portability and Accountability Act (HIPAA) regulations and requirements as described in Department of Health and Human Services, Office of the Secretary, 45 CFR Parts 160, 162 and 164 along with the updated ARRA and HITECH act provisions, as well as all HIPAA requirements related to privacy, security, transaction and code sets, and provider enumeration. The proposed solution must meet these cited requirements.
Business Associate Agreement
Because the data includes Protected Health Information (PHI), which is covered by HIPAA regulations, a Business Associate Agreement (BAA) must be signed by the contractor to acknowledge agreement with federal and state policies and standards. This agreement/contract must be in force prior to testing or production implementation of this data exchange.  During the Operations and Support Phase, the contractor will renew the BAA every 12 months.
DHSS Data Rights
All DHSS data (Public and Non-Public) related to services provided under this contract will remain the sole property of DHSS. De-identified or derived/aggregated DHSS data is not exempted from this requirement. This provision shall survive the life of the contract. Contractor does not acquire any right, title, or interest in DHSS data under this contract. Except as otherwise required by law or authorized by DHSS in writing, no DHSS data shall be retained by the Contractor for more than 90 days following the date of contract termination. After the 90-day timeframe the following provisions will remain in effect: contractor will immediately delete or destroy this data in accordance with NIST standards and provide written confirmation to DHSS; contractor is expressly prohibited from retaining, transferring, repurposing, or reselling DHSS data except as otherwise authorized by DHSS in writing; contractor retains no ongoing rights to this data except as expressly agreed to by DHSS in the contract.
UAT and Training Environments
The UAT and Training environments must be secured at a level equivalent to the security in place for the production environment. It must be sized and architected such that production-sized files can be copied over into UAT. The architecture must be equivalently configured so that performance and load testing will essentially produce the same results and expectations as testing in the production environment. Depending on the type of data (i.e., top secret/highly confidential, behavioral health) and specific security requirements around this data, there may or may not be an expectation to mask field values in the UAT and Training environments. Copying production data into lower environments may be prohibited especially for role-based training. Lower environments with production data that are secured in the same manner may be exempt from masking requirements as well however this may be subject to DHSS or Federal policies and regulations that override this potential exemption or explicitly disallow production data being copied into lower environments. The division Deputy Attorney General will be consulted on what is allowed/disallowed in non-production environments.
Data Masking in Non-Production Environments
While securing of production data is of critical importance, migration of that data to lower environments presents its own set of challenges as lower environments typically are not as secure as the production environment. Masking of production data in lower environments usually involves deletion or obfuscation of actual PII-related field values such that they have no meaning as plain text and there is no identifiable method of translation back to the original values. If there are plans to copy production data to a less secure environment, Contractor will describe in detail their proposed masking strategy. If there is no expectation that production data will be copied into less secure environments, Contractor will describe their proposed test data generation plans and state clearly in this section that masking of production data is not required under this proposal.
Data Element Dictionary (DED)
The contractor shall provide a DED and document all the table names, table descriptions, field names, field descriptions, field attributes, field positions, field sizes, valid values and primary keys associated with the application database and indicate whether each field is available in the Decision Support System.  The contractor shall organize the DED with each table presented alphabetically as a separate section, order the fields for each table by position in the database, and depict the field information in a spreadsheet-like format.
Help Desk
The contractor shall provide help desk services by phone and email, and optionally through the internet using a secured online chat session.  The help desk will field questions and issues on all aspects of the contract, including but not limited to the use and navigation of the application, login ID and password issues, data processing, website downtime, and reports.

The contractor shall operate the Help Desk during the hours of 9:00am to 5:00pm EST, Monday through Friday.  The contractor will acknowledge receipt of all help desk inquiries submitted by email within 5 minutes of receipt and resolve emailed inquiries within two hours of receipt.  All help desk inquiries initiated by phone or online chat will be resolved during the exchange with the user, with the option to follow-up by phone or email if the exchange exceeds 10 minutes.
Change Management Summary
The contractor shall describe their approach and methodology to change management.  The contractor shall summarize their change management process, both in terms of configuration and customization, summarize the method to request change, summarize the process to rank and prioritize change requests (via a Configuration Control Board or equivalent), summarize the associated artifacts (e.g., change request form, approval form, UAT, etc.) and deliverables (e.g., project schedule, test plan, approval form, user documentation, etc.), and summarize the role of DPH. 
Continuity of Operations Summary
[bookmark: _Hlk117755607]The contractor shall describe their approach and methodology to ensure all systems and data are securely and routinely backed up; and recovered timely following a natural disaster, power outage, cyber security attack, or any other event that impacts systems or data.  The contractor shall identify any associated vendors, summarize backup and recovery procedures, summarize the testing and certification process, summarize the communication method for alerting DPH of a disaster or event requiring the execution of the Continuity of Operations Plan, and reference the Service Level Agreement (SLA) time to return to operations following notification to DPH.
Application-Specific Requirements
The contractor will host, maintain, and update the DEPHTN, MHC.  The system will include the following core modules and functionality:
Homepage 
The Homepage of My healthy Community features a clean, organized layout of areas and features of the website, showing various health and environmental data visualizations. The page is accented with icons and buttons for exploring specific data reports, along with a user-friendly interface to highlight key public health dashboards and topics.

· Maintain and update the homepage with key visual features and functionality including but not limited to:
· A map of Delaware to allow users to select data by region or geography.
· A selection of topics to allow users to select data by topic.
· A search bar to allow users to search the site.
· A visual list of all topics to allow users to view and select topics available.
· An area to highlight featured topics, dashboards, etc.
· An “about” section to provide details and information about the website.

· Maintain process to add and update banner messages on the page for important updates and new features quickly and easily.
· This can include the ability for DPH to add, edit, and update the banner.

· Maintain process to change, add, and update featured topics and dashboards quickly and easily.

All Topics
The “All Topics” page on My Healthy Community visually organizes health and environmental data topics in a grid format. Each topic card is labeled with an icon and a title, it likes to the topic pages containing more detailed information in each topic area. A search bar and filters streamline the navigation of the page, allowing users to quickly access specific health metrics across Delaware communities.

· Maintain and update the “All Topics” page with key visual features and functionality including but not limited to:
· An organized grid of all health outcomes, health influences, social determinants of health, and special reports and dashboards on the website.
· Each section should contain relevant topic pages on the website
· I.e. Chronic Disease, Infectious Disease, Maternity and Child Health, etc.

· Maintain the process to update the page when additional topic pages, dashboards, etc. are added to the site.

Topic Pages/Dashboards
The topic pages and dashboards on My Healthy Community feature interactive data visualizations including graphs and charts, related to specific health or environmental subject areas. Each page and dashboard focus on a different topic (i.e. asthma, drug overdose deaths, etc.), with a with a clean layout that is user friendly and understandable to a vast majority or audiences.

· Maintain and update topic pages with key visual features and functionality including but not limited to:
· An organized layout for each page that includes a title, summary of the data, KPIs, charts, tables, maps, information about the data, and links for additional information.
· Data should be presented in an easily navigable format, and stratified by pre-identified demographics (i.e. gender, age, etc.)
· Options for filtering or drilling down to specific metrics should be available for users on the visualizations where available based on data limitations.
· Visual elements should be color coded where applicable.

· Maintain the process to update the pages when additional information, visualization, and data are added to any of the topic pages.

· Maintain the process to add additional topic pages when requested.
Data Downloads
The “Data Downloads” page on My Healthy Community offers a variety of information on the health and environmental datasets, organized by category. Each dataset includes metadata with descriptions of the data and the ability to download the data in a usable format.

· Maintain and update the “Data Downloads page with key visual features and functionality including but not limited to:

· An alphabetized list of data sources (i.e. US Census, Centers for Disease Control, Delaware Department of Health and Social Services, etc.)
· An alphabetized list of datasets with dates last updated and expected update frequency (i.e. Emergency Department Data, Monthly, Month/Date/Year)
· A metadata record (page) for each data set that includes information such as granularity, update frequency, date updated, locations available, description, citation, etc.

· Maintain and update the functionality to filter and search data sources and datasets.

· Maintain and update the functionality to download each dataset in a .csv file at each available geography for each year that data is available.
 
· Maintain the process to update the page when additional data sources and datasets are added to the site.
Community Profile Reports/Equity Counts Data Center 
[bookmark: _Hlk165979165]The “Community Profile Reports” page on My Healthy Community visually displays community health reports across Delaware. Each report provides visual insights and data summaries on local health metrics, such as chronic disease rates, environmental health factors, and social determinants. Interactive elements allow users to explore health profiles by various geographies.

The” Equity Counts Data Center” page on My Healthy Community visually focuses on equity-related health data, showcasing metrics on health disparities, social determinants, and community health outcomes. It provides visual representations designed to highlight equity gaps in health across different demographics. 

· Maintain and update the “Community Profile Reports” page with key visual features and functionality including but not limited to:

· A selection bar to choose a geography to display the report for including zip codes and census tracts. Users should be able to search a geography by typing it into the selector (i.e. “19904” will return “Zip Code 19904”)
· A map with a toggle to visually display the available geographies.
· Text describing the report with an introduction, and instructions.
· The report itself should display key metrics at the chosen geography for topics including population data, infectious disease, chronic disease, mental health and substance use, climate and health, maternal and child health, and healthy lifestyles.
· The report should return Key Performance Indicators (KPIs), % change, trendlines, targets, etc. for those included in each section.
· The report should be able to be downloaded as a “PDF” by users. 

· Maintain and update the “Equity Counts Data Center” page with key visual features and functionality including but not limited to:
· A selection bar to choose a geography to display the report for including state, county, zip codes, and census tracts. Users should be able to search a geography by typing it into the selector (i.e. “19904” will return “Zip Code 19904”)
· An option to choose a location with a map to visually display the available geographies.
· Text describing the page with an introduction, and summary of each section.
· The dashboard should display key metrics at the chosen geography for topics including population data, health, education, criminal justice, and wealth creation.
· The dashboard should display KPIs, maps, and trendlines for indicators in each section.

· Maintain the process to update the pages with additional and updated data as added to the site by request.
Data Stories
The “Data Stories” page of My Healthy Community showcases narrative reports that highlight key health issues in Delaware. Currently including reports on COVID-19 vaccination, suicide, and the opioid crisis. The stories include data visualizations and trends with narrative to give context to issues. 

· Maintain and update the “Data Stories” page with key visual features and functionality including but not limited to:
· A KPI for each data story that is on the website with a title, date, and text description of the report.

· Maintain each data story that is currently on the page and develop new data stories as requested.

· Develop a standardized template for designing new data stories to present on the site including layout, visualizations, narrative, charts, maps, graphs, and KPIs.
Admin Login and Section
The Admin Login and Section of My Healthy Community provides a secure internal section of the website for DPH only. This allows DPH to view internal dashboards with restricted access, update dashboards, upload data securely,

· Maintain and update a personalized login for each user with multifactor authentication.

· Maintain and update a user list that includes but is not limited to: 
· All users of the site, their roles, and when they last logged into the site. 
· DPH Administrators of the site can update each user role, lock, and delete their account.
· DPH Administrators of the site can add new users to the internal section.

· Maintain and update internal dashboards.
· Users with specific roles gain access to internal dashboards that contain data and information specific to those that have access. Data in these sections is specifically made available to certain members of DPH. 
· Internal Dashboard visualizations mimic those that are on the Topic Pages/Dashboards.

· Maintain and update Data Submissions 
· Users with specific roles gain access to the data submissions section that contains all datasets that have been uploaded to My Health Community for processing.
· Users should be able to upload new data sets to the section as needed.

· Maintain and update Staging and Production Deployment sections.
· Users with specific roles gain access to the staging and production deployment sections that allow members of DPH to update and add specific data to the staging environment, review, and deploy the data to the production site. 
· This section should be customizable to which data on the site can be updated and moved to production by DPH solely.

· Maintain and update Notes section
· Users with specific roles gain access to the notes section that allows members of DPH to add note banners to the top of specific pages on the website with completely customizable text boxes.
Other
· Maintain and update a feedback/survey section of the site that is customizable on request.
· Customization options should include what questions are asked, where the feedback/survey icons appear on the site, and how long they appear on various pages.

· Maintain and update tooltips on all pages that include instructions, information, and helpful tips on using and navigating various features of the website.

· Maintain and update data sources for all visualizations (charts, maps, etc.) that appear below each.

· Maintain and update image downloads for all visualizations (charts, maps, etc.) that allow users to download as pdfs or images.

· Maintain and update a Frequently Asked Questions (FAQ) page on the website.
· The FAQ page has key visual features and functionality including but not limited to:
· A list of questions with concise explanations for each in expandable sections.
· Answers to common questions about the data and tools available on the site.
· A search function to quickly find a specific question and answer.

· Maintain and update a What is Coming page on the website.
· The What’s Coming page provides text about upcoming features and new datasets being added to the site.
· A simple organization and text announcing these updates.
· The page should be easily customized and updated a high frequency interval as requested.
· This may include the ability for DPH to edit this specific page.

· Maintain and update the “About” page on the website.
· The About page provides text about the website itself including information and links to partners and various funders of the website.
· A simple organization and text
· The page should be easily customized and updated at a high frequency interval as requested.
· This may include the ability for DPH to edit this specific page.

· Maintain and update the Acceptable Use Policy on the website.
· This policy informs the user of guidelines for using the site’s data.
· Users of the site must accept the policy to continue using the site.
Mandatory Requirements for All Modules: 
· Maintain and update analytics of the site to allow DPH to monitor site traffic.
· The analytics should contain customizable metrics.

· Maintain and update a suppression logic that follows the Health Insurance Portability and Accountability Act (HIPAA) regulations and the DPH Privacy Board Policy Memoranda 49 and 72 regarding privacy and data suppression.

· Must maintain website design and functionality adherence to the guidelines set forth by the Americans with Disabilities Act (ADA) to guarantee accessibility for users with disabilities. This includes, but is not limited to, compliance with the Web Content Accessibility Guidelines (WCAG) 2.1 at the AA level.
· Visuals must meet general standards for color blindness and accessibility.

[bookmark: _Toc175656145]Technical Environment Requirements 
· Must be web-based and accessible by internal and external users.

· Maintain a test environment for DPH to preview updates, new features, and visualizations before launch to the public website.

· Must maintain appropriate security measures to control access by authorized personnel on the internal Admin section.

· Must follow the standards and requirements of the State of Delaware Department of Technology  and Information (DTI) policy located at the following URL: (http://dti.delaware.gov/information/standards-policies.shtml) 

· Must agree to and sign DTI Non-Public Data Owned by the State of Delaware Terms and Conditions (T&Cs) document located at the following URL: Terms and Conditions Governing Cloud Services and Data Usage Agreement  
[bookmark: _Toc175656146]Security Requirements 
· The data in the Admin Section includes client specific and other sensitive information that must be secured from unauthorized access.

· The software must maintain security at a user profile and function level as well as restricting access at a screen or menu item level by user logon.

· Hardware security must maintain the preservation of unauthorized access to the Admin Section software and data.  All electronic transfers of data must maintain HIPAA compliance. 
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