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Terms and Conditions for Cloud Providers 
As of May 17, 2011 

 

No.  Doc  Item  Acknowledgement 

1  T&C  Ownership of Information  
The State of Delaware shall own all right, title and interest in its data that is related to 
the services provided by this contract.  

 

2  T&C  Privacy of Information  
Protection of personal privacy must be an integral part of the business activities of the 
Service Provider to ensure that there is no inappropriate use of State of Delaware 
information at any time. To this end, the Service Provider shall comply with the 
following conditions: Personal information obtained by the Service Provider will 
become and remain property of the State of Delaware. At no time will any information, 
belonging to or intended for the State of Delaware, be copied, disclosed, or retained by 
the Service Provider or any party related to the Service Provider for subsequent use in 
any transaction that does not include the State of Delaware. The Service Provider may 
not use any personal information collected in connection with the service issued from 
this proposal for any purpose other than fulfilling the service.  

 

3  T&C  When requested by the State of Delaware, the provider must destroy all requested data 
in all of its forms, disk, CD / DVD, tape, paper, for examples. Data shall be destroyed 
according to National Institute of Standards and Technology (NIST) approved methods 
and certificates of destruction must be provided to the State of Delaware.  

 

4  T&C  The Service Provider shall not store or transfer State of Delaware data outside of the 
United States.  

 

5  T&C  The Service Provider must inform the State of Delaware of any security breach or 
detection of any suspicious intrusion that is or has occurred that jeopardizes the State 
of Delaware data or processes. This notice must be given to the State of Delaware 
within 24 hours of its discovery. Full disclosure of the assets that might have been 
jeopardized must be made. In addition, the Service Provider must inform the State of 
Delaware of the actions it is taking or will take to reduce the risk of further loss to the 
State. If the breach requires public notification, all communication shall be coordinated 
with the State of Delaware.  

 

6  T&C  The Service Provider must encrypt all non-public data in transit to the cloud. In addition, 
the Service Provider will comply with the ISO/IEC 27001 standard for information 
security management systems, providing evidence of their certification or pursuit of 
certification.  

 

7  T&C  The Service Provider shall disclose to the State of Delaware a description of their roles 
and responsibilities related to electronic discovery, litigation holds, discovery searches, 
and expert testimonies. The provider shall disclose its process for responding to 
subpoenas, service of process, and other legal requests.  

 

8  T&C  In the event of termination of the contract, the Service Provider shall implement an 
orderly return of State of Delaware assets and the subsequent secure disposal of State 
of Delaware assets.  
Suspension of services:  
During any period of suspension, the Service Provider will not take any action to 
intentionally erase any State of Delaware Data.  
 
Termination of any services or agreement in entirety:  
In the event of termination of any services or agreement in entirety, the Service 
Provider will not take any action to intentionally erase any State of Delaware Data for a 
period of 90 days after the effective date of the termination. After such 90 day period, 
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the Service Provider shall have no obligation to maintain or provide any State of 
Delaware Data and shall thereafter, unless legally prohibited, delete all State of 
Delaware Data in its systems or otherwise in its possession or under its control.  
 
Post-Termination Assistance:  
The State of Delaware shall be entitled to any post-termination assistance generally 
made available with respect to the Services unless a unique data retrieval arrangement 
has been established as part of the Service Level Agreement. 

9  T&C  The Service Provider shall:  
1. Ensure that State information is protected with reasonable security measures,  
2. Promote and maintain among the Service Provider's employees and agents an 

awareness of the security needs of the State's information,  
3. Safeguard the confidentiality, integrity, and availability of State information,  
4. Ensure that appropriate security measures are put in place to protect the Service 

Provider's internal systems from intrusions and other attacks.  

 

10  T&C  The Service Provider shall not utilize any staff (including sub-contractors) to fulfill the 
obligations of the contract who has been convicted of a felony or class A misdemeanor.  

 

11  T&C  The Service Provider will make the State of Delaware’s data and processes available to 
third parties only with the express written permission of the State.  

 

12  T&C  The Service Provider will not access State of Delaware User accounts, or State of 
Delaware Data, except (i) in the course of data center operations, (ii) response to 
service or technical issues or (iii) at State of Delaware’s written request.  

 

  SOW  

1  SOW  The Service Provider must allow the State of Delaware access to system logs, latency 
statistics, etc. that affect its data and or processes.  

 

2  SOW  The Service Provider must allow the State of Delaware to audit conformance to the 
contract terms and test for vulnerabilities. The State of Delaware may perform this 
audit or contract with a third party at its discretion.  

 

3  SOW  Advance notice (to be determined at contract time) must be given to the State of 
Delaware of any major upgrades or system changes that the Service Provider will be 
performing. The State of Delaware reserves the right to defer these changes if desired.  

 

4  SOW  The Service Provider shall disclose its security processes and technical limitations to the 
State of Delaware such that adequate protection and flexibility can be attained 
between the State of Delaware’s and the Service Provider. An example might be virus 
checking and port sniffing – the State of Delaware and the Service Provider must 
understand each other’s roles and responsibilities.  

 

5  SOW  The Service Provider will cover the costs of response and recovery from a data breach. 
The State will expect to recover all breach costs from the provider.  

 

6  SOW  The State of Delaware will provide requirements to Service Provider for encryption of 
the data at rest  

 

7  SOW  The Service Provider shall have robust compartmentalization of job duties, perform 
background checks, require/enforce non-disclosure agreements, and limit staff 
knowledge of customer data to that which is absolutely needed to perform job duties.  

 

8  SOW  The Service Provider will provide documentation of internal and external security 
controls, and their compliance level to industry standards.  

 

9  SOW  The State of Delaware and the provider shall identify a collaborative governance 
structure as part of the design and development of service delivery and service 
agreements.  

 

10  SOW  The State of Delaware must have the ability to import or export data in piecemeal or in 
its entirety at its discretion without interference from the Service Provider.  

 

11  SOW  The Service Provider will be responsible for the acquisition and operation of all  
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hardware, software and network support related to the services being provided. The 
technical and professional activities required for establishing, managing, and 
maintaining the environment are the responsibilities of the Service Provider. The 
environment and/or applications must be available on a 24 hours per day, 365 days per 
year basis, providing around‐the‐clock service to customers as defined in this RFP.  

12  SOW  The web portal hosting site environment shall include redundant power, fire 
suppression, and 24 hours per day, 365 days per year on‐site security. The hosting 
environment shall include redundant Internet connectivity, redundant firewalls, Virtual 
Private Network (VPN) services, secured remote access methods, fault tolerant internal 
network with gigabit Ethernet backbone, clustered central file and database servers, 
load balanced, application, and web servers, hardware, accelerator, three tier 
development environment, nightly backups, and 24x365 monitoring of all services and 
servers.  

 

13  SOW  The Service Provider shall identify all of its strategic business partners who will be 
involved in any application development and/or operations.  

 

14  SOW  The State shall have the right at any time to require that the Service Provider remove 
from interaction with State any Service Provider representative who the State believes 
is detrimental to its working relationship with the Service Provider. The State will 
provide the Service Provider with notice of its determination, and the reasons it 
requests the removal. If the State signifies that a potential security violation exists with 
respect to the request, the Service Provider shall immediately remove such individual. 
The Service Provider shall not assign the person to any aspect of the contract or future 
work orders without the State’s consent.  

 

15  SOW  The Service Provider will ensure the State of Delaware’s Recovery Time Objectives 
(RTOs) is met.  

 

16  SOW  The Service Provider will provide evidence that their Business Continuity Program is 
certified and mapped to the international BS 259999 standard.  

 

17  SOW  The Service Provider shall ensure that State of Delaware backed-up data is not 
commingled with other cloud service customer data.  

 

18  SOW  SLA/SOW - Return of Customer Data/Unique Post Termination:  
The Service Provider shall make available to the State all Customer Data in a state 
defined format based on vendor and state platforms including: Database, O/S and 
physical media, along with attachments in their native format.  

 

19  SOW  Service Providers shall comply with and adhere to the State IT Security Policy and 
Standards. These policies may be revised from time to time and the Master Contractor 
shall comply with all such revisions. Updated and revised versions of the State IT Policy 
and Standards are available at: www.DTI.Delaware.gov  

 

20  SOW  The Master Contractor may deliver two copies of each software source code and 
software source code documentation to a State‐approved escrow agent with the State’s 
prior approval. The Master Contractor shall cause the escrow agent to place the 
software source code in the escrow agent’s vaulted location, in Delaware, and that is 
acceptable to the State. Two copies of the source code shall be stored on compact discs 
or other media designated by the State in a format acceptable to the State, and shall be 
easily readable and understandable by functional analysts and technical personnel with 
the skill set for that type of component, subcomponent, or software code.  

 

 


