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Arrow indicates the direction of the connection initiation.  For instance, in this case 
the application server is listening on port 443
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This section gives an overview of the workflow processes starting with the end 
users.  Many applications have multiple workflows with decision points and multiple 


diagrams to describe this is acceptable.  This should include what type of data is 
being sent at each point.


Date: 
Department: 
Short Description:





		Process�








Adobe Acrobat Document


Software Product Name


Software Product 


Version


Vendor of Software 


Product


Required for 


Development?


Required for 


Production/Support?






Adobe Acrobat Document


Type of hardware
Operating System
Applications


Type of hardware
Operating System
Applications


Type of hardware
Operating System
Applications


Type of hardware
Operating System
Applications


Type of hardware
Operating System
Applications


Classification:  Public/Confidential/Secret/Top Secret


Internet


This drawing defines the actual physical environment the system will be using to operate.  It should include what physical 
hardware, what operating system, and what applications are being used at each point.  If DMZ’s are shown in the 
network diagram, then firewall devices that define these DMZ’s are assumed and do not have to be shown.  
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Business Continuity & Disaster Recovery (BC/DR) Criticality Assessment  
 
The State of Delaware uses the following criticality scale to rank organizational business processes and dependent 
systems that support those processes.  Each criticality provides the corresponding business continuity and disaster 
recovery component that is required to support COOP planning.  
 
  Criticality Definition/Example and Proposed Solution 
 
(1) Critical   Affects statewide public health and/or public safety.  Loss of business function 


would threaten the State’s ability to operate.  System loss would disrupt security and 
the well being of the State. 


 
DR1 - Required at a minimum of 150 mile radius, offsite redundancy and 
offsite tape storage required 


 
(2) Significant  Affects statewide financials\revenue generating.  Loss of business function would 


significantly reduce the effectiveness of State operations, would negatively impact 
the citizens and would disrupt the financial well being of the State. 


 
DR2 - Required at a minimum of 150 mile radius, offsite redundancy 
recommended, and offsite tape storage required 


 
(3) Moderate   Department Mission Critical system.  Loss of business function would affect multiple 


State agencies and/or school districts and impact their ability to operate.  A loss 
would negatively impact citizens. 


 
DR3 - May be housed offsite at a DTI Data Center (under 150 mile radius) or 
other facility, and offsite tape storage required 


 
(4) Limited  Division/Section specific system.  Loss of business function would only impact the 


division or section using the application.  Little or no effect on State’s ability to 
conduct its core business functions.   
 
DR4 - Not required unless specified at the department level. Offsite tape 
storage required.  
 


(5) Minimal  Loss of business function does not have a direct impact on the department’s core 
business functions.  
 
DR5 - No solution required.  Tape storage optional 


 
 
 
 






