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Definitions 
a. Absentee Voting – the process through which a person who is unable to go to his/her polling place on the day of the election due to a reason specified in the State’s Constitution may cast his/her ballot. These ballots are opened, qualified and counted in accordance with the provisions in Delaware Code, Title 15. 
b. Ballot Building Software – the software that builds the ballots for one or more voting devices using data provided by the State’s Election Management System.
c. COTS - commercial off-the-shelf,
d. Delaware Election System– all hardware and software used to register voters and conduct elections by the Department of Elections or in support of federal, state, county, municipal, public school and other elections.
e. Early Voting – a defined period before an election when a registered voter may cast his/her ballot. 
f. ED-RD – the election district name where ED is a number usually between 01 and 19 and RD is a number usually between 01 and 41. The default sort for this data is RD and then ED.
g. Election District – a geographic area within a Representative District in which all registered votes are eligible to vote for the same offices. The same as a precinct. Commonly abbreviated ED.
h. Election Officers – commonly referred to as poll workers. The people the Department hires to work in polling places on Election Day.
i. Election Management System – the software system that holds the necessary data, interacts as necessary with other election system components, and supports all activities necessary to register voters; and to plan, conduct and report the results of an election. This includes but is not limited to registering voters; assigning, hiring and paying poll workers; maintaining and paying polling places; maintaining candidates; maintaining the election structure; maintaining and reporting election results, and providing the information used to build ballots in each of the voting system s used in the State.
j. Poll Books - paper or electronic devices used by Election Officers to qualify voters at a polling place or vote center and to record whether the person cast his/her ballot.
k. Polling place –a building where one or more election districts vote. It can also refer to the area within a building where one or more elections districts votes.
l. Representative District - A geographic area where member of Delaware’s House of Representative lives and represents.  Commonly abbreviated RD.
m. Vote Center – a physical location where people from various locations within a county may vote. This is typically used at Early Voting sites, but may be used for Election Day voting.
n. Voter Registration System – holds the live and historical data of everyone registered to vote in the State. It includes List Maintenance tools to facilitate cancellation of registrations of persons no longer eligible to vote in Delaware; and tools to report information about registered voters in various forms.  Absentee voting is a component of the voter registration system and is used to issue and track absentee ballots for an election. 
o. Voting Equipment – the devices used in a location where a person casts his/her ballot. This includes the devices used to cast and secure the ballot (voting machines) as well as the devices or documents used to qualify a voter and record that a person has voted (poll books whether electronic or paper).
p. Voting Machine - the device that a voter uses to cast his/her ballot. Information retrieved from voting machines is used to document and report election results. Voting system – as used in this document, refers to the devices and software enables a person to cast his/her ballot. The voting machines, ballot building software, and results reporting. The machine records and retains an anonymized record of the vote, which may be retrieved and reviewed for audit purposes. 
Overview
The purpose of this solicitation and any resultant contract is to establish a state-wide solution for voting equipment and an election management system.
The State of Delaware, hereinafter referred to as “the State,” is considering replacing the State’s voting system, election management system with a single, or multi-vendor, integrated voting system allowing for automation and full integration between polling place/early voting site equipment and the absentee, and election management systems. If the project proceeds, the vendor or vendors shall be responsible for complete replacement, installation, training, testing, and maintenance, including bridge maintenance for existing systems, within 8 months. The scope of the project is to include all equipment, training, testing, maintenance of new equipment, and transitioning from the State’s election management system to the new system. 
The data storage and management system established through this solicitation may or may not be procured from a vendor also identifying voting equipment as a component of the vendor’s primary product line.
Any contract awarded will be utilized at the State’s discretion dependent on availability of specifically budgeted funds.
Any contracts awarded resultant of this solicitation will be mandatory use for all Covered Agencies with additional availability to municipalities.
It is anticipated that the Department of Elections will be the primary State Agency utilizing the contract resultant of this RFP dependent on availability of funding.
Background
Delaware first used Shoup full faced ballot direct recording mechanical lever voting machines in the 1956 elections.  Absentee voting at that time was by paper ballot. The county Departments sent voted absentee ballots for each Election District to the Polling Place for the district for Poll Workers to count. The Poll Workers entered the vote totals for each candidate on tally sheets. After the Polls closed, Poll Workers read the totals for each candidate from the back of each voting machine and wrote them onto the tally sheets. We do not know the full history of the process used by the County Departments to collect and report unofficial election results. By 1983, however, Poll Workers reported unofficial results from the Polling Place to the County Departments by telephone. Department staffs compiled the results using calculators and then phoned the results to the State Election Commissioner’s office.1 There were several points of failure in this process that resulted in mistakes that the canvassing authorities would correct.  
Delaware began the process of purchasing a new voting system in 1994 or early 1995. The RFP process evaluated several options and resulted in the statewide purchase of the Danaher Controls ELECTronic 1242 full faced ballot Direct Recording Equipment (DRE) machine. The National Association of State Election Directors (NASED) had certified these machines as compliant with the Federal Election Commission’s (FEC) 1990 Voluntary System Standards (VSS).2 The State used these machines for the first time in the 1996 Primary Election and has used them in every election since then. The State continued using paper absentee ballots that Poll Workers counted in the Polling Place. The Danaher machines included the capability for Poll Workers to enter the results of the absentee tally into one of the machines assigned to the Election District. Some Poll Workers had difficulty with the process and at times entered erroneous information that the canvass process corrected. After the Polls closed, Poll Workers took memory cartridges from each of the assigned voting machines in their Election District to zones that read the cartridges and transmitted the results within the State’s firewall to the State’s Election Management System (EMS). The State’s system then uploaded the results to the State’s Web Site.  This process greatly sped up the reporting of unofficial results while reducing errors. 
The FEC approved updated VSS in May 2002.3 The Help America Vote Act (HAVA) enacted in October 2002 in response to the contentious 2000 General Election.  Among other things, HAVA funds to States to upgrade voting equipment, created the United States Election Assistance Commission (EAC), and transferred the responsibility for developing voting system standards from the FEC to the EAC.4  
Delaware used HAVA funds to begin the further modernization of the State’s Election System.  House Bill 206 with amendments 1 & 2 enacted on July 12, 2005, authorized the Departments of Election to count absentee ballots centrally. The State used another RFP process to purchase central count scanners and absentee ballot preparation software. The winning vendor was Diebold Election Systems.5 Starting with the 2006 elections, the county Departments (now called Offices) uploaded the absentee results to the States EMS shortly after 8 p.m. on Election Night. This further increased the accuracy of unofficial election results.  
Concurrently, the State contracted with Danaher Controls to modernize the ELECTronic 1242s to include upgrading the CPU and Power Supply Boards, updating the ballot preparation system, eliminating the Absentee Entry Device, and adding the capability for a person to listen to his/her ballot. NASED certified that the modernized ELECTronic 1242s complied with the 2002 VSS.6  
The EAC approved Voluntary Voting System Guidelines (VVSG) 1.0 in December 2005.  This was an updated version of the 2002 VSS. VVSG 1.0 that “…significantly increased security requirements for voting systems and expanded access, including opportunities for individuals with disabilities to vote privately and independently.”7 The EAC launched its full testing and certification system in January, 2007.7
The EAC approved VVSG 1.1 on March 31, 2015.  The decade-long delay in finalizing this version was because the U. S. Senate did not confirm Commissioners nominated to replace those who had resigned due to uncertainty regarding the future of the EAC. “Version 1.1 provides updates to requirements in the areas of security, reliability, usability, and accessibility. These improvements enhance the testability and clarity of several of the requirements contained in version 1.0 of the VVSG.”8 
The EAC is currently testing systems against VVSG 1.0 and VVSG 1.1. The EAC will only test systems submitted for testing after July 6, 2017 against VVSG 1.1.9 
Delaware’s voting machines have been durable and very reliable. Unfortunately, Microsoft no longer supports the operating system used in the system that creates the ballots. Delaware’s Department of Technology and Information is also pushing the Department of Elections to move off the State’s mainframe.  Additionally, HB 90 currently before the State’s House of Representatives requires the Department to implement Early Voting in 2020 at a minimum of four locations in the State, for at least 10 days before an election ending the Sunday before an election. The Department would need to deploy voting equipment capable of handling Early Voting and Electronic Poll Books in order to effectively manage the election process and prevent those who had voted early from voting on Election Day.  The magnitude of these changes suggests that the best solution is to replace the State’s entire Election System – voter registration, election management, and voting equipment (absentee and polling place) as well as procure Electronic Poll Books preferably from a single vendor or from a combination of vendors whose systems “talk” to each other. 
The Department of Elections currently uses various systems to conduct elections. It uses the Danaher Controls ELECTronic 1242s for polling place voting along with paper poll lists. It uses Dominion Voting System equipment for both in person and by mail absentee voting. It also uses a Department developed ballot marking system to facilitate ballot delivery and absentee voting by uniformed service members, citizens who reside outside of the United States, and citizens with a disability. The ballot marking system and other tools enabled the County Departments using Emergency Authority in Delaware Code, Title 15, Chapter 55 to provide deployed National Guard and first responders the capability to vote during the aftermath of Hurricane Sandy.   
The State developed its voter registration and election management system in the late 1980s. The State implemented the system in 1990. It has undergone many modifications since then.
Delaware’s Superior Court acting as Boards of Canvass in each county certify General and Special Elections using Election District reports from polling places, the absentee system, and provisional ballots to ascertain the true results.  The State’s Election Management System provides the tools necessary for Superior Court to compare the results reported on Election night to the results from each voting device, the absentee system and provisional ballot accounting.
House Bill 342 with Senate Amendment 1 enacted on June 28, 2016 established a 12-member Department of Elections Voting Equipment Selection Task Force chaired by the State Election Commissioner. The act designated members because of their State Government position and required House and Senate leaders to appoint four legislators. Due to the change in Administrations that delayed the filling of some positions, the Task Force did not start meeting until after the deadline to submit its report to the Speaker of the House of Representatives and the President Pro Tempore of the Senate. The Act’s synopsis states: 
At the recommendation of the Joint Sunset Committee (“Committee”), this Act establishes the Department of Elections Voting Equipment Selection Task Force (“Task Force”). In order to continue its long history of successful election, Delaware must replace its voting equipment by 2018 or 2020. The State Elections Commissioner has started reviewing the numerous options available on the market and requested that the Committee form a task force with legislative representation so that the Commissioner may present 3 to 5 options for purchase or lease. The Task Force’s recommendation is advisory only.10 
The Task Force has listened to presentations from vendors who demonstrated various technologies. These include full-faced DRE systems, vote by mail systems, optical/digital scan systems, and electronic poll books. The Task Force has not yet formulated its recommendations.
  
 1 Personal recollection, Florence Rodgers.  She began working at the Department of Elections for New Castle County in 1983.
2 NASED ITA Approved Systems 1-03 to 11-03  (https://www.nased.org/ITA%20Information/NASEDApprovedSystems1.03.pdf).
3 CRS Report for Congress, Federal Voluntary Voting System Guidelines: Summary and Analysis of Issues, November 5, 2005, p CRS-3.

4 US EAC Web Site, VVSG Fact Sheet (https://www.eac.gov/voting-equipment/vvsg-fact-sheet/).
5 Diebold Election Systems changed its name to Premier Election Solutions in 2007. ES&S purchased the company in 2009. In 2010 in response to a Consent Decree, ES&S sold many of the Premier assets to Dominion Voting Systems. (Wikipedia – https://en.wikipedia.org/wiki/Premier_Election_Solutions).
6 NASED Qualified Voting Systems 08-14-07 (https://www.nased.org/NASED%20Qualified%20Voting%20Systems%20FINAL%20rev081407.pdf).
7 US EAC Web Site, Voluntary Voting System Guidelines (https://www.eac.gov/voting-equipment/voluntary-voting-system-guidelines/).
8 US EAC, 2015 Voluntary Voting System Guidelines, Volume 1, Version 1.1, pg 5.
9 US EAC, Minutes, Public Meeting January 6, 2016, p.10.( https://www.eac.gov/documents/2016/9/7/1616-eac-public-meeting-minutesdoc/).
10 HB 342  enacted 28 June 2016 (http://legis.delaware.gov/json/BillDetail/GetHtmlDocument?fileAttachmentId=48409).

Detailed Specifications 
1. Vendor shall provide the following to ensure strength and viability of the vendor for the duration of the voting system life expectancy:  
a. Financial Statements subject to an independent audit with an unqualified opinion. 
b. Five (5) consecutive years of audited financial statements including parent company if any. 
c. History of statewide voting system implementation success. The successful vendor shall provide direct history of a minimum of three (3) successfully managed implementations for the main contractor and any subcontractors utilized in the response to this Request for Proposal. 
d. Employee Base and Company Size 
e. Original equipment manufacturer for any equipment not manufactured by the vendor. 
f. Proof of a robust support organization with a nationwide presence.

2. Vendor or vendors shall provide an integrated voting system that:
a. Allows for automation and full integration between the State’s polling place equipment, absentee voting system, and election management system. 
b. Provides a single-point support system for all aspects of total system.
c. Provides for seamless data exchange between system components. 
d. HAVA compliant and must meet all applicable accessibility laws and guidelines.
e. Carries out election processes completely and accurately during the entire system lifecycle
f. Has equipment that is well-built, rugged, easily maintained.
g. Has components that are interoperable and have a data structure with a mechanism that easily exports data in user defined or common data formats (when established by the US EAC). 
h. Allows the State to effectively and efficiently audit election results while maintaining secrecy of the ballot.
i. Has strong access controls that authenticates administrators, users, technicians, devices and services before giving access to sensitive functions.
j. Has strong physical security, data protection and software integrity features.
k. Detects, remediates, logs and reports anomalous or malicious behavior.
l. Only exposes physical ports and access points essential to voting operations, testing, and auditing; restricts access to ports based on permissions of the user; and logs all connections to include the identity of the user.
m. Operates on dedicated servers within the State’s network and does not require or permit connection to the internet.
n. Interface with various State financial systems for paying Election Officers and polling places.
o. Generates emails to absentee voters who provide an email address whenever a significant event occurs. This includes receipt of an application, transmitting a blank ballot, receipt of a voted ballot, and whether or not a person’s voted ballot was counted. 
p. Integration with other systems, e.g. DMV (for SSN validation, per HAVA), and DELJIS (for Felony checks) 


3. Vendor or vendors shall provide an integrated voting system with demonstrated capability of the following minimum system requirements: 
a. The system must possess the capability to monitor all poll books system-wide on an entire state, county, or local scale, depending upon the jurisdictional boundaries of the election. 
b. The system must possess the capability to automatically transmit alerts to selected election administrators or officials when events occur, identified by specific equipment undergoing the event. 
c. The system shall be individually marked by unit with integrated identification tags, either sequential numeric or sequential alpha-numeric. Tags shall be configured to indicate ownership by the State. The Vendor shall provide an updated equipment location listing, based upon the integrated identification tags on a daily basis as delivery is implemented.

Other Requirements:

1) Vendor shall be required to conduct an on-site demonstration of equipment’s capability to provide accommodations for voters with accessibility needs.

2) Standards and Policies: The system must comply with State of Delaware Enterprise Standards and Policies, Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information.

3) System Logs and Help:
a) Must be instrumented to provide monitoring, alerts, notices and information to existing monitoring systems. Additional tools for those areas that require more robust, extensive, and/or interactive monitoring must be included in the Bidder's proposal.
b) Must provide functionality to allow authorized users to print screen information including application name and screen or function name.
c) Must provide a comprehensive and context-sensitive electronic help function that can be accessed both from the relevant application function and independently from a help menu.
d) Must allow an authorized user to access and view help information from an application function without having to exit or close the application function.
e) The information that the system provides through either the electronic help function menu or in a context-sensitive manner must include field-specific information on required data content and data format as well as general information about each application function and application screen or page.
f) The system's electronic help function content must be cross-referenced, allowing an authorized user to view and access content on help topics and subtopics that are related to the help topic or subtopic that the user is currently viewing.
g) Must provide a Help table of contents, multiple (up to 15) index levels, and full text search.
h) The help index levels, index values, help content and hierarchy of index values and associated help content must be configurable by an authorized administrator for all general, function-specific and field-specific help topics and subtopics.
i) System functions and features must conform to accessibility standards cited in:
1. Section 508 of the United States Rehabilitation Act: and 
2. Web Content Accessibility Guidelines 2.0 (W3C World Wide Web Consortium Recommendation WCAG 2.0 12/2008, Level A & Level AA Success Criteria).
j) Contractor staff that provide Help Desk and Maintenance and Operations (M&O) support shall use an automated problem-tracking tool to enable staff to record, track, monitor, and report on operational and performance problems (e.g., defects and Deficiencies) detected, prioritized, and resolved during:
1. Pilot and Production operation of the System beginning with Pilot Deployment and Testing and extending through the end of First Year Operations and Close-out; and,
2. Ongoing Production operations and maintenance
k) The Contractor shall provide and use software tools to scan and monitor the System to ensure that security vulnerabilities are identified and addressed.

4)   Data Conversion:
a) The contractor is responsible for all aspects of data conversion from the existing system to the new system. The Delaware Department of Elections will be available to provide assistance in data interpretation and participate in testing and evaluation of the results.
b) Based upon the approved recommendation for the phasing of the application, the contractor must develop data-mapping, conversion and migration plan for what files and data are converted and when the conversion will occur. This plan shall include information regarding the synchronizing of data to ensure there is no lost data as the system is phased in. As part of the plan, the contractor must develop a data map that describes each field and/or table in the existing system and how it will be treated by the conversion program.
c) The contractor must provide programs for converting the existing data to the new system. These conversion programs must be functionally tested and pass full regression tests before turning over to the test users for acceptance testing.
d) The contractor is responsible for identifying data anomalies that require “data cleansing” activities and will assist with the needed “data-cleansing”. These “cleansing” activities will ensure that all data is ready for conversion and processing. “Data cleansing” will remain in effect for the length of the agreement.
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Election Day and early voting machine
Current voting machine deployment
Polling place voting – The Department has 1,491 ELECTronic 1242 voting machines. The Department deployed 1,376 machines in 432 Election Districts that were located in 287 buildings for the 2016 General Election. 4,303 poll workers staffed the Election Districts on Election Day.  Deployment details by Election District are at Appendix B2a (Voting Machines Deployment). The maximum votes that can be cast on any one voting machine due to equipment limitations is 700. The Delaware Code specifies the following formula for deploying voting machines:
a.  In general elections, the polling place for every election district shall be supplied with at least 1 voting machine for every 650 registered voters or majority fraction thereof.
b.  In primary and special elections, the polling place for every primary voting district or election district shall be provided with at least 1 voting machine for every 800 registered voters or majority fraction thereof.
Since HAVA the Department has deployed a minimum of 2 voting machines for each Election District except where the number of registered voter is extremely small.  Due to current Election Management System limitations, the maximum number of machines that a County Office may deploy in an Election District is five.
Per the Delaware Code, each Election District is normally staffed by an Inspector, two judges, and 2 clerks for each assigned voting machine. The County Offices (or within) the Department may use different terminology for some of their poll workers. They may also assign additional poll workers to serve as greeters or for other reasons.

Legal requirements  - Delaware Code, Title 15, Chapter 50A
§ 5001A Requirements.
(a) Any electronic voting system may be adopted, purchased or used which shall be so constructed as to fulfill the following requirements:
(1) Each voting device shall have a serial number permanently attached to or stamped to the device;
(2) It shall secure to the voter secrecy in the act of voting for or against as many questions as may be submitted;
(3) It shall permit the voter to vote for the candidates of 1 or more parties, or to write in the name or candidate of the voter’s choice for any office;
(4) It shall permit the voter to vote for as many persons for an office as the voter is lawfully entitled to vote for, and the automatic tabulating equipment used in such electronic voting systems shall reject choices recorded on any ballot card or any voting device if the number of such choices exceeds the number to which a voter is entitled;
(5) It shall prevent the voter from voting for the same person more than once for the same office;
(6) It shall permit the voter to vote for or against any question the voter may have the right to vote upon, but no other;
(7) It shall permit each voter in primary elections to vote only for the candidates of the party with which the voter has declared that voter’s own affiliation, and preclude the voter from voting for any candidate seeking nomination by any other political party;
(8) It shall correctly record and accurately count all votes cast for any and all candidates of a political party, and for or against any and all questions, and correctly record the names of all candidates written in by votes;
(9) It shall be provided with means for sealing the vote recording devices to prevent its use and to prevent tampering with ballot labels, both before and after the polls are open or before the operation of the vote recording device for any election is begun and immediately after the polls are closed or after the operation of the vote recording device for an election is completed;
 (11) It shall be so equipped that it shall prevent the voter from voting for all the candidates of 1 party by the use of a single mark, punch or other action; however, it shall be provided with a device or method for each party, for voting for all presidential electors of that party by 1 mark, punch or other action.
(b) Every voting device or booth shall be provided with a means of providing sufficient light to enable voters while in the voting booth to read the ballots or ballot labels. All voting devices used in any election shall be provided with side curtains and front shield to insure that no person can see or know for whom any voter has voted or is voting.
§ 5002A Compliance guarantee.
Before any electronic voting system is purchased, rented or otherwise acquired, or used, the person owning or manufacturing such voting device must give an adequate guarantee in writing and post a bond accompanied by satisfactory surety with the State Election Commissioner guaranteeing and securing that such voting devices comply fully with the requirements contained in § 5001A of this title and will correctly and accurately record every vote cast and further guaranteeing such voting device against defects in labor and materials for a period of 5 years from the date of acquisition thereof, or, in the case of rented voting devices, for the period of rental.

§ 5005A Printing of ballots; distribution of ballots.
(a) Ballots shall be printed in black ink on white material of such size as will fit the ballot frame used for all elections and shall be secured in the ballot frame to make tampering or removal difficult. (See D below)
(b) The party emblem which has been duly adopted by such party in accordance with law and the party name or other designation for each political party represented on the voting device shall appear on the ballot if space and layout permits. 
(c) Official ballots for voting devices shall be prepared and furnished by the Department in the same manner as provided by law.
(d) Nothing in this section shall preclude the use of an electronic device where the ballot is electronically generated and displayed or which has the capability to generate and display multiple ballots.


Additional requirements, Delaware Code, Title 15, Chapter 45

§ 4502 Form and designation of ballots.
(a) For each election, the party emblem adopted by each political party and its name shall appear on the ballot with the names of its candidates, arranged in line with the titles of the offices for which they are contesting, along with space for the voter to write in the name of any candidate of that voter's choice, as prescribed in § 5005(b) of this title. In those years in which a President and Vice-President of the United States are to be elected the ballot shall be designated "Presidential, Vice-Presidential, State, County and District Ballot"; in other years the ballot shall be designated "State, County and District Ballot". The names of all candidates of any party shall be placed under the title and device of such party as designated in the certificate filed with the department of elections by such party's authorized agent or agents or, if none is designated, under some suitable title or device to be selected by the department of elections. When a President and Vice-President are to be elected, the names of the candidates for those offices shall be placed at the top of the list of candidates for all offices to be voted upon. The device named and chosen and the lists of candidates of the Democratic Party shall be placed in the first column on the left-hand side of the ballot, of the Republican Party in the second column, and of any other party, and the space for the voter to write in the name of any candidate of that voter's choice for any office, in such order as the department of elections shall decide. The names of unaffiliated candidates shall appear in alphabetical order, under the heading "Unaffiliated Candidates", after the listing of various political parties.
(b) All ballots for the same election shall be of uniform size, of the same quality and color of paper and sufficiently thick that the printing cannot be distinguished from the back. The arrangement of the ballots shall in general conform, as nearly as possible, to the sample ballot set forth in this section.
(c) The ballots prepared in accordance with this chapter shall conform as far as possible to the following design except that the write-in column may be placed on either side of the ballot.
	
OFFICIAL BALLOT 

	Presidential, Vice-Presidential, State, County and District Ballot

	WRITE IN
	 
	PARTY EMBLEM 
	PARTY EMBLEM 
	PARTY EMBLEM 

	
	
	Name of Party
	Name of Party
	Name of Party

	 
	For President
	JOHN DOE
	 
	JOHN DOE
	 
	JOHN DOE
	 

	 
	For Vice-President
	JOHN DOE
	 
	JOHN DOE
	 
	JOHN DOE
	 

	 
	For United States Senator
	JOHN DOE
	 
	JOHN DOE
	 
	JOHN DOE
	 

	 
	For Representative in Congress
	JOHN DOE
	 
	JOHN DOE
	 
	JOHN DOE
	 

	 
	For Governor
	JOHN DOE
	 
	JOHN DOE
	 
	JOHN DOE
	 

	 
	For Lieutenant Governor
	JOHN DOE
	 
	JOHN DOE
	 
	JOHN DOE
	 


 (d) Absentee ballots may be laid out with candidate names under an office title. If this form is used, party logos shall not be used and the political party of each candidate shall be listed beside or below the name of each candidate. The candidates shall be listed in the order specified in subsection (a) of this section above. Except, that in a primary election the candidates shall be listed in alphabetic order and the political party shall be listed for each office.
(e) If the number of candidates, offices and/or parties to be listed on the ballot preclude the layout of a ballot as specified in this section, the Department of Elections shall obtain approval of the State Election Commissioner to lay out the ballot in a manner best suited to the number of candidates, offices and/or parties eligible to be placed on the ballot.

Vendor shall provide voting machines for Election Day and early voting that meet or exceed the following requirements: 
a. 	The US EAC must have certified the voting equipment against VVSG 1.0 standard or higher. 
b. 	Provides all voters the opportunity to privately and independently cast his/her vote.
c.   The capability to quickly and accurately build ballots using the State’s standard export from the State’s election management system, e.g. candidates, offices and districts.
d. 	Shall be scalable – each voting device can handle a minimum of 1,000 complex ballot styles for an election, multiple languages, and various election configurations.
e. 	Voters choices, including write-in votes, shall be reflected on a paper record created by the voter or voting system that a voter with or without disabilities can review before it is cast and that is suitable for a recount. 
f. 	Voting machines used in polling places and early voting sites must be capable of operating in an election district or vote center mode, and report results of each race by election district.
g. 	Voting machines used in polling places or early voting sites must have a battery capable of operating the device for at least 16 hours, and have a battery that recharges automatically when power is restored to the system. A system in which the battery requires removing and charging on a separate charging device does not satisfy this requirement.
h. 	The voter should be able to activate the voting machines and/or select accessibility features without Election Officer assistance in a manner that results in the display of the correct ballot for the voter.
i. 	Voting machines that utilizes voter completed paper ballots should possess the capability to determine the intent of voter who does not mark his/her ballot according to the instructions. Further, the system must possess the capability to process normal variations in printing and scanning without requiring adjustment of the mark reading thresholds. 
j 	Voting machines that utilize voter completed paper ballots must possess the capability of processing a ballot with a blank second or back page if no election data flows to the second or back page. 
k. 	Voting machines that utilize voter completed paper ballots shall possess the capability of sorting write-ins, blanks, and over-votes on a high-speed scanning device and reporting write-in votes by race and election district.
l. 	Voting machines that utilize voter completed paper ballots shall possess the capability of processing ballots up to nineteen (19) inches.
m.	Export results by election district, race and candidates onto multiple copies of paper, and onto removable media that can be read by devices at reporting stations and the results securely transmitted to a secure location. This includes the reporting of under votes and over votes (where possible) by race. Transmission must comply with State of Delaware Enterprise Standards and Policies, Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information.
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Minimum Requirements for Electronic Poll Book (EPB) System


I. Basic Features
1. Voter Search and Check-In:
a. Provide all information necessary to verify voters’ identity.
Note: System shall store answers to these questions as a derived value from a strong key derivation function. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security Standard, and Cryptography Standard.
b. Allow for a search based on name, address, or voter ID. Must support predictive text, auto-complete, suggested matches, etc.
c. Provide capability for the initial lookup step to be limited to just voters in the precinct location where the EPB is located.
d. EPB shall have the ability to scan various forms of identification for search, e.g. Delaware driver’s license, State ID card, Polling Place Card/Voter ID Card, etc.
e. EPB shall have the capability of providing the EPB operator with sufficient voter record information for determining a voter’s eligibility to vote, voter status, voted status, absentee status, districts and precinct information, and ballot information, only after the voters identity has been proofed per (a).

2. Usability:
a. Touch screen capability is required.
b. EPB shall support user interface customization such as brightness, contrast, text and UI control sizes, User Interface visibility (hide/show, enable/disable), color schemes.
c. EPB must provide capability to employ the use of hand held devices for voter check in.
d. EPB shall have the ability to support all DE election types and ballot combinations.
e. EPB shall comply with all applicable accessibility laws and guidelines.

3. Data Validations:
a. System must maintain information on voters who have requested absentee ballots, returned absentee ballots, voted by absentee, early voted, etc.
b. System must identify voters required to show proof of identification or residence.
c. System shall prohibit the ability for any voter who has participated in one of the elections from participating in any of the other elections held on the same day.
d. System shall have the ability to display informational prompts and/or warnings based on non-qualifying voter criteria.
e. Data integrity must be cryptographically protected. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.

4. Voter Registration Data:
a. Provide a means to capture voter information updates (i.e. completing a voter registration application with electronic signature capture). When Driver License or State ID is used as proof of identification, EPB shall be able to parse the data from the barcode and reduce manual data entry, with the ability for the poll worker to accept or reject the scanned data for each record.
Note: All data must be digitally signed by the inserter and verify that the signing party is authorized on the server side before accepting it (and recording the signature). Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, Key Management Standard, and Electronic Signature Standard.
b. Provide a means for updating the Delaware statewide voter registration system.
Note: Must be secure and digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.
c. Support the statewide voter list.
d. EPB shall support electronic signature capture.  Describe how a voter’s electronic signature is captured.
Note: Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, Key Management Standard, and Electronic Signature Standard.
e. EPB shall provide polling place information for voters who appear at the wrong polling place and provide a means of directing voters to the correct polling place anywhere in the state, e.g. turn-by-turn directions or generate QR code containing the information.
f. Ability to capture and store an affidavit (e.g. for non-registered voters during school elections) on the EPB, include capturing of electronic signature.
Note:  Must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, Key Management Standard, and Electronic Signature Standard.

5. Data Synchronization:
a. Where multiple EPBs are deployed at the same voting site, prevent a voter from signing in at different stations.
b. Be capable of networking multiple EPBs that are located in a single voting location utilizing a secure local area network. Must demonstrate accurate and reliable synchronization between devices so that no voter can vote twice, and no registered voter is denied the opportunity to vote.
c. Provide a secure means for EPBs to communicate with a central system and vice-versa.
Note: Data must be secured at each level as described in provided security documents. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.
d. If connectivity is available, EPB shall be able to determine if voter has signed in or voted in another location.
e. Central system shall be capable of supporting more than one election at a time, e.g. simultaneous special elections. The system shall maintain separate unique election records for each election held on the same day.


6. Administration:
a. Allow for an override of the system if the voter is considered having voted but poll workers know that the voter has not yet voted. Reason for such override shall be captured and logged. The system shall have the ability to require advanced user authentication and authorization to perform the override.
b. Provide estimates on how long it would take to load an EPB with data.
c. EPB shall allow for voter history to be quickly and accurately uploaded into the Delaware statewide voter registration system.
Note: Must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
d. EPB must be able to produce all reports while the election is still underway and after it has closed.
e. Provide a means for challengers to review checked in voters in real time at every location and from a central location, where connectivity is available.
f. Allow for review of reports and data from previous elections where EPBs were used.

7. Reporting
a. Generate interim reports on the screen and printer, i.e. list checked in voters, list of registration updates, etc., without suspending registration operations.
b. EPB must be capable of providing a list of all validated voters in each respective Election District on an optional EPB printer immediately following the close of the polls on Election Day.  Please provide a sample of this list.
c. Ability to identity double-voting either real-time or post-election.
d. System must have the ability to conspicuously and automatically display and update the total count of voters checked-in at the precinct. If the EPBs communicate outside of their precinct, then EPB System shall have the ability to prohibit the display and/or combination of poll book counts within any other precinct.


8. Performance, dependability, reliability, availability:
a. EPBs shall consistently be quick to respond to user actions Example: Search results must be returned quickly or in within reasonable time.
b. EPB shall redundantly and securely store voter validation data.
Note: Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.
c. Must have sufficient dust, water and drop/shock resistance.
d. Operate on battery power for up to 16 hours in the case of a power outage.
e. Shall be capable of automatically switching to a self-contained direct current power source and not interrupt the operation or integrity of the data.
f. Shall be configured in such a way that the operator is provided indication when the Precinct EPB device(s) is operating on battery power (DC)
g. Provide a means of quickly recovering data from an EPB that has failed during operation.
h. EPB shall be able to operate in standalone mode, locally networked (e.g. polling place), and state/public network (e.g. internet).


9. Support, troubleshooting, Survivability:
a. Provide onsite troubleshooting service on Election Day. Attach current cost figures as well as optional figures to cover day(s) before and after Election Day.
b. Provide a means to easily deploy security patches for firmware, OS, application, software, etc., to the EPB and its accessories. All electronic devices must be deployed with trusted computing integrity verification in their full stack.
Note: Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.
c. Central system shall have a means to retrieve/report firmware, OS application, software, etc. installed on individual EPBs.
d. Central system shall have a means to retrieve/report voter registration data version or release date deployed on each device.
e. EPB accessories, e.g. scanners and printers, must be easily replaceable/serviceable on site with minimal technical experience required.
f. Hot Swappable: EPB data must be redundantly stored so as not to lose any data, and be able to switch or replace EPB in the event of malfunction. EPBs shall be configured in such a manner to automatically replicate and securely encrypt a copy of the data at all times to a removable/relocatable memory device such as a USB Memory Flash Drive.
Note:  A secure key management strategy must be used. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
g. Hot Introduction: Ability to easily add EPBs into an existing operations, e.g. to support a sudden surge of check-ins, without disrupting ongoing operations.
h. Scalability: Ability to remove or detach EPBs from an existing operation and transfer devices to another location, i.e. shifting resources based on demand
i. Ability to generate media required to activate the voting machine.


10. Analytics:
a. Ability to capture wait times (from clerk 1 searching the voter while in line to clerk 2 searching the voter for check-in)
b. Ability to captured check-in processing times (from searching the voter during check-in)
c. Ability to capture stand-by time (times when EPBs are idle)
d. Ability to generate reports and export raw data captured


II. Documentation

As part of this bid, vendors are required to provide formal description and representation of the system, including a mapping of functionality onto hardware and software components, a mapping of the software architecture onto the hardware architecture, and human interaction with these components.  The following are required:

1. System Architecture
2. Functional Description
3. User Manuals (System Administrator, Election Administrator, Check-In, etc.)
4. Engineering level Platform Security information (engineering level documentation).
5. Engineering level Cryptographic and Key Management information (engineering level documentation).


III. Data Transfer, Interfaces and Compatibility

As part of this bid, vendors are required to provide a means for transfer of data between the Delaware statewide voter registration system and the EPB system.  The following are required:
1. The EPB shall provide a simple and timely means of downloading voter and election data from the Delaware statewide voter registration system to the EPB system.
2. The EPB system shall provide a simple means of uploading voter history information to following Election Day to the Delaware statewide voter registration system following Election Day.
3. The EPB shall be compatible and can easily exchange data between EPB and the Delaware statewide voter registration system.
IV. Security

The system shall provide the following security features:
1. To prevent unauthorized use:
· The EPB system shall provide of record of the following
· The program and version in use
· The election file version/release date and time in use
· Describe how security is managed with the EPB including but not limited to:
· User access control features
· Data encryption
· Key Management
Note: Demonstrate compliance to Standards and Policies. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
2. Be secure from unauthorized access both physical and via wireless against all modern threats.
a. Compliant with DoD DISA STIGs
b. Does not exhibit common weaknesses enumerated by the CWE.
c. D eomization such as brightness,l validation by election officials and an audit trail of determinationsoes not exhibit vulnerabilities enumerated by OWASP.
Note: Compliant with Standards and Policies. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.
3. Shall be configured to ensure controlled, secure logical/administrative access
4. All components shall be configured in such a manner to provide a constant static data encryption methodology that minimally meets Delaware standards and policies, including the security standards and policies provided with this RFP.
Note: Refer to Standards and Policies: The system must comply with State of Delaware Enterprise Standards and Policies, Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information.
5. Shall be configured and managed in such a manner that all data in-motion maintains the highest level of physical or digital protections per Delaware standards and policies.
6. Shall be configured and managed in such a manner that they may never connect to a publically accessible network
7. Data In-Motion Security: If Precinct EPBs utilize LAN networking connectivity:
a. All Precinct EPBs must be connected via wired connection (e.g. LAN Ethernet Cable) utilizing a closed and independent switch.
-and-
b. The EPB must support (and require) a VPN connection to a secure location using cryptographic methods in the security and policies provided with this RFP
-or-
c. All Precinct EPBs must be connect via a closed wireless non-SSID broadcasting router with encryption methodology employed per Delaware State standards, including and additional filtration scenario to allow only the known Precinct EPB devices the ability to connect to the wireless network.
-and 
d. The Precinct EPBs shall be configured in such a manner as to only be capable of connecting to the designated wireless networking device.
- and -
e. The EPB must support (and require) a VPN connection to a secure location using cryptographic methods in the security and policies provided with this RFP.

Note: These devices must communicate over a secure layer (e.g. a strong VPN and secure mutual TLS authenticated API connection with good key management). Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.

8. Data In-Motion Security: If EPB System and Precinct EPBs utilize WAN networking connectivity:
a. All Precinct EPBs must be connected via a wireless non-SSID broadcasting router or network with at minimum encryption methodology employed per Delaware State standards (Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information), including an additional filtration scenario to allow only the known Precinct EPB devices within the precinct to connect to the wireless network.
-and
b. The EPB System shall be configured in a manner that all data transmission shall only use full tunneling methodology that permits specific routing and approved encryption standards. (VPN)
-and
c. The EPB System and Precinct EPBs shall be configured in such a manner that the wireless infrastructure must authenticate each client device prior to access.
-and
d. The EPB System and Precinct EPBs shall be configured in such a manner that two-factor authentication is employed.
9. EPBs shall support remote-wipe, local-wipe and have theft prevention and asset recovery features.
10. Ability to detect data tampering
Note:  Cryptographically. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
11. EPB shall have the capability to time stamp most, if not all, activities such as time of voter check in, successful logins, invalid logins, log outs, network connectivity, data transfers, etc. Must have extensive audit logging capabilities.
Note: Must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
12. Shall be capable of providing accessible and exportable comprehensive audit logs of all transactions to include at minimum, timestamp and transaction/event.
13. Support common and unique user accounts.
14. The EPB system must undergo a security review and assessment by a 3rd party, selected by Department of Elections, and vendor shall provide documentation that all known issues have been addressed and resolved.





V. Implementation Environment

As part of this bid, vendors are required to provide separate pricing options for the system to be hosted in the cloud, internally, and hybrid. Regardless of hosting platforms or environments, the vendor solution must comply with the security and policies provided with this RFP.


VI. Accessories and Peripherals

The Department of Elections may wish the following to be included in the vendor’s base per-unit EPB bid:

1. Electronic Poll Book with barcode scanning and signature capture capabilities
2. Tablet tether
3. Removable memory storage (e.g. Micro-SD Card)
4. Power Banks (battery chargers)
5. 10’ USB power cable
6. Carrying case
7. Stylus
8. EPB software which has been loaded onto EPB
9. Rotating stand for EPB
10. Smart Card Reader/Writer with cable
11. Shipping 
12. Acceptance testing

Vendor shall also submit per-unit bids on the following optional equipment:

1. Multi-unit Desktop Charging/Sync Station
2. Thermal Printer with rechargeable battery backup (minimum 8 hours)


VII. Optional Services

Delaware may wish to enter into an agreement for training, EPB system setup, and election preparation assistance with the winning bidder.  Provide current pricing for the following services:

1. Basic training on the EPB system
2. On-site setup of EPB system.
3. Maintenance of the system before, during and after use in elections.
4. Process to upload voter history and other required information to the Delaware statewide voter registration system following an election.
5. Ongoing training for new features.



[bookmark: _Toc499042530]Appendix B, Part 4:  Elections Management

Minimum Requirements for Elections Management System
Note: This section also applies to public school board and referendum elections

1) Offices and Terms: 
a) System must provide a central repository of information regarding an elected office for federal, statewide, general assembly (Senate & House), county, municipalities (e.g. City of Wilmington), public school board.
b) System must have the capability to create and modify office name, jurisdiction type, jurisdictions, terms, base year.
c) System must allow VP office to be linked to President Office to appear as one ballot choice.
d) System must have the capability to enter and update the following information about  an office 
1. Contact information.
2. Term of the office
3. The years that an office is elected
4. Office filing fee.
5. Office’s ballot order.
e) System must provide the capability for flexible, dynamic and overriding office terms.

2) Candidate Filing: 
a) System must provide capability to capture the required information for persons who have filed as a candidate for an office, been nominated to run for an office, or have declared themselves a write-in candidate for an office. System must provide real-time updates to candidate and office data ensuring data is synchronized.
b) System must track changes and history of the changes made to office and candidate records.
c) System must provide the capability to enter candidate information (e.g. name , address, phone #’s, email, etc.), and upload any supporting documentation
d) System must provide the capability to pre-populate basic candidate information from the Voter Registration module/system. Note: Candidates for some offices (e.g. school board) are not required to be registered voters.
e) System must have the capability to capture acceptance or rejection of candidate filings.
f) System must not allow a candidate to be assigned to an election until the candidate filing has been accepted.
g) System must allow a candidate to withdraw.
h) System must provide the capability to verify candidate is a registered voter in jurisdiction of office where required for specific offices.
i) System must provide the capability to inform other counties of candidate filing (If cross-county office).
j) System must support offices that have multiple office holders; impacts ballots, declaration of winners.
k) System must provide the capability to indicate the candidate paid the filing fee or, when appropriate, the candidate filed a supporting petition with signatures.
l) System must be able to capture the names of the persons who signed the petition. The system must have the capability to verify whether or not the person is registered to vote. Those who are not registered must be flagged as such.
m) System must provide the capability to verify that the person has only signed the petition once.
n) The system must be able to count the number of person are valid (e.g. registered to vote in the correct district) and not.
o) System must enforce deadlines (date and time) and other requirements. Allow authorized staff to override validations, and to capture and store reason(s).
p) System must provide the capability to publish offices and candidate information to state websites manually or on schedule.
q) System should allow for export of office and candidate information.
r) System must allow for county to delete "erroneous" candidates.


3) Referendums: 
a) System must maintain a record of Referendums.
b) System must provide a central location and user-friendly entry mechanism for Referendum
c) System must provide the capability to enter Referendum text.
d) System must allow the import and export of Referendum text.
e) System must support validation requirements for Referendum which may include a super majority for passage (e.g. 60%), or a certain number of ballots cast, or other unique criteria.
f) System must allow multiple offices and multiple Referendum to be assigned to the same district(s).
g) System must provide the capability to enter translated text.
h) System must provide the capability to include or not include a referendum on a ballot.
i) System must provide opportunity for editing and approval by state or county users before publishing Referendum text.

4) Elections: 
a) System must provide the capability to allow submission of candidate and Referendum filing.
b) System must provide the capability to assign candidate ballot order.
c) System must provide the capability to import or export election data into ballot production system.
d) System must provide the capability to calculate ballot styles and ballot types and assign ballot types to voters.

5) Setup: 
a) System must provide the capability to setup an election (election date, offices).
b) All interfaces must leverage strong mutual TLS authentication in compliance with the security standards and policies provided with this RFP.
Note: Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.
c) System must provide programmatic exporting and importing of all election related data.  The system must provide programmatic interfaces for data exchange between subsystems and other external vendor systems.  Need ability to manually trigger exports and imports as well. 
d) System must provide the capability to import/enter candidates and Referendum and export to ballot production systems.
e) System must be able to support overlapping elections.  The system must allow the user to specify which election they need to work on so that multiple elections can be managed at the same time. Ballots and voters assigned to a specific election shall have a unique ID which is linked to a specific election. A given voter could be in both elections, the voter would have the same voter ID but a unique election ID would be assigned.
f) System must provide the capability to enter candidate ballot order by guidelines configurable by authorized administrators (e.g. Dems, Reps, Other parties by alpha order). 
g) System must provide the capability to support the maintenance of a county's jurisdiction/representative district/election district data.
h) System must be capable of producing reports.
i) System must be capable of producing election management reports including which districts are on which ballot type, ballot type to election district in election district order and sorted by ballot type.
j) System must provide the capability to calculate Ballot Styles.
k) System must provide the capability to determine Ballot Types and assign voters.
l) System must provide the capability to upload ballot styles from the ballot production system.
m) Public site must consistently and accurately display all elections.

6) Election Results Reporting: 
a)  System should provide a means of obtaining historical election results by election date readily and easily.
b) System must provide the capability to upload tabulation file.
c) System must provide the capability to upload consolidated tabulation system.
d) System must provide the capability to check for errors.
e) System must provide the capability to upload/enter/post results in multiple formats to the state’s websites.
Note:  Digital signature should be provided. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
f) System must provide the capability to identify winner.
g) System must be capable of producing election results and relevant election information for 3rd party organizations, e.g. Associated Press, Voting Information Project. System must support the manual or scheduled programmatic extraction of data in compliance with the security standards and policies provided with this RFP.
Note: Must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard

Certification and recounts: 
h) System must provide the capability to allow state to certify an election.
i) System must report results by Election District for
1. Election Day polling places by machine and Election District
2. Absentee votes cast by voters in an Election District
3. Provisional votes counted within an Election District
4. Early voting results by Election District
j) System must provide the capability to enter and report county and state reconciliation data.
k) System must provide the capability to record data and report on votes counted, over votes, under votes, etc. 
l) System must provide the capability to allow authorized users to make adjustments to vote counts as a result of Court of Canvass. The changes (before and after), user information, and reason must be logged.
m) System must provide the capability to generate reports showing the changes and differences between the unofficial election night results against the adjusted post-Court of Canvass results.
n) System must provide the capability to allow election, official results, and recount results to be locked.
Note: Must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
o) System must provide the capability to generate certificate of election documents. 
Note: Must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
p) System must provide the capability to publish final results on state websites.
Note: Must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.

7) Vote Publishing: 
a) System must publish election results from the entire state or any portion thereof holding an election.
b) System must include the full reporting of election results.
c) System must provide the capability to publish result files on state websites.
d) System must provide the capability to prepare and combine result files for, in and cross-county elections and publish recount results separately.
e) System must provide the capability to import text, pdf, or csv result files from tabulation systems. Tabulation systems from multiple vendors are/or may be in use.
f) The system must display results of Referendums along with validation requirements so that a user may determine if the Referendum passed or failed.

8) Election Officer and Zone Worker Management: 
a) System must provide the capability to set up class schedule for each specific election.
b) System must provide the capability to publish class schedule on state websites.
c) System must provide the capability for potential individuals to apply to be a worker online.
d) Ability for Election Officers to accept assignment, select class schedule, reschedule class, communicate online, and check payment status.
e) System must provide the capability to configure custom positions, class size limits, and training requirements.
f) System must provide the capability to track class vacancies and block the slot when full.
g) Ability for authorized staff to review, accept, modify and deny applicants.
h) System must provide the capability to place workers in waitlist, reserve, or on-call status.
i) Generate assignment letters for applicants/workers that can be personalized by their Department staff with contact and class information, or reason for rejection, re-invitation notice, etc.
j) Designate positions for each worker.
k) Ability to input non-voters as workers. These are generally high school students who will become registered voters in the future. When they do register, use existing record to avoid re-entry of data. Also, zone workers for election night reporting do not need to be registered voters or Delaware residents.
l) Record oath or the ability to upload electronic copies of oath.
m) Record State of Delaware Dual Employer forms and Zone Worker Bid forms. Ability to upload electronic copies of the form.
n) Record attendance at training and on Election Day.
o) Assign county issued cell phone numbers to certain workers when necessary.
p) Ability to communicate with potential and confirmed workers via text, email, or mail.
q) Ability to record worker evaluations and recommendations.
r) Ability to setup pay rate by position and by individual worker for each election.
s) Ability to set accumulative payment threshold by calendar year or date range. Allow authorized administrators to configure to which positions the threshold shall apply.
t) Ability to track when workers may exceed payment threshold. Provide visible warnings and prevent poll worker assignment.
u) Ability to check for “orphan” workers, i.e. not assigned a role or polling place or zone location.
v) Ability to check for “orphan” polling places or zone locations, i.e. not assigned with workers.
w) Ability to check for under manned polling places and zone locations, i.e. not assigned with enough workers. Minimum number of workers and roles must be configurable by authorized users.
x) Ability to generate files necessary for Finance to do payroll. The files shall be securely transmitted to Finance’s file server.
y) Ability to import payroll result file from finance and update payment status of workers. The files shall be securely transmitted from Finance’s file server.
z) Ability to manually set status of payment of workers individually or groups of workers at once.
Note:  Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Application Security Standard, Web Application Security, Cryptography Standard, and Key Management Standard.
aa) Ability to store worker working history.
ab) Ability to copy all or select workers from previous elections and assign them new elections.
ac) System should allow for export of worker information.
		
9) Location Management
a) Ability to add, update and delete election specific locations for early voting Election Day polling locations.
b) Ability to add, update and delete election specific locations for vote accumulation and transmission, a.k.a. election zones. Provide ability to exclude election zones from getting included in publishing and data export.
c) Maintain database of all past, current and proposed locations.
d) System must provide the capability to publish locations by election online. Allow end users to get driving directions.
e) Ability to copy all or select locations from previous elections and assign them new elections.
f) Assign election districts to locations.
g) Support multiple election districts per location.
h) Store images and accessibility surveys for each location.
i) Store contact information for each location for delivery and pick up of equipment. 
j) Record serial numbers of equipment sent to each location.
Note: Digitally sign this data. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
k) Record other equipment to be sent to each location.
Note: Digitally sign this data. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
l) Automatically generate a Bill of Lading for equipment delivery by third parties.
Note: Digitally sign this data. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
m) Provide ability to generate files necessary for Finance to pay locations. The files shall be securely transmitted to Finance’s file server.
n) Support payment of multiple locations to a single account, e.g. payment for multiple schools go to the school district.
o) Provide ability to import payment result file from finance and update payment status of locations. The files shall be securely transmitted from Finance’s file server.
p) Provide ability to manually set status of payment of locations individually or groups of locations at once.
q) Provide ability to scan signed rental agreements and attach to a facility records.
r) Floor plans and contingency planning information viewable by responders.
s) System should allow for export location information.
t) Generate letters for location points of contact that can be personalized by their recruiter, e.g. delivery, pickup, site inspection, connectivity testing, etc.
u) Sign requirements by type and number for each type.

10) Voting Information Project
a) Ability to create files that comply with Voting Information Project specifications (https://votinginfoproject.org/). Note: At this time 5.1 is the latest version. Refer to https://votinginfoproject.org/projects/vip-5-specification/ 
11) Data Exchange Policy
a) Any Request for Proposal (RFP) and/or Professional Services Agreement that requires a data extract from the Payroll, Human Resources Statewide Technology (PHRST) system must address data classification, protection, integrity and disposal as well as the method of transmission as identified below. 

	1. POLICY: 
	The PHRST data contained in extract files provided to a vendor is to be used 	exclusively for the purpose defined in the RFP or Professional Services 	Agreement. It is not to be used for any other purpose. 

2. CLASSIFICATION OF DATA 
The PHRST data being provided must be classified by PHRST in accordance with the Department of Technology and Information (“DTI”) Data Classification Policy.
 
b. Data Classification Definitions: 
i. State of Delaware Public – Information available to the general public; eligible for public access. 
ii. State of Delaware Confidential – Information covered by one or more laws. The disclosure of this information could endanger citizens, corporations, business partners and others. The types of information might be covered under non-disclosure agreements; or safeguarded by a general reference in law or best practices. 
iii. State of Delaware Secret – Information that, if divulged, could compromise or endanger the people, or assets of the State; such as Public Safety Information. Data that is specifically protected by law (e.g. HIPAA). 
iv. State of Delaware Top Secret – Information that could, if divulged, expose the State’s citizens and assets to great risk. 

3. DEFINITIONS – PHRST will determine if data being provided to the vendor meets any of the following definitions: 
a. Personally Identifiable Information (PII) – Information which can be used to identify or contact a person uniquely and reliably, or can be used with other sources to uniquely identify an individual. Examples include but are not limited to full name, full social security number, full date of birth, street address, telephone number, email address, and fingerprints or other biometric data. 
b. Personal Health Information (PHI) – Individually identifiable health information that is maintained or transmitted in any form or medium. 
c. Personal Financial Information (PFI) – Individually identifiable financial information that is maintained or transmitted in any form or medium

4. METHOD OF DATA ACCESS AND TRANSFER 
The file format and method of data exchange must be in accordance with DTI standards. The format and file exchange process must be described in detail; e.g., file placed in folder in PHRST directory on the SFTP server, encrypted file placed on vendor’s SFTP server, etc. 

5. FREQUENCY OF DATA EXCHANGE 
The data exchange frequency must be defined. 

6. RETENTION/LIFECYCLE OF DATA 
Data transmitted pursuant to the awarded contract vendor shall be retained so long as necessary to achieve its intended purpose. The vendor must agree to secure such data until such time as it may be destroyed or deleted. PHRST reserves the right to require a certificate of destruction/deletion. 

7. NON-DISCLOSURE OF DATA 
a. The awarded contract vendor employees or contractors shall not disclose, in whole or in part, the data described in this agreement to any individual or organization not specifically authorized. 
b. The awarded contract vendor is required to comply with all applicable confidentiality-related Federal, State and Local laws. 
c.  PHRST shall be considered the custodian of the data it provides to the vendor for the purposes of the Delaware Freedom of Information Act, 29 Del. C. Ch. 100. All requests pursuant to FOIA for data subject to this agreement in the possession of the vendor must be referred to PHRST. To the extent that the vendor modifies the form or content of data disclosed by PHRST, the vendor shall be considered the custodian of such information for the purposes of the Delaware Freedom of Information Act, 29 Del. C. Ch. 100. 

8. DATA BREACH 
Any breach in the security or confidentiality of the data being shared shall be reported immediately to PHRST, to the DTI Security Office, and to the contracting entity’s designated Technology representative or Information Resource Manager (IRM). 

9. BUSINESS ASSOCIATE AGREEMENT 
Prior to release and/or transfer of any data from PHRST to the contract vendor(s), the contracting entity shall execute a Business Associate Agreement (the “BAA) between the contracting entity and the awarded contract vendor. The executed BAA is valid through the life of the contract and any subsequent audit term (5 years or as identified by the State of Delaware contracting entity). If a new Professional Services Agreement is executed, a new BAA must also be executed even if there is no change in vendor

12) Employee/Location Payment Data Processing
a) The file layouts identified below are state required templates established by First State Financials (FSF) for payment vouchers.  Vendor proposals are to identify system compliance with providing information compatible with the FSF vouchers.  
b) Payment to Polling Places

1. DAP001, Vouchers Inbound File Layout
2. DAP001, Vouchers Log Output File Layout
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c) Payment to Poll Workers

1. DAP010, One Time Vendor, Voucher Inbound File Layout
2. DAP010, One Time Vendor, Voucher Outbound Log File Layout
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Requirements for Voter Registration System:

1) General Requirements & Features: Pertains to data accessibility, functional applicatioadministration, extensibility, and system access

a. The system must comply with State of Delaware Enterprise Standards and Policies, Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information.
b. Provide authorized users with read-only access to the data for registered voters within other counties, including historic voter activity data, historic voting participation data, historic affidavit images and historic signature images for registrants.
c. Provide authorized county users the ability to update the voter registration data for voters within their county.
d. Prohibit county users from changing data for voters in other counties except to submit a transaction that moves a matched voter from another county into their county.
e. Automatically send electronic notice to each appropriate county whenever a voter record is added or updated through automatic processes.
f. Provide the capability for authorized users to search, query and track electronic notices that have been sent to counties. Search, sort, filter and grouping criteria must include county or jurisdiction, notice type, status (resolved or unresolved) and date or date range for notice.
g. Provide the capability for authorized users to track the source of voter registration applications and to generate report or extract data for reporting purposes, e.g. EAC.
h. Provide for update and addition of common nicknames, e.g. “Bob” for Robert. 
i. Be able to process voter registration data originating from new sources of voter registration data both internal and external to Department of Elections, with only the addition of a pluggable interface. Note: Department of Elections intends that DHSS-DSS and DOL will be among the potential “new sources” of voter registration data once they are able to plan for and implement a method to provide new voter registration data.
j. Be able to process voter registration from existing sources. Note: DMV submits registration through their mainframe system as well as self-service kiosks. DMV is in the process of deploying an online drive license and state ID service which is expected to submit voter registrations as well. 
k. Provide extracts of names and addresses for voters in one or more counties for processing by an external service.
l. System must allow for authorized users to create, edit, and publish changes to webpages in a graphical user interface (GUI) without vendor assistance.
m. System must allow an incomplete registration to be recorded with an incomplete status, send a verification notice to gather the missing information and deny the registration if missing information is not received in X days. Allow Authorized Administrator to configure X.
n. System must support Election Day registration, to be used should the State legislature enable Election Day registration.
o. Where applicable, must support predictive text, auto-complete, suggested matches, etc. to minimize manual entry.
p. System shall comply with all applicable accessibility laws and guidelines.

2) Voter Registration - Data: These requirements list voter registration data elements that must be maintained to comply with HAVA Section 303 requiring that each state implement a “single, uniform, official, centralized, interactive computerized statewide voter registration list.” 

Data elements described here include data provided or captured by elections officials’ staff as well as data provided by citizens through online registration via the public access website. 

The data elements listed here do not constitute an exhaustive list of required data. Department of Elections expects that during the Design Phase, the Contractor will work with department staff, partner agencies, and vendors to determine all specific data elements necessary to meet all requirements stated in this RFP.

a. The system must comply with State of Delaware Enterprise Standards and Policies, Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information.
b. Provide functionality that enables authorized users to add new registered voters and to update data associated with existing registered voters.
c. Be able to capture, store, and display all historical data on every record, including images.
d. Capture and display all data elements required to support functions and requirements defined in this RFP.
e. Must allow for capture and storage of voter names including the following discrete data fields: 
i. First name (full or initial); 
ii. Middle name (full name or initial); 
iii. Full last name (can include hyphenated last name); 
iv. Suffix (Sr., Jr., other generations); and 
v. Previous name(s)
f. Must store a unique identifier (Voter ID) for each registrant.
g. Must capture and store historic data on voter residence, mailing address, including beginning and ending effective dates of those addresses.
h. Must provide for capture and storage of addresses (See Voter Registration – Addresses). 
i. Must provide the ability to capture and store a voter’s date of birth. NOTE: Because a voter may have currently effective registrations that predate the requirement to provide date of birth, system must be capable of handling voters without/partial a date of birth.
j. Must capture affirmation of citizenship status.
k. Must be capable of capturing and storing the following data that is optional for completion of voter registration:
1. Full Social Security Number
2. Last 4 of Social Security Number
3. Delaware Driver’s License Number
4. Delaware State ID Number
5. Telephone number (up to four different numbers, including type and extension, as separate fields or records); 
6. Email address (Must adhere with current internet standards, such as 254 character email addresses).
l. Must store a voter prior registrations in other states, if any:
1. State
2. Full Name
3. County or Jurisdiction
4. Voter ID
5. Residential Address
6. Mailing Address
7. Driver License or State ID Number
m. Must be capable of capturing and storing vote-by mail or absentee voting information. See Voter Registration – Absentee Voting. 
n. Must be capable of capturing and storing a voter’s language preference based on codes that can be defined and modified by authorized Administrators (e.g. RFC-5646).
o. Must be capable of capturing and storing multiple accessibility/assistance needs for a voter, based on codes that can be defined and modified by authorized Administrators.
p. Must capture, store and display the status of any voter’s registration, effective dates for such changes and reasons for the change. The status options must include:
1. Active; 
2. Inactive; 
3. Cancelled/Purged;
4. Pending;
5. Other status (e.g. new registrants during the closed of registration period, under age registrants waiting to be eligible, non-registered election officers)
q. Must store a voter’s political party preference, based on codes that can be defined and modified by authorized administrators.
r. Must capture, store and display the following identification information for each voter record:
i. The voter’s Delaware issued Driver’s License number, if known or provided;
ii. The voter’s Delaware issued State Identification Card number, if known or provided; 
iii. The DMV verification status of that number (i.e.., verified, not-verified, or pending verification; and 
iv. If verified, the date verified.
s. Must capture and store the following identification information for each voter record:
1. The 9-digit voter's Social Security Number, if known or provided, which must be accessible for input, query and reporting; 
2. The last 4 digits of the voter's Social Security Number (SSN4), if known or provided, which must be accessible for input, query and reporting; 
3. The Social Security Administration verification status of that number (verified, not-verified, or pending verification); and 
4. If verified, the date verified.
t. Must capture and store the voter’s current and historical methods of registration (e.g., “by mail,” “walk-in,” “registration drive,” “DMV,” etc.), based on codes that can be defined and modified by authorized Administrators.
u. Must capture, store and display for voters who register by mail:
1. Whether or not the voter is a first-time voter, subject to the HAVA ID requirement (HAVA Section 303[b]); 
2. Whether or not the voter has satisfied the ID requirement and, if so, how; and 
3. If exempt from this requirement, the reason for that exemption.
v. For each voter registration application received, system must capture and store the following discrete data: 
1. Application date; 
2. Date the application was received; and 
3. Effective date of registration for the application; and 
4. The voter registration record that was created or updated based on data in the application.
w. Must store and display the current and historic images of the full registration applications in a format consistent with either ANSI/AIIM standards or Delaware State standards.
x. Must store and display the current and historic images of the full registration application with a minimum resolution of three hundred (300) dots per inch (dpi).
Note: Stored data must be digitally signed. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, Key Management Standard, and Document Imaging Standard.
y. Must provide the ability to zoom into application and signature images.
z. Must provide ability to attach and store other images to a voter’s record in GIF, TIF, JPG, PNG and PDF formats, such as letters received from the voter. Must allow user to enter comments, and select a category for the image. Categories shall be defined and modified by authorized Administrators.
aa. Must capture, store and display an average of fifty (50) free-form text comments and/or notes per voter record with an average size of five hundred (500) characters per comment or note.
ab. Must be scalable to store an average of one hundred (100) free-form text comments and/or notes per voter record, with an average size per comment or note of one thousand (1,000) characters.
ac. Must allow multiple comments and notes to be stored for a single registered voter. Each note must have a creation date, and user information associated with it.
ad. Must retain all voter records and associated data, including images for each voter record, such that processes and reports that are generated with an "as of" date correctly reflect the data applicable on the "as of" date.
ae. Must capture and store data for confidential voters under applicable Delaware laws.
i. Must allow capability to flag confidential voters.
ii. Must automatically assign non-conventional address (e.g. “Address Withheld”) that are exempt from address validation (e.g. USPS/CASS standard). The non-conventional address will be defined and modified by authorized Administrators.
iii. Must capture and store the legal basis for which a voter qualifies as confidential (e.g., “court ordered,” “victim of domestic violence,” ) based on user-defined codes that can be defined and modified by authorized Administrators
af. Must be able to send automated email notification at every step of the application processes, e.g. upon receipt, completed.
ag. Must capture and store a record of list maintenance notices sent to a voter, including the date the extract for mailing label was created or the actual date sent.
ah. Must provide a user interface for authorized Administrators to add and maintain allowable data values for all fields where the set of possible data values is constrained.
ai. Must be able to export voter registration data in compliance with Electronic Registration Information Center (ERIC) data format.
aj. Must be able to import data/reports from Electronic Registration Information Center (ERIC) 
ak. Must be able to import death data from Delaware Department of Health and Social Services and other authorized state and federal agencies for list maintenance.
al. Must be able to process voter registration for underage voters (X yr. olds) and automatically activate them once they become eligible. Allow authorized administrator to configure X.
am. Must be able to process party affiliation changes during a closed period and hold/maintain these changes to be applied automatically when the party change period reopens.
an. Must be able to process voter registration for new voters during a closed period and automatically activate them once the period opens.
ao. Must be able to import felon lists from authorized state and federal agencies for list maintenance.
ap. For imported data for list maintenance:
i. System must be able to match individual records to existing voters. Search must have confidence match ratings configurable by authorized Administrators.
ii. Facilitate list maintenance with minimum user data entry and manual matching.
iii. For data received in non-electronic format, e.g. paper or scanned copies of paper reports, system must allow for manual data entry.

 Note: Must be digitally signed and/or verified. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.


3) Voter Registration – Addresses: These requirements cover addresses. 
a. Must provide for capture and storage of the following discrete data fields related to a voter's address:
1. House number; 
2. House fraction number; 
3. House number suffix (alphanumeric); 
4. Two-character pre-directional code (e.g. S for South., SW for Southwest) *; 
5. Street name (alphanumeric); 
6. Street Suffix Abbreviations (e.g. BLVD for BOULEVARD, RD for ROAD, etc.) *; 
7. Two-character post-directional code *; 
8. Unit Type & Number (alphanumeric) *; 
9. City; 
10. State*
11. Zip *; 
12. Zip plus four* (optional with respect to each voter); and 
13. County. 
NOTE: * Must conform to USPS standards
b. System must include the capability to standardize residential and mailing addresses against USPS standards.
c. System must provide a means of overriding address standardizations needed to account for non-traditional residential addresses or non-US mailing addresses. Must be able to capture and store an address in a free-form format as a registered voter's official residence (e.g., the voter's address might be "THREE MILES NORTH OF ACME GROCERY STORE, Alturas, CA" or "Mile Marker 29.5, Hwy 85").
d. Must provide for capture and storage of multiple mailing addresses for a voter, including permanent mailing addresses, temporary mailing addresses (with beginning and ending effective dates), permanent vote-by-mail addresses, and one-time vote-by-mail addresses.
e. Must determine whether or not a mailing address is within Delaware based on available data in the mailing address.
f. Must be able to capture and store a voter’s “Mailing” and “Vote-by-Mail” address using the following fields that can be used with mailing Software:
1. Free-form data entry; 
2. Fields long enough to meet US postal, foreign and military mail regulations; 
3. Postal codes; and 
4. Country code
g. System must provide the means to identify an address as an “invalid voter address”, e.g. commercial address, private mail boxes, invalid delivery point, etc.
h. The system must notify the user if a residential address has been identified as an “invalid voter address” and preclude the use of that address as a residential address.
i. The system must provide for overriding the preclusion of an “invalid voter address” as the residential address of a voter, and capture and store the reason for the override.
j. The system must provide the capability to remove an “invalid voter address” designation from a voter address.
k. System must allow for the extraction of addresses.
l. System must allow for the bulk standardization of addresses.
m. System must provide a means to export addresses for external validation against CASS certified address standardization software.
n. System must provide the capability to import and update addresses validated against CASS certified address standardization software.

4) Voter Registration – Voter Search: These requirements cover voter registrant searches that will be executed by authorized users or staff. 

Users may execute searches to research voter registration issues, resolve list maintenance questions or address other issues. 

Requirements listed here include those that are specific to searches that are executed for list maintenance or research purposes, as well as those that are applicable to any search.

a. Must allow an authorized user to query and locate an existing record in the system interactively, using any one or a combination of the following criteria:
1. Full or partial first name; 
2. Common variances on first name; 
3. Full or partial middle name; 
4. Full or partial last name; 
5. Soundex variations on last name; 
6. Full or partial residence address; 
7. Full or partial mailing address; 
8. Full or partial telephone number; 
9. Full or partial Voter ID; 
10. Full or partial DL/ID; 
11. Full or partial Registration application number; 
12. Full or partial SSN4; 
13. Full or partial date of birth (DOB) 
14. Place of birth; 
15. Political party preference; 
16. Election District; and 
17. Political district.
b. In response to a search executed for research or list maintenance purposes, system must return all high-confidence matches and all potential matches that exceed the minimum matching threshold (See: Record Matching and Merging).
c. For any executed search, system must display the following information, at a minimum, for each match:
1. Full voter name; 
2. Voter ID; 
3. Date of birth; 
4. DL/ID (if available); 
5. SSN4 (if available); and 
6. Residence address
7. Where they vote
8. Voter status (e.g. active, inactive, purged to include reason and date, etc.)
d. For any executed search, system must, upon user choice, display applicable detail for a presented match, including:
1. Historic voter activity data; 
2. Historic voting participation data; 
3. Historic affidavit/application images and 
4. Historic signature images.
e. For any executed search, system must, upon user choice perform the search
f. Synchronously; or
g. Asynchronously. If done asynchronously, provide user a means to know that search has completed.
h. For any executed search, system must, upon user choice export result to CSV, MS Excel, PDF, MS Word formats.

5) Voter Registration – Registration Processing: All voter registration additions and updates from the in-premise Delaware Department of Elections staff will be submitted via this system. 

For voter registration transactions, the Delaware Department of Elections staff may optionally begin with a search of records. If the staff executes a search of the database as an initial step, the system will present a single matched record, if available, that meets or exceeds the high-confidence threshold for that search function.  The staff may optionally select that matched record for the purpose of pre-populating the data in a new transaction, and then make additions and changes to the data. If the staff does not search for a match, or if the system does not return a single high-confidence match in response to a search, the staff will enter all required data fields for a new transaction. 

The process described in these requirements refers to the ID Verification process (which is described in more detail in ID Verification).

a. In response to a search that a user executes for purpose of submitting changes to an existing voter registration record, system must display a “match” result only if there is a single match that exceeds the high-confidence threshold.
b. Must evaluate all submitted registration records against configurable data validation rules, and reject any records that have one or more errors configured as critical severity.
c. Must provide the capability for authorized users to configure data validations, including adding, modifying, enabling/disabling, and setting severity level.
d. Must submit registration records that were not rejected for critical severity data validation errors to the ID verification process as described in ID Verification.
e. If system finds a single, high-confidence match of an existing voter record with the submitted record, system must, upon user choice, update the existing voter registration record with information from the submitted record. (See Record Matching and Merging concerning merge and match requirements.)
f. If system cannot find a single, high-confidence match of an existing voter registration record with the submitted registration record, system must, upon user choice, create a new record for the voter.
g. Voter registration applications captured, upon user choice, may remain in partial completion status, until additional requirements are received or authorized users apply the update or create a new voter.
h. Must determine and indicate whether the voter is required to provide ID when voting in accordance with HAVA Section 303(b) and 42 U.S.C. Section 15483(b)(1), and any other applicable state or federal law.
i. Once a Voter ID is assigned to a voter record, system must record voter status, according to configurable business rules.
j. Must determine and assign the voter’s election district. See Voter Registration – Registration Processing – Election District Assignment.
k. Must provide ability for “Walk-in” applicants to interact with a signature-capturing device, including:
1. Choose from changing or not changing party affiliation
2. Selecting a party affiliation from a list or typing a party name of their choice
3. Accepting and signing the declaration
l. The signature-capturing device must display existing voter information, newly captured voter information, as well as general information (e.g. closed period for changing party affiliation).
m. Must provide ability to scan and upload applications from non-walk-in registrants. Facilitate automatic signature clipping.
n. When a county submits a change in status of a voter’s registration to “cancelled” or “inactive” based on information received locally within the county, system must automatically accept the change in status and the county-supplied reason for the change.
o. For each new registration, reregistration, or update of name, date of birth, CDL/ID or SSN4 with the resultant new or updated record in “active” status, system must compare that record against available death records for possible matches.
p. For each new registration, reregistration, or update of name, date of birth, CDL/ID or SSN4 with the resultant new or updated record in “active” status, system must compare that record against available felon records for possible matches. See Felon Research for additional information.
q. For each new registration, reregistration, or update of name, date of birth, CDL/ID or SSN4 with the resultant new or updated record in “active” status, system must compare that record against all other existing records for possible duplicates.
r. Must provide ability to segregate deficient voter registration applications.
s. Capture, store, view all forms and correspondence received from the voter.
Note:  Digitally sign and verify it. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.
t. Flag registrations that provide residence locations that are not shown as dwellings for further investigation
u. Should also provide for a search by address that provides a list of persons registered at that address, this is useful if the version of the name on the new application is too different from the name of the same person registered at the address.
v. Must prevent persons registering at a prohibited address (USPS PO boxes, private mailbox facilities, etc., but provide a capability for a supervisor to override and include the reason for the override.

6) Voter Registration – Registration Processing – Election District Assignment:
a. System must automatically assign districts, including election district, based on the residence address provided.
b. System must have a central repository of addresses, election district and district assignment information.
c. System must allow an address point or a street segment to be updated.
d. System must provide tools to facilitate a consistent approach to assigning and maintaining election districts and districts.
e. System must provide the capability to record election district and district geographic descriptions.
f. System must provide a method for manually overriding assigned election districts and districts.
g. System must provide the capability to prepare jurisdiction, district, and election district data.
h. System must provide the capability to map addresses to unique election districts and appropriate office districts.
i. System must provide the capability to verify election districts and district records.
j. System must provide the capability for County to maintain the election districts, district and address data for its own county.

7) Voter Registration – Registration Processing – Felon Research: This describes the process of reviewing possible felon matches.
a. Must provide ability to match against the Delaware Criminal Justice Information System to determine if registrant is a felon.
b. Must provide the capability for authorized Administrators to enable or disable the felon verification.
c. Upon determining that registrant is a possible felon, the system must flag the record for further investigation.
d. Must provide ability for Department of Correction users to review all registrants flagged as possible felons.
e. Must provide ability for Department of Correction users to view relevant registrant information to determine if the registrant has completed his/her sentence.
f. Must provide ability for Department of Correction users record the outcome of their research.
g. Must provide ability to proceed with new registration, reregistration, or update of registration for non-felons and felons who have regained their right to vote (e.g. completed their sentence).
h. Must provide ability to reject applications for non-eligible felons and to store the reason for rejection in the application.
i. Must provide ability to generate report, extract date, and create letters of rejections.
j. Must provide the capability for authorized users to register or deny registration regardless of Department of Correction research outcome. System must capture and store reason and user information for overrides.

8) Voter Registration – ID Verification: These requirements describe the ID verification that is to occur for every voter registration or re-registration transaction before it is applied to the voter registration roll. 

The process validates a DE driver’s license number, an identification card number or an SSN4 through an interface involving data maintained by Delaware's Department of Motor Vehicles (DMV).

a. Must support the DMV ID verification (IDV) interface, which operates on a transactional basis, for SSN validation, per HAVA.
b. For new voter registrations, re-registrations, and for updates with a change of name, date of birth, DL/ID or SSN4, system must automatically submit the data for validation from the DMV or the Social Security Administration through the IDV interface.
c. When ID verification cannot be completed at time of receipt of the transaction, the record must be saved with an indicator/flag, and system must automatically retry an incomplete ID verification.

9) Voter Registration – DMV Change of Address: Delaware’s current implementation of the National Voter Registration Act (NVRA, or ‘motor voter’) allows for electronic processing of address changes for existing registered voters.  

System to provide functionality to support this process, namely:
1. Attempt to match the records against existing voter registration records; 
2. Provide such matches for appropriate processing; and 
3. Provide unmatched (or below the established confidence threshold) transactions for further research and possible match to a voter.

a. Must receive voter registration address change data from ERIC, other sources in accordance with the National Voter Registration Act (NVRA).
b. Must attempt to match change of address (COA) transactions against existing voter registration records using established matching criteria (See Record Matching and Merging for requirements specific to matching criteria.)
c. For matches of COA transactions against existing voter registration records that meet or exceed the established confidence threshold, system must, either automatically or upon user choice:
1. Update the existing voter registration record with the new voter registration data received; and 
2. Update the voter activity history with the basis for registration changes.
d. For matches of COA transactions that do not meet the established confidence threshold for automatic matching but that meet the established minimum confidence threshold of that match function, system must automatically notify the county that it must make a determination of whether the records match.
e. When a county verifies that a pre-existing voter registration record matches the COA transaction, system must:
1. Record that information, including the basis for determination, in the voter activity history of the matched voter; and 
2. Update the existing voter registration record with the new voter registration data.
f. If a county determines that the potential match of COA transaction to a preexisting voter registration record is not valid, system must record the determination that the COA transaction was not associated with the record and the basis for that determination.
g. Must provide authorized users the capability to un-match previously matched COA transactions at any time after such matches have been applied. In such instances, system must correct any changes that were applied to the record as a result of the prior match and handle the transaction as a confirmed non-match for that process.
h. When a COA transaction cannot be matched against any existing voter registration records, system must send unmatched COA data to the appropriate county.

10) Voter Registration – Polling Place Cards: The department must mail voters polling place cards (PPC) following voter registration, reregistration, or updates to the voter record based on a variety of data points (e.g., voter’s notification of an address change). 

System must provide the capability to generate an extract to mail PPCs through a third party such as the Department of Technology and Information, Office of Management and Budget: Government Support Services - Printing and Publishing Office.

a. Must have the capability to generate a data extract, based on the applicable mailing address for each voter of all required PPC information across the State so that PPCs can be printed by the State through a third-party mailing house.
b. Must have the capability to generate pre-formatted and pre-populated PPC in PDFs, based on the applicable mailing address for each voter of all required PPC information across the State so that the PDFs can be printed in-house, by the State, or through a third-party mailing house.
c. Must indicate in the voter record the date that the record was included in a data extract or PDF for PPC mailing.




11) Voter Registration – Absentee Voting: These requirements focus on supporting voters that will not be voting in their designated polling place on Election Day. Voters may request for absentee ballots mailed to them or they can walk in to their county office to vote on an absentee ballot in person. Voters may be eligible to vote absentee thru either UOCAVA (Federal law) or and “regular absentee” (Delaware law).

The data elements listed here do not constitute an exhaustive list of required data. Department of Elections expects that during the Design Phase, the Contractor will work with department staff, partner agencies, and vendors to determine all specific data elements necessary to meet all requirements stated in this RFP.

a. System must capture Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) flags, whatever Election Administration and Voting Survey (EAVS) and FVAP reporting requirements are.
b. Must capture and store the following data for every election:
1. Type of application (e.g. Federal Postcard, Federal Write-In, Special Write-In, State defined application/affidavit, etc.);
2. Source of the application (how received);
3. Type of voter: Military, Overseas Citizens, etc.;
4. Date application was requested;
5. Date application was sent;
6. Date application was received;
7. Date application was returned (post marked);
8. Type of elections/ballots requested;
9. Whether or not the application was accepted or denied; and if denied, the reason for the denial. Use codes that can be defined and modified by authorized Administrators.
10. Whether the voter wishes to exercise the permanent vote by mail option;
11. Date vote-by-mail ballot was mailed; 
12. Whether the person voted in-person;
13. Manner in which the absentee ballot was transmitted to the voter; 
14. When the absentee ballot was received by the elections official; 
15. Method of sending absentee materials (e.g., mail, fax, email, etc.);
16. Method of sending absentee ballot (e.g., mail, fax, email, etc.);
17. Method of return of absentee ballot (e.g., mail, fax, etc.); 
18. Address to send absentee ballot to.
19. Form of voting (e.g., county absentee ballot or federal write-in vote-by-mail ballot); 
20. Date absentee ballot was returned (post marked);
21. Date absentee ballot was received;
22. Whether the ballot was accepted or rejected; and 
23. If rejected, the reason for that rejection. Use codes that can be defined and modified by authorized Administrators.
c. Must capture and store the status of uniformed services and overseas voters that have been identified and fall under the Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA), including the following information:
1. Classification (e.g., Uniformed Services or Merchant Marine on active duty, Eligible spouse of dependent, National Guard member on State orders, etc.); Codes that can be defined and modified by authorized Administrators.
d. Must capture and store the status of absentee voters (non-UOCAVA), including the following information:
1. Expected location and contact information on election date
2. Reason for voting absentee, based on codes that can be defined and modified by authorized Administrators.
3. Special qualifications
e. Must support paper and online applications. For applications submitted online refer to State-Level Processes – Website: Voter Portal (Public Access).
f. Must capture an image of the application (i.e. FPCA, Absentee Affidavit) and attach it to the voter’s record.
g. Must be able to register new voters and update existing voter registrations from UOCAVA applications (FPCA).
h. Must be able update voter registration from absentee applications/affidavits.
i. Must be able to send automated email notification at every step of the absentee voting process, e.g. upon receipt, completed.
j. Must be able to update and delete applications.
k. Must be able to change/remove absentee status.
l. Must be able to capture information for walk-in voters, including electronic signatures for absentee applications.
m. System must allow for the extraction of absentee voters by election or all elections.
n. Must be able to accept applications, provide status, mark absentee ballots, etc. online (See State-level Processes – Website: Voter Portal (Public Access)).
o. Must be able to assign unique ID (a.k.a. voucher number) for every absentee ballot issued, e.g. for walk-in applicants.
p. Must be able to generate a list of reserved voucher numbers for future absentee ballot issuance, e.g. for paper applications as a backup or alternative intake.
q. Must be able to assign voucher number by batch, e.g. issue voucher numbers to every voter eligible to vote by absentee for a specific election, by voter type.
r. Must be able to void, reissue, and make corrections to voucher numbers or a range of voucher numbers.
s. Must be able to identify whether a voucher number has been assigned, or reserved. If reserved, whether it’s been assigned/used or not.
t. Must be able to print mailing labels for absentee envelopes.
u. Must be able to customize and design mailing labels and absentee envelope printing without assistance from the vendor. Support barcoding (e.g. Code39, Code128, QR Code, USPS IMB) of values such as the voucher number, and delivery points.
v. Must be able to print absentee voter and mailing information directly on envelopes, e.g. a dedicated high-speed envelop printer (Pitney Bowes DA95f).
w. Must be able to select, apply various filters and sorting absentee voters for data extraction, reporting, printing of labels and envelopes.


12) List Maintenance – Record Matching and Merging: These requirements focus on the configuration of criteria for determining matches between records (either duplicate voter records, matches returned in response to a user-initiated search, or matches of voter records with death, felon or third party address change records) and on requirements associated with merging records that are determined to be a “match.” 

Though this section is called upon in Registration Processing and matching is referenced DMV Change of Address and other List Maintenance requirements sets, the focus here is the specification of the matching processes and the merge and unmerge processes.

a. Must include a user-configurable method for authorized Administrators to:
1. Establish sets of registration record matching criteria; 
2. Configure which criteria apply to each type of matching function (e.g., user-initiated registrant search for list maintenance/research purposes, user-initiated search for purpose of submitting data additions or updates, search for existing record upon receipt of a registration transaction, death record matching, felon record matching, duplicate record checks, NCOA matching, etc.); 
3. Assign “confidence” levels to each criteria set as it applies to each matching function; and 
4. Establish threshold confidence levels required for manual or automatic application of matches for each matching function.
b. Must allow authorized Administrators to establish one or more bases for matching data in a registration record field, including (where applicable):
1. Exact character match;
2. First “X” characters of the field (where “X” is user configurable); 
3. Same characters and order in string, but with spaces and punctuation removed; 
4. Soundex match (or alternative method based on phonetic pronunciation); 
5. Common nicknames match based on common variations of First Name established by authorized users (e.g., Robert = Bob, Bobby, Rob); 
6. “X” matching characters within string; and 
7. Same month and year.
c. Must allow authorized Administrators to identify a set of matching criteria based on combinations of individual field match settings, such as:
1. First Name- with “Common nicknames”; Last Name- first 4 characters; and Date of Birth- same day and month; or 
2. DL/ID exact match; First Name- with “Common nicknames”; Last Name- with Soundex.
d. Must allow authorized Administrators to configure and update whether or not an established matching criteria set is applied to each matching function, including:
1. Registrant searches for purposes of pre-populating a voter record; 
2. Registrant searches for list maintenance and research purposes; 
3. Searches for an existing record based on the ID; 
4. Duplicate registration checks;
5. DMV, DHSS-DSS, DOL transaction processing; 
6. Death record matching; and 
7. Felon record matching.
e. Must allow authorized Administrators to individually establish “confidence” values to each established matching criteria set as it applies to each potential matching function.
f. Must allow authorized Administrators to establish and modify confidence thresholds for each matching function so that matches found that meet or exceed that confidence threshold are automatically applied by the system. For matches that do not meet that threshold, but meet a lower “manual” minimum matching threshold, system must generate electronic notices/lists or flag the records for the appropriate county for match review and resolution.
g. Prior to merging, system must allow user to select which of the records will be the base for the final voter record, and the option to copy values from certain fields from the other record.
h. When applying the merge, system must:
1. Record that information, including the basis for determination, in the voter activity history of the matched voter; and 
2. Create a voter registration record with the new consolidated voter registration data.
i. When evaluating voter records to identify potential matches with other voter records (match within the system), DMV transactions, death records and felon records , system must exclude the following from matching results and notices to counties when same match criteria were used:
1. Previously verified matches; 
2. Previously verified non-matches; and 
3. Previously identified potential matches pending determination.
j. Must provide the ability for authorized users to batch clear, by date range and/or by the county user ID, match determinations made inappropriately.
k. Must merge voter registration data into a single registration record when duplicate registrations are confirmed. The voter registration data must include voter activity history and voting participation history and be merged into the record with the most recent date of registration or voter registration update activity.
l. Must provide authorized users with the ability to un-merge a single voter registration record into separate registration records in the event that registration records were incorrectly merged. The separated voter registration data must include voter activity history and voting participation history and the separate registration records must contain the appropriate registration data.

13) List Maintenance – Death Records: Department of Elections receives death records from the Delaware Health and Social Services (DHSS) and ERIC and must utilize this information for list maintenance purposes. The Department also utilizes obituaries for list maintenance.

Department of Elections is responsible for ensuring any confirmed matches of death records with registered voters result in a cancellation of voter registration of the deceased persons.

a. Must receive and store death records from different sources, e.g. DHSS, ERIC, obit.
b. Must match all new death records received against existing voter registration records to identify existing voters that may have died.
c. For matches with new death records that meet or exceed the established confidence threshold, system must automatically or upon user choice:
1. Cancel the voter’s registration; 
2. Record the basis for that cancellation in the voter’s activity record; and
d. For matches of new death record transactions that do not meet the established confidence threshold for automatic matching but that meet the established minimum confidence threshold of that match function, system must automatically:
1. Note the potential match in the voter’s record; and 
2. Provide a method for investigation and resolution of the potential match.
e. Must allow an authorized county user to enter a determination of the validity of the potential match (valid or invalid).
f. Must apply authorized county users’ determinations of validity of potential matches and change voter status, if appropriate.
g. Must provide authorized users the capability to un-match previously matched death records at any time after such matches have been applied. In such instances, system must correct any changes that were applied to the record as a result of the prior match and handle the transaction as a confirmed non-match for that process.
h. Must allow authorized users to exclude from death record matching processes any death record determined to be incorrect or invalid.

14) List Maintenance – Felon Data: In order to comply with applicable laws, system must have the capability to receive felon records from the state and federal agencies, e.g. Delaware Department of Justice (DOJ), Department of Corrections (DOC); to store such records on an ongoing basis; match records to voter registration records, and send electronic notices to counties to confirm potential matches; and, for confirmed matches, update registration status.

When felon data indicate that an individual is no longer under their jurisdiction (i.e., no longer incarcerated or on parole), system must ensure that the record is no longer included in checks for matches of felon records with voter registration records.

a. Must be capable of receiving and storing felon records.
b. Must match all new felon records received against existing voter registration records to identify existing voters that may have become ineligible due to felon status, or may have become eligible to vote due to no longer being under DOJ and DOC jurisdiction (i.e., no longer incarcerated or on parole).
c. For matches with new felon records that meet or exceed the established confidence threshold, system must automatically, or by user choice:
1. Change the status of the voter’s registration; and 
2. Record the basis for that change in the voter’s activity record.
d. For matches that do not meet the established confidence threshold for automatic matching but that meet the established minimum confidence threshold of that match function, system must automatically note the potential match in the voter’s record.
e. Must provide the ability for an authorized county user to enter a determination that the potential match is valid.
f. Must provide the ability for an authorized county user that has investigated and determined that the potential match was invalid to enter that determination.
g. Must provide authorized users the capability to un-match previously matched felon records at any time after such matches have been applied. In such instances, system must correct any changes that were applied to the record as a result of the prior match and handle the transaction as a confirmed non-match for that process.
h. Must allow authorized users to exclude from felon matching processes any felon record determined to be incorrect or invalid.

15) List Maintenance – Duplicate Identification: The system must have the capability to identify duplicate voter records and take action to ensure there is only one voter record for every eligible voter in Delaware in the official list of voters.

a. Must provide the ability for authorized user to schedule and run duplicate checks across all voters in the database to identify potential duplicate registration records for the same voter using the criteria established for such matching.
b. Must automatically, or by user choice, merge voter registration records and assign the voter to the appropriate county when duplicate records are identified based on match criteria sets that meet or exceed the established confidence threshold.
c. Must, before automatically applying potential duplicate records, check voting participation history for the older registration record. If the older record indicates voting activity in an election after the date of registration in the newer record, the match must not be applied automatically and, instead, system must send electronic notice of potential match to the appropriate county(s).
d. For matches of potential duplicate records that do not meet the established confidence threshold for automatic matching but that meet the established minimum confidence threshold of that match function, system must automatically note the potential match in both records.
e. For those records where a potential duplicate was identified with a record in another county, and an authorized county user makes a determination of match validity, system must update the other record with the determination.
f. System must provide authorized users the capability to un-match previously confirmed duplicate records at any time after such matches have been applied. In such instances, system must correct any changes that were applied to the record(s) as a result of the prior match and store the determination that the records were confirmed non-duplicates.

16) List Maintenance – Moved out of State: The system must have the capability to match voters against lists that contain Delaware citizens that have moved out of the state. The lists include those from DMV that list drivers who have surrendered their driver license in another state, as well as from the ERIC cross state report that lists Delaware voters that have registered to vote in another state.

a. Must provide the ability for authorized users to schedule and run moved out of state checks across all voters in the database to identify potential records using the criteria established for such matching.
b. Must evaluate the results and reject invalid results - such as address changes previously received.
c. Must note a potential address change in the voter record and allow authorized users to extract records for mailing notices/confirmations.
d. When an address update has been determined to be valid where the voter moved outside the State, system must automatically, or upon user choice:
1. Determine the status of the registrant in accordance with configurable business rules
2. Note in the activity history for that registrant that the record was updated because of Moved out of State match.

17) List Maintenance – Non-U.S. Citizens: System must allow for cancellation of voter registration for non-U.S. Citizens

18) List Maintenance – NCOA: System must provide the capability to process all registered voter records against an external USPS National Change of Address (NCOA) service on a regularly scheduled basis.

Currently, Delaware receives this service monthly from ERIC. System must update the voter record with the potential NCOA match (no change in status) and provide an electronic notice to the county for evaluation and resolution. Administrators must have the capability to monitor all such pending NCOA updates until resolved by the county.

a. Must provide authorized users the capability to configure a value ‘X’, such that the extracts created for NCOA processing are broken into multiple files, each containing a maximum of X records.
b. Must evaluate the results from NCOA processing and reject invalid results - such as address changes previously received and address changes that are older than most recent changes received for a voter - according to configurable business rules.
c. Must note a potential address change in the voter record and send electronic notice to the appropriate county of the potential address change for determination of validity.
d. When an NCOA address update has been determined to be valid where a voter has a forwarding address in the same county, system must automatically, or upon user choice:
1. Update the (residence or mailing) address of the registrant; 
2. Note in the activity history for that registrant that the record was updated because of NCOA match; and 
3. Flag the record for automatic generation and mailing of an Address Verification Card (AVC).
e. When an NCOA address update has been determined to be valid where the voter has a forwarding address in a different Delaware county or outside the State, system must automatically, or upon user choice:
1. Determine the status of the registrant in accordance with configurable business rules
2. Note in the activity history for that registrant that the record was updated because of NCOA match; and
3. Flag the record for automatic generation and mailing of an AVC.
f. When an NCOA address update has been determined to be valid where the voter has no forwarding address, system must automatically, or upon user choice:
1. Determine the status of the registrant in accordance with configurable business rules; 
2. Note in the activity history for that registrant that the record was updated because of NCOA match; and 
3. Flag the record for automatic generation and mailing of a AVC.

19) List Maintenance – Board Approval Reports: System must allow for data extracts to be generated for elections board review prior to registration cancellation. 

a. Facilitate the tracking of inactive voters who have had no contact for X period, where X is configured by the administrator.
b. Generate reports of all cancelled voters
c. Generate reports of all inactive voters
d. Generate reports of active to inactive, inactive to cancelled, active to cancelled.

20) List Maintenance – Pre-Election Polling Place Cards (PEPPC): System must allow for data extracts to be generated for residency confirmation postcard mailings, or currently known as poll notification card mass mailing.

a. Must provide the ability to automatically generate a data extract of all required information in any or all counties on a batch basis so that PEPPCs can be printed by the State through a third-party mailing house. 

21)  List Maintenance –Address Verification Cards (AVCs): When the Department receives third-party notice of a change of address, elections officials are required by law to follow up with postcard to the voter alerting them to the actions being taken. For uniformity and list maintenance practices, this section describes system capability to support mailing change of address notices to voters on behalf of counties, if counties choose to have the state conduct mailings for them.

a. Must provide the ability for authorized users to generate a data extract, based on the applicable mailing address for each voter, of all required information for one or more counties across the State so that AVCs may be printed by the State through a third-party mailing house.

22) Voter Election Data – Official List of Voters: As the HAVA mandated official list of eligible voters, the system must provide capability for extracting the official list of voters with respect to any election so that this data can be used to generate and print the polling place rosters and data files for electronic poll book.

a. Must provide authorized county users the ability to extract the official list of eligible registered voters with respect to any given election.


23) Voter Election Data – Voting History: System must maintain voter participation history data that are necessary for to make determination of whether a voter who registers by mail must show ID the first time he/she votes. 

Throughout the Election Cycle period, system must capture ongoing data changes related to vote-by mail (See Voter Registration – Absentee Voting) and provisional voting, to support the voter lookup capabilities on the public website and the interactive voice response system (IVRS).

a. System must provide the capability to capture vote credit history.
b. System must allow for the adding of voter   history only when a ballot is valid.
c. System must provide the capability to edit existing vote history.
d. System must provide the capability to delete existing vote history.  A record of deletion and who deleted must be maintained.
e. System must change a voter’s registration status from inactive to active when vote history is applied.
f. System must have capability for the vote by mail module (absentee) to record received ballots and flag as the source for adding vote history.
g. System must allow for vote history to be added:
1. After an election has been certified;
2. As ballots are processed;
3. To an individual voter; or
4. Through a batch process.
h. Must maintain historic voting participation for all voters, regardless of the number of elections in which voters might have participated. The history captured and maintained for each voting event must include:
1. State defined code for the election; 
2. Election date; 
3. Voting district (Election District); 
4. How voted (vote-by-mail, early, polling place, or provisional); and 
5. Partisan ballot voted (for primary elections).
i. Prior to an election, system must receive data from the Election Management system or module that enables a user to determine the following data for each registered voter:
1. Voting district (Election District) assignment for the election; and 
2. Polling place assignment for the election
j. For registered voters who vote a provisional ballot in an election, system must capture and store whether or not the provisional ballot was counted and, if not, the reason it was not counted.
k. Must capture and store the voter participation in school board elections and referendum either by individual voter or mass update (using an input file)




24) Election Districts and Districts – Mapping: So that the system can correctly determine the Official List of Registered Voters with respect to political districts, the system must maintain voting district cross reference information.

The information is required for derivation of residence in political district based on the voter’s election district assignment.

a. Must be able to identify, from the voter’s election district, the voter’s voting district for State Senate, State Representative, County Council Districts, School Districts, Municipal Districts (e.g. City of Wilmington)
b. Must capture and store county-defined local districts (e.g., county council, levy court, school districts) and must be able to identify, from the voter’s election district, the voter’s membership in such districts.
c. Must notify county and administrators of “orphan” election districts (e.g., election districts without voters), and of “orphan” voter registration records (lacking a valid election district assignment).
 
25) Election District and Districts – Redistricting: So that the system can apply new or updated district information to voters after redistricting, i.e. processing of drawing boundaries for electoral and political districts.

New district boundaries data are provided by the Elections Management system or module.

a. Must be able to determine voter’s new districts based on imported data (e.g. GIS)
b. System must be capable of comparing districts assigned to a voter pre and post redistricting to identify potential errors. City, School and Fire District must not change.
c. Must be able to identify, the voter’s voting district for US Congress, State Senate, State Representative, County Districts, School Districts, Municipal Districts (e.g. City of Wilmington) after redistricting.
d. Must provide the ability for authorized users to generate a data extract, prior to applying new districts.
e. Must notify county and administrators of “orphan” voter registration records (e.g., voters without political district assignments).
f. When update has been determined to be accurate, system must automatically, or upon user choice:
1. Note in the activity history for that registrant that the record was updated because of redistricting.

26) State-level Processes – Political Party Tracking: System must have the capability to track voters’ political party data in order to (a) determine voter eligibility with respect to a primary election; (b) maintain uniformity of voter records and data; and (c) support the Voter Registration Report, which is a statistical abstract of party registration by political district.

a. Must allow authorized users to define and document changes to political parties. For each such party, system must capture and store the following information:
1. State-assigned party code; 
2. Whether or not the party is Qualified, Attempting to Qualify, or Non-Qualified; 
3. Date of all changes in party status (Qualified/Non-Qualified/Attempting to Qualify; 
4. Reason for such changes (if applicable); and 
5. Current state party contact information.

27) State-level Processes – Voter Registration Report (VRR): The VRR is a statistical abstract of voter registration by election district and partisan affiliation, is published by the department at prescribed times.

The system will need the capability to report on state and county level. The VRR statistics will need to be captured and protected from alteration due to subsequent changes in the underlying voter registration data. 

The system must also enable an authorized users to create, on an ad hoc basis, an extract of specified VRR data elements as of an Administrator-specified VRR Date and enable the Administrator to specify/select the internal network location to which the electronic version of the resulting extract shall be routed/stored.

a. Must provide authorized users the ability to view VRR completion status (e.g. 'requested', ‘in progress’, 'completed', ‘data extracted’).
b. Must capture and store VRR statistics of active registered voters by election district and party within a county as of the established VRR date (or run date). System must capture these statistics county-by-county, or for the entire state at one time.
c. Once a VRR has been deemed published the statistical data cannot be modified.
d. Must support calculation and production of the following summary statistics for VRR component reports:
1. Registration By County 
2. Registration By Senate District
3. Registration By Representative District
4. Registration By County District 
5. Registration By Political Party (Dem, Rep, Other)
6. Registration By Minor Political Party (e.g. Natural Law)
7. Registration By “Other” Political Party (i.e. free text Party Name)
e. Must provide an authorized user the ability to:
1. Manually initiate a query to extract specified VRR data elements as of a specified VRR Date; 
2. Specify the file format for the resulting extract file in accordance with authorized file formats; and, 
3. Specify the internal network drive location to which the extract file should be output/stored.



28) State-level Processes –Voter Registration Data Requests (VRDR): Requirements below pertain to the need for the system to support workflow and associated data related to investigation, evaluation and fulfillment of VRDRs.

a. Must allow authorized users to input, track and review Public Voter Registration Data Requests (VRDRs), including:
1. Requestor name; 
2. Requestor ID number and type; 
3. Requestor organization;
4. Requestor residence and business addresses; 
5. Requestor contact information (phone, fax, email addresses); 
6. If Requestor is acting as an authorized agent for a qualified party, the name, address and contact information for the party legally qualified to purchase the data; 
7. Requestor’s stated purpose/use for the data; 
8. Date of application; 
9. Date application received; 
10. Basis for qualification (election, party, academic, journalist, etc.); 
11. Date of application fulfillment or denial; 
12. Status of application; 
13. Criteria used to select/exclude records for the extract; and 
14. Filename(s) and number of records provided in the extract.
b. Must allow authorized users to log the following items related to processing and fulfillment of a VRDR:
1. Date the event occurred 
2. Time the event occurred 
3. Free-form text note, averaging fifty (50) characters per VRDR and scalable to one hundred (100) characters per VRDR, of activities and events
c. Must provide authorized users with a method to select voter registration records for inclusion or exclusion in a VRDR extract based on multiple criteria, with the ability to specify a range or list where applicable, including: 
1. County of residence; 
2. City of residence; 
3. Zip code(s); 
4. Home voting district (Election District); 
5. Political party affiliation; 
6. Current or historic date of registration; 
7. Age (before or after a specified date of birth, or within a specified range of dates of birth); 
8. Language preference; 
9. Voting participation history; and 
10. Political district (such as State Senate District, State Representative District, County District, etc.).


d. In fulfillment of a VRDR, system must be able to produce an extract as a standard text file, with a delimiter (set by the administrator) that includes user-selected data fields, such as:
1. Voter ID
2. Voter Name
3. Date of Birth or Year of Birth
4. Phone Number
5. Residential Address
6. Mailing Address
7. County
8. Districts
9. Party
10. Date of Registration
11. Voting History
12. Date Last Registration Change
13. Code Last Change Voter
14. Status of Voter
e. System must be able to save user data extract preferences as profiles for later execution. For example users may create a profile based on HB245, i.e. a profile for public requests, candidate and political party requests, and another for the General Assembly, or State, County and local governments.
f. System must allow users to delete previously saved preferences or profiles.

29) State-level Processes – Website: Voter Portal (Public Access): Requirements listed below pertain to the need to provide online voter registration and self-service lookup of registration status and ballot status. 

Delaware has adopted a standard for web applications to support mobile devices by optimizing standard browser screen displays via a common look and feel. 

Delaware expects that any support the system provides for mobile devices will not require installation any application or other component on those devices. The system will be required to use the common look and feel. 

The requirements below include translation of public-facing pages into different languages. Pages and functions to be translated are all of those pages/functions that are used by the public in order to register to vote. Information and features that are not used in order to register to vote (e.g., polling place information) need not be translated.

The system must comply with State of Delaware Enterprise Standards and Policies, Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information.

a. For privacy purposes, the public website must require an individual accessing the website to provide sufficient personally identifiable information to authenticate the individual and to prevent others from accessing that voter's data, and must not provide or confirm any additional private information. The personally identifiable information must be configurable by an authorized administrator, such as: first name, date of birth, house number and zip code, DL/ID.
b. For privacy purposes, the public website must require the user the option to use two-factor authentication.
i. Telephone Verification
ii. Email Verification
iii. HOTP/TOTP Software/Hardware Tokens (e.g. Google Authenticator, Authy)
iv. Cryptographic measures not otherwise mentioned.
c. The public website must allow a voter to determine:
1. Whether he or she is registered to vote;
2. Whether or not voter is registered as a permanent vote-by-mail or one-time mail ballot voter; and 
3. Political party preference.
4. His or her elected officials.
5. Other publicly available voter information, voting history
d. The public website must support online voter registration pursuant to applicable state and federal law, including new registration and updates to an existing registration.
e. The public website must support online voter functions, including:
1. Submit vote-by-mail (i.e. absentee) requests
2. Submit Federal Post Card Applications (FPCA) for uniformed service and overseas citizens
3. Submit requests for voter registration cancellation for themselves and their close relatives
4. Submit requests for a polling place card
5. View voter-specific sample ballot
f. The public website must allow a voter to choose the method of signing their requests, including:
1. Use of his or her existing electronic signature with Department of Elections
2. Use of his or her existing electronic signature with DMV. Note: Utilize existing service.
3. Use of a pointing device to draw signature, e.g. stylus, mouse
4. Use of a saved picture of a signature
5. Print, sign and mail the application.
g. Must provide authorized Administrators a method to configure signature options for each type of application or request.
h. The public website must allow a voter to determine the status of submitted requests.
i. The public website must allow a voter to determine:
1. His or her eligibility to vote in an upcoming election; 
2. His or her voting election district for an election; and 
3. His or her polling place for an election.
4. Driving directions to his or her polling place.
j. The public website must allow a voter to:
1. View login and logout history
2. View request history
3. Pause and resume completing the application
k. Must allow members of the public to perform all online voter registration and self-service lookup functions using mobile devices without requiring installation of any application or component on the mobile device.
l. The public website must allow voters who have voted a provisional ballot to determine if their ballot was counted and, if not, the reason it was not counted.
m. The public website must allow voters who have voted a vote-by-mail ballot to mark their absentee ballot online.
n. Must provide authorized Administrators a method to configure vote-by-mail voters that can use the online function to mark their absentee ballot online.
o. The public website must allow voters who have voted a vote-by-mail ballot to determine:
i. Date when his or her request was received
ii. Date when his or her ballot was sent
iii. Date when his or her ballot was received
p. The public website must allow voters who have voted a vote-by-mail ballot to determine if their ballot was accepted and, if it was rejected, the reason it was rejected.
q. The data on voters’ registration status and ballot status that displays on the public website must be current as of a point in time of the user’s query.
r. Must allow an authorized administrator to control the updates of public access website data on voters’ eligibility to vote in an upcoming election, election district assignment, and polling place assignment for an election.
s. The data that are accessible and queried through the public access website must not change during a user’s execution of a query.
t. All public-facing web pages and functions that a member of the public views or uses in order to register to vote, change voter registration-related data, or look up registration status must be available in two (2) languages (English plus one (1) additional language). These languages currently include English, and Spanish. (Department of Elections will be responsible for providing the required translations.)
u. Must be scalable and extensible to support web pages and functions that a member of the public views or uses in order to register to vote, change voter registration-related data, or look up registration status in a total of twenty one (21) languages (English plus twenty (20) other languages). Support for multiple language translations must not necessitate recompilation or recoding of the system.
v. Must provide authorized Administrators a method to configure availability of the public website or select functions.
w. The public website must have the capability to track voter registration from third party organizations and assign appropriate method of registration codes. Registration of third party organizations shall be defined by authorized Administrators. 

30) State-level Processes – Website: Offsite Registration: Requirements listed below pertain to the need to provide online voter lookup and registration by authorized users outside of normal business environment, e.g. state fair, naturalization ceremonies.

Delaware expects that any support the system provides for mobile devices will not require installation any application or other component on those devices.

a. The website must require an individual accessing the website to provide sufficient personally identifiable information to authenticate the individual and to prevent others from accessing the system.
b. For privacy purposes, the public website must allow user the option to use two-factor authentication.
c. The website must provide capability to search voters and determine if they’re registered and to display relevant voter registration information, such as addresses, districts, polling place, etc.
d. Must provide the capability to submit voter registration applications, including capturing of electronic signature.
e. Must provide ability for authorized Administrators to setup the events for which users can use the website, e.g. registration drives during the week(s) of the Delaware State Fair.
f. Must provide ability for authorized Administrators to manage users by event.
g. Must provide ability to track registration captured by event, and by user.
h. Registrations captured through this website will be in partial state of completion. This is purely for intake. 
i. Must provide ability for authorized Administrators to configure the types and levels of validations, e.g. ID verification, felon checks, for applications captured through this method.

31) State-level Processes – Voter Registration Services: Support real-time voter registration from other state agencies and partners.

a. Must host services that will securely and reliably receive voter registration transactions (including declinations) from state agencies and partners, e.g. DMV, DHSS-DSS, DOL, etc., in real-time.
b. Must provide state agencies and partners the capability to:
i. Determine if their customer is registered to vote;
ii. If not registered, allow the customer to decline to register to vote;
iii. Determine if period of party changes is open;
iv. Retrieve list of political parties
c. Must support over-the-counter (e.g. DMV associate processing an applicant) and self-service (using kiosks, or using personal devices via the internet) voter registration methods.
d. Must store and capture data and electronic signature for voter registration. Note: Signature capturing methods use by state agencies and partners are outside of the scope of this RFP. 
e. Must provide capability for county elections staff to review each application prior to creating new voters or updating existing voter registrations. 

32) State-level Processes – Voter Registration Query Services: Support voter registration queries from users of other state agencies and partners.

Certain citizen services provided by Department of Insurance, Office of the Lt. Governors, Office of the Governor, and General Assembly require them to be able to inquire voter’s registration information, such as address, political affiliation and voting history.

a. Must provide authorized Administrators capability to create and manage user accounts for users of other state agencies and partners
b. Must provide authorized Administrators capability to determine and setup limited access to users.
c. Queries from users of other state agencies and partners must not update voter registration information.
d. Must provide state agencies and partners the capability to login to search voters.

33) State-level Processes – Voting History Match: System must provide capability to process ERIC data containing possible voting history matches (possible double-voting).

a. Must provide capability to extract voter registration, absentee information, voting history, and other relevant information to assist in the investigation.
b. Must provide capability for authorized users to capture and store status/determination of each case. Use codes that can be defined and modified by authorized Administrators.
c. Must provide capability to generate reports.

General System Requirements:

1) Standards and Policies: The system must comply with State of Delaware Enterprise Standards and Policies, Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information.

2) Audit Requirements: The system must log every action that changes voter registration data, election district mapping data, political party data, or security roles or role assignments. Logs must contain sufficient information for authorized Administrators to reliably reconstruct the chain of events and, where possible, track them back to a specific user.

a. Must log all creations of and updates to voter registration data that are executed as a result of actions by users and automated processes. The following information must be logged for each such change to voter registration data:
1. Data that was changed; 
2. Prior value of the data before the change (if applicable); 
3. Date and time of the change; and 
4. Source of the change (either an automated process identifier or user ID/name).
b. Must log all creations of and updates to voter registration data that are executed as a result of actions by members of the public using the public access website. The following information must be logged for each such change to voter registration data:
1. Data that was changed; 
2. Prior value of the data before the change (if applicable); 
3. Date and time of the change; and 
4. Source of the change (i.e., ‘website user’).
c. Must log all instances of viewing individual voter registration records, searching voter registration records, executing queries and reports against voter registration data, and executing extracts of voter registration data that are initiated by users. The following information must be logged for each such instance:
1. Date and time of the initiation of the view of the record, search execution or query/report or extract execution; 
2. Source or performer of the action (user name); and, 
3. For searches, executions of queries and reports, and executions of extracts, the data selection and filtering criteria for the search, query/report, or extract.
d. Must log creations of and updates to election district and political district data (as described in Election District and District-Mapping) by users. The following information must be logged for each such change:
1. Data that was changed; 
2. Prior value of the data before the change (if applicable); 
3. Date and time of the change; and 
4. User name for the individual who submitted the change.
e. Must log creations of and updates to political party data (as described in Political Party Tracking) by users. The following information must be logged for each such change:
1. Data that was changed; 
2. Prior value of the data before the change (if applicable); 
3. Date and time of the change; and 
4. User name for the individual who submitted the change.
5. 
f. Must log all creations of and updates to security roles, security role permissions, and assignments of security roles to users. The following information must be logged for each such change:
1. Data that was changed; 
2. Prior value of the data before the change (if applicable); 
3. Date and time of the change; and 
4. User name for the individual who submitted the change.
g. Must provide a graphical user interface for authorized administrators to search, view, and print audit log data including filtering and sorting by any field or combination of fields. Filtering must support wild card searches and range of data where applicable.
h. Must provide authorized administrators the capability to archive audit log entries prior to a given date of change and to retrieve archived data according to configurable criteria.

3) Reporting/Querying Requirements: The solution must include multiple pre-defined reports ready for execution by an authorized user, plus capability to define and execute ad hoc reports and queries.

a. The solution must provide authorized users with capability and tool(s) to query data and create formatted reports with user-defined sort criteria, filters, and subtotals/totals.
b. System must include a process for analyzing and reporting voter registration data for federal statistical reporting.
c. System must provide the capability to generate a report on underage voters in the database.
d. System must provide the capability to generate a report on new registrations.
e. System must provide the capability to generate a report on political party changes.
f. System must provide the capability to generate various voter registration and voting history statistical report. See some publicly available report at https://elections.delaware.gov/services/candidate/regtotals.shtm for reference.
g. System must capture statistics for paper and electronic registrations from referring agencies.
h. System must provide reporting capability on any and all data fields.
i. The data that the system displays in response to an executed report or query must be current as of a point in time of report/query execution.
j. The data extracted during execution of a report or query must not change during query execution.
k. Must allow authorized users to save created ad hoc report data selection, sort, filter, grouping, and formatting parameters for later re-execution.
l. Must allow authorized users to manually delete previously saved query/report statements (data selection, sort, filter, grouping and formatting parameters).
m. Must provide execution-ready versions of the pre-defined reports.
n. Must, for both ad hoc queries, ad hoc reports and pre-defined reports, allow the user to: 
1. Preview/display the report or query results on screen, instead of or prior to printing the report; 
2. Print results of the entire report/query or user selected page(s) to a user selected printer in a local network environment; and 
3. Export the report or query results electronically to a user specified location external to the system, in multiple formats, including: Acrobat PDF, RTF, comma-delimited text file, and tab-delimited text file. (Report and query output will not be stored within the system.)
o. For ad hoc queries and reports as well as predefined reports, the system must provide authorized users with a visual “progress indicator” during data extraction and report generation, and must allow users who execute a query or report to cancel execution prior to completion.
p. For both ad hoc and pre-defined reports, the system must, at authorized user option, include the report parameters and report execution date in report output.
q. Must make all stored queries and reports available for immediate generation and for batch generation.
r. Must provide information to authorized users that batch-executed reports are completed.
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Vendor shall provide voting equipment for absentee voting that meet or exceed the following requirements: 

Overview
a. The US EAC must have certified the voting equipment against VVSG 1.0 standard or higher. 
b. Provides all voters the opportunity to privately and independently cast his/her vote.
c. Shall be scalable – each voting device can handle a minimum of 1,000 complex ballot styles for an election, multiple languages, and various election configurations.
d. Voters’ choices shall be reflected on a paper record created by the voter or voting system that a voter can review before it is cast and that is suitable for a recount.
e. The voter should be able to activate the voting device and/or select accessibility features without poll worker assistance in a manner that results in the display of the correct ballot for the voter.
f. Voting machine that utilizes voter completed paper ballots should possess the capability to determine the intent of voter who does not mark his/her ballot according to the instructions. Further, the system must possess the capability to process normal variations in printing and scanning without requiring adjustment of the mark reading thresholds. 
g. Voting machine that utilizes voter completed paper ballots must possess the capability of processing a ballot with a blank second or back page if no election data flows to the second or back page. 
h. Voting equipment that utilizes voter completed paper ballots shall possess the capability of sorting write-ins, blanks, and over-votes on a high-speed scanning device and reporting write-in votes by race and election district.
i. Voting equipment that utilizes voter completed paper ballots shall possess the capability of processing ballots up to nineteen (19) inches.
j. Export results by election district and race onto multiple copies of paper, and onto removable media that can be read and securely transmitted to a secure location.
k. The absentee system should use standard paper instead of ballot stock and operate on a ballot on demand system using a COTS printer.


System Requirements, Performance and Capabilities

The system shall be used to count absentee ballots at central locations in each of the State’s three counties and shall meet the following requirements in addition to those mandated by the State’s legal requirements listed in Appendix B – Part 2 Voting Machines and by the VVSG versions 1.0, 1.1 or 2.0.


1. Accuracy

1. Have control logic and data processing methods to detect errors and provide a method for resolving errors on ballots which impede tabulation without human review while still allowing and supporting manual review mechanisms—but which does not require physical remaking of paper ballots;

1. Provide for the tabulation and reporting of write-in votes;

1. Accommodate multi-member districts whereby multiple votes are cast for more than one position in the same election;

1. In the event of the failure of a unit, retain a record of all votes cast prior to the failure; the unit shall provide for the audit of all records retained prior to the failure to determine if the records were affected by said failure.

1. Shall not count overvotes;

1. Shall record and report the number of undervotes and overvotes for each office and/or question on the ballot;

1. Shall count ballots from various Election Districts without requiring the system to be stopped, reset, etc. when encountering a different Election District; and

1. Shall provide a report after each batch of ballots have been counted that shows the   number of ballots counted in each batch as well as the number of ballots not counted.


2. Audit and Security

1. Provide that each voter’s ballot is secret and the voter cannot be identified by image, code or other methods

1. Provide printed records regarding the opening and closing of the polls and include the following:

1. Identification of election, including opening and closing date and times;

2. Identification of each unit;

3. Verification that all counters are set at zero; and

4. Identification of all ballot fields and all special voting options.

c. Prevent printing of results before the sequence of events required for closing of the polls are completed;

d. Any programmable memory device shall be sealed in the unit with means of tamper resistant and preventative measures; engineering level information by the vendor must be provided to the State of Delaware;

e. Allow for extraction of data from memory devices to a central host; and
Note: Digitally sign it. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.

f. Provide safeguards against unauthorized tampering of any system component. All components should exhibit trusted computing characteristics and be tamper resistant and preventative.


3. Building Absentee Ballots (ballot preparation and other services)


The Central Count Absentee System shall include the hardware and software required to accomplish the functions described below.

a. Absentee Ballot Specifications
I. For each election, the system shall provide each Department of Elections the capability to develop a database containing all necessary records and fields to build the ballots for each Election District in the county for primary, general and school elections. This includes:
1. Election specific data to include global settings as appropriate;
2. Political parties and appropriate logos;
3. Candidates;
4. Offices with links to the appropriate candidates;
5. Referendums with links to appropriate responses;
6. Election Districts with links to the appropriate Offices; and 
7. Reporting zone, if necessary (the location from which the results will be reported)

II. The vendor’s system shall provide the capability to create new elections, retain previously defined elections, and reuse previously defined elections. Such systems shall facilitate error-free definition of elections and their associated ballot layouts.

III. The vendor’s system shall provide proof sheets for each record so that the associated information can be verified.


b. Absentee Ballot Process
I. The vendor’s system shall provide a mechanism for defining the ballot, including the definition of the number of allowable choices for each office and contest, and special voting options such as write-in candidates. 

II. The vendor’s system shall generate all required master and distributed copies of the voting program in conformity with the definition of the ballot for each Election District. The systems operating the voting program must operate within a trusted computing environment – more specifically the full stack of the computer system must be cryptographically verifiable.

III. The distributed copies, resident or installed in each voting device, shall include all software modules required to monitor system status and generate machine-level audit reports, to accommodate device control functions performed by maintenance personnel, and to register and accumulate votes.

c. Absentee Ballot Validation
I. The vendor’s system shall provide a mechanism for executing test procedures that validate the correctness of election programming for each voting device and to insure that the ballot corresponds with the installed election program.

II. The vendor’s system shall be able to receive data electronically from the State’s Election Management System. 
Note: Verify it cryptographically. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.

III. The vendor’s system shall also be capable of transmitting accurate absentee results electronically to the State’s Election Management System.
Note: Digitally sign it. Refer to GSS_18809_ELECTIONS_SYS_rfp -> Technology requirements -> STANDARD PRACTICES for additional information. Specifically, Cryptography Standard, and Key Management Standard.

IV. The vendor’s system shall accommodate multiple languages. The system shall allow local election officials the ability to download information from software used to translate information to the appropriate language or the system should perform translations automatically with controls in place to ensure translations are accurate.


4. Ballot Printing

a. The vendor’s system shall provide the capability for the Departments of Elections to print ballots as needed. Each ballot shall have the minimum control information in text and barcode:
I. Ballot style; and
II. Election District.

b. The vendor’s system shall provide the capability to print ballots up to nineteen (19) inches. 

c. The voter shall make his/her selections by filling in an oval or rectangle located next to the name of the candidate.

d. Where the column format as shown in voting machine section is not possible, we desire that the system shall print the appropriate party logo to the left of each candidate’s name and/or the candidate’s party under his/her name.

e. Where ballot paper used in the system is not a COTS product, the vendor shall provide the Departments of Elections the capability to purchase the paper directly from the vendor or the vendor’s source.

5. Back-Up Power

The system shall have the capability to operate for at least 16 hours during power failures, power surges and other abnormal electrical occurrences. The vendor shall provide documentation of the backup system and its maintenance when not in use for elections. This back-up power capability shall engage immediately with no loss of data in the event of disruption of electrical connection, and power all system components. NOTE: We are willing to discuss alternatives to this requirement.

6. Speed of System

A single device (scanner or tabulator) shall count at least 50 ballots per minute.


7. Election Reporting Requirements

a. Provide printed results of the absentee votes by election district for each candidate for each office and/or each question, and cumulative results for each candidate for each office in the format specified by the State.

b. Provide a report for each Election District that shows the offices up for election, the candidates for each office and the absentee votes that each candidate receives for use at the Board of Canvas.

c. Provide a report that shows the number of ballots counted along with the overvotes and undervotes for each office and for each office by Election District. 

d. Each report shall show the name and date of the election.

e. Provide functionality to transmit election results via Secure File Transfer Protocol to the appropriate server over the State’s wide area network. 

f. Provide for the storage of election results in any version of software required, i.e., Access, Excel, PDF, ASCII and HTML.

g. Provide for election results to be produced in such a manner as to allow for easy copying for paper distribution upon request.




8. System Audit Log

The system audit log shall contain sufficient information to allow the auditing of all operations related to ballot tabulation, results consolidation, and report generation. It shall be created and maintained by the system in the sequence in which events and/or operations occurred.

9. Access to Election Data

Provisions shall be made for authorized access to absentee results after closing of the polls and prior to the publication of the official canvass of the vote. The system may be designed so that results may be transferred to an alternate database or device. Access to the alternate file shall in no way affect the control, processing, and integrity of the primary file or allow the primary file to be affected in any way.

10. Other Requirements

a. Devices should be transportable, without damage to internal circuitry;

b. Devices should withstand frequent loading and unloading, stacking, assembling, disassembling, reassembling, and heavy use, without damage to internal circuitry.

c. Devices should provide Election Officials with a method to immediately detect if a voting unit is not operating properly;

d. Devices should be “tamper-proof.”
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7a. Cryptography Standard




7b. Key Management (without PARR)






7c. Application Security Standard




7d. Web Application Security




7e. eSignature Policy
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		2016 General Election Deployment Data (adjusted for new splits)

		Election Districts that will be split before the 2018 General Election

		New Election Districts resulting from the splits

		The machine and poll worker data is from the 2016 General Election adjusted for the split districts.

		Sort		County		ED		RD		Building name		# Machines assigned		# poll workers assigned		Reg voters 10-1-2017

		1		N		01		01		P S DUPONT MIDDLE SCHOOL		3		9		1,156

		2		N		02		01		HARLAN ELEMENTARY SCHOOL		4		10		1,835

		3		N		03		01		P S DUPONT MIDDLE SCHOOL		3		9		1,363

		4		N		04		01		SHORTLIDGE ACADEMY		4		10		1,951

		5		N		05		01		THE PARK VIEW		4		10		1,731

		6		N		06		01		BAYNARD APARTMENTS		2		6		719

		7		N		07		01		WILMINGTON SENIOR CENTER		2		6		856

		8		N		08		01		DEPARTMENT OF LABOR		2		6		259

		9		N		09		01		MUSIC SCHOOL OF DELAWARE		3		8		1,263

		10		N		10		01		CRESTVIEW APARTMENTS		4		11		1,807

		11		N		11		01		P S DUPONT MIDDLE SCHOOL		2		7		955

		12		N		12		01		PAL OF WILMINGTON		2		6		662

		13		N		13		01		DEPARTMENT OF LABOR		3		9		1,203

		14		N		14		01		MT PLEASANT HIGH SCHOOL		3		8		955		 

		15		N		01		02		BANCROFT ELEMENTARY SCHOOL		5		12		2,271

		16		N		02		02		EAST SIDE CHARTER SCHOOL		2		6		762

		17		N		03		02		STUBBS ELEMENTARY SCHOOL		2		6		354

		18		N		04		02		LUTHER TOWERS - I		2		2		119

		19		N		05		02		PULASKI ELEMENTARY SCHOOL		3		9		1,382

		20		N		06		02		CARVEL STATE OFFICE BUILDING		3		8		1,255

		21		N		07		02		RICHARDSON PARK ELEM SCHOOL		3		9		1,225

		22		N		08		02		STUBBS ELEMENTARY SCHOOL		3		9		1,169

		23		N		09		02		RICHARDSON PARK ELEM SCHOOL		2		7		972

		24		N		10		02		CONNECTIONS/VICTORIOUS FAITH		4		11		1,756

		25		N		11		02		THOMAS EDISON CHARTER SCHOOL		4		10		1,799

		26		N		12		02		KINGSWOOD COMMUNITY CENTER		3		8		1,155

		27		N		17		02		CARVEL STATE OFFICE BLDG (FED)		1		3		676

		28		N		01		03		HILLTOP LUTHERAN NEIGHBORHOOD		3		9		1,381

		29		N		02		03		ZION LUTHERAN CHURCH		4		10		1,824

		30		N		03		03		CAB CALLOWAY SCHOOL OF ARTS		2		7		783

		31		N		04		03		QUAKER HILL PLACE APARTMENTS		4		11		1,744

		32		N		05		03		CONNECTIONS/VICTORIOUS FAITH		2		2		181

		33		N		06		03		HILLTOP LUTHERAN NEIGHBORHOOD		3		9		1,602

		34		N		07		03		CLAYMORE SENIOR CENTER		4		10		2,173

		35		N		08		03		BAYARD MIDDLE SCHOOL		3		10		1,567

		36		N		09		03		BAYARD MIDDLE SCHOOL		4		11		2,094

		37		N		10		03		CAB CALLOWAY SCHOOL OF ARTS		2		7		436

		38		N		01		04		HIGHLANDS ELEMENTARY SCHOOL		4		10		1,900

		39		N		02		04		DELAWARE ART MUSEUM		3		8		1,631

		40		N		03		04		IMMANUEL CHURCH HIGHLANDS		4		10		1,710

		41		N		04		04		LUTHER TOWERS - I		2		7		887

		42		N		05		04		CAB CALLOWAY SCHOOL OF ARTS		2		7		394

		43		N		06		04		LINCOLN TOWERS		3		8		1,506

		44		N		07		04		WESTMINSTER PRESBY CHURCH		4		10		1,686

		45		N		08		04		ST CATHERINE OF SIENA CHURCH		5		12		2,386

		46		N		09		04		HOLY TRINITY GREEK ORTHODOX CH		2		7		923

		47		N		10		04		WOODLAWN LIBRARY		2		7		336

		48		N		11		04		CAB CALLOWAY SCHOOL OF ARTS		4		11		1,575

		49		N		12		04		MCKEAN HIGH SCHOOL		4		10		1,714

		50		N		13		04		HOLY TRINITY GREEK ORTHODOX CH		2		7		306

		51		N		14		04		WOODLAWN LIBRARY		2		6		304

		52		N		15		04		TATNALL SCHOOL		2		6		626

		53		N		16		04		WOODLAWN LIBRARY		2		6		198

		54		N		01		05		BUENA VISTA CONFERENCE CENTER		4		10		2,172

		55		N		02		05		PLEASANTVILLE ELEM SCHOOL		3		9		1,269

		56		N		03		05		PLEASANTVILLE ELEM SCHOOL		3		9		1,309

		57		N		04		05		BEAR LIBRARY		4		11		1,725

		58		N		05		05		BEAR LIBRARY		3		9		1,440

		59		N		06		05		LEASURE ELEMENTARY SCHOOL		3		9		1,518

		60		N		07		05		EDEN SUPPORT SERVICES		3		9		1,211

		61		N		08		05		RED LION UNITED METH CHURCH		4		10		2,279

		62		N		09		05		VICTORY CHRISTIAN FELLOWSHIP		3		9		1,451

		63		N		10		05		VICTORY CHRISTIAN FELLOWSHIP		3		9		1,576

		64		N		01		06		MT PLEASANT ELEMENTARY SCHOOL		3		9		1,309

		65		N		02		06		LOMBARDY ELEMENTARY SCHOOL		4		11		1,748

		66		N		03		06		LOMBARDY ELEMENTARY SCHOOL		2		7		414

		67		N		04		06		HILLCREST-BELLEFONTE METH CH		3		9		1,341

		68		N		05		06		BRANDYWINE HUNDRED FIRE CO #1		4		11		1,901

		69		N		06		06		BRANDYWINE HUNDRED FIRE CO #1		3		9		980

		70		N		07		06		MARY CAMPBELL CENTER		4		10		1,217

		71		N		08		06		MT PLEASANT ELEMENTARY SCHOOL		5		13		2,262

		72		N		09		06		CARRCROFT ELEMENTARY SCHOOL		4		10		2,156

		73		N		10		06		BRANDYWINE HIGH SCHOOL		4		10		1,713

		74		N		11		06		LUTHERAN CHURCH/GOOD SHEPHERD		3		8		1,335

		75		N		12		06		EMMANUEL PRESBYTERIAN CHURCH		4		10		1,789

		76		N		01		07		MAPLE LANE ELEMENTARY SCHOOL		4		11		1,801

		77		N		02		07		FORWOOD ELEMENTARY SCHOOL		4		11		1,898

		78		N		03		07		FORWOOD ELEMENTARY SCHOOL		3		9		1,510

		79		N		04		07		CLAYMONT ELEMENTARY SCHOOL		5		12		2,593

		80		N		05		07		GILD HALL - ARDEN CLUB		2		6		865

		81		N		06		07		TRINITY PRESBYTERIAN CHURCH		3		8		1,077

		82		N		07		07		CLAYMONT BOYS & GIRLS CLUB		4		11		1,685

		83		N		08		07		LANCASHIRE ELEMENTARY SCHOOL		4		10		1,737

		84		N		09		07		MAPLE LANE ELEMENTARY SCHOOL		3		9		1,536

		85		N		10		07		RIVER CLUB APARTMENTS		5		12		2,272

		86		N		01		08		BUNKER HILL ELEMENTARY SCHOOL		3		9		1,360

		87		N		02		08		APPOQUINIMINK HIGH SCHOOL		4		10		2,160

		88		N		03		08		APPOQUINIMINK ACTIVITY CENTER		3		8		1,634

		89		N		04		08		REDDING MIDDLE SCHOOL		4		10		1,704

		90		N		05		08		MIDDLETOWN HIGH SCHOOL		5		12		2,655

		91		N		06		08		MEREDITH MIDDLE SCHOOL		4		10		2,009

		92		N		07		08		WATERS MIDDLE SCHOOL		4		11		1,916

		93		N		08		08		BUNKER HILL ELEMENTARY SCHOOL		3		9		1,822

		94		N		09		08		WATERS MIDDLE SCHOOL		2		7		382

		95		N		10		08		SILVER LAKE ELEMENTARY SCHOOL		4		10		1,883

		96		N		01		09		PORT PENN FIRE COMPANY		4		10		1,740

		97		N		02		09		OLD STATE ELEMENTARY SCHOOL		3		8		1,456

		98		N		03		09		SPRING MEADOW EARLY CHILD CTR		5		12		2,419

		99		N		04		09		BRICK MILL ELEMENTARY SCHOOL		2		6		1,086

		100		N		05		09		CROSSROADS PRESBYTERIAN CHURCH		4		10		2,294

		101		N		06		09		MOT CHARTER HIGH SCHOOL		3		8		1,545

		102		N		07		09		CEDAR LANE ELEMENTARY SCHOOL		2		6		774

		103		N		08		09		ST GEORGES TECHNICAL HIGH SCHL		3		8		1,345

		104		N		09		09		SMYRNA REST AREA		3		8		1,470

		104.1		N		10		09		OLD STATE ELEMENTARY SCHOOL		3		8		1,449

		104.2		N		11		09		MARION PROFFITT TRAINING CTR		2		7		952

		104.3		N		12		09		ST GEORGES TECHNICAL HIGH SCHL		3		8		1,296

		104.4		N		13		09		ST GEORGES TECHNICAL HIGH SCHL		4		10		1,682

		105		N		01		10		CONCORD HIGH SCHOOL		4		11		1,988

		106		N		02		10		SPRINGER MIDDLE SCHOOL		3		8		1,535

		107		N		03		10		CONCORD HIGH SCHOOL		3		9		1,425

		108		N		04		10		TALLEY MIDDLE SCHOOL		4		10		2,044

		109		N		05		10		HANBY ELEMENTARY SCHOOL		3		9		1,603

		110		N		06		10		HANBY ELEMENTARY SCHOOL		4		11		1,670

		111		N		07		10		SHIPLEY MANOR		4		10		1,989

		112		N		08		10		CLAYMONT BOYS & GIRLS CLUB		4		11		1,676

		113		N		09		10		CONCORD CHRISTIAN ACADEMY		3		8		1,394

		114		N		10		10		B'NAI B'RITH HOUSE		3		9		1,204

		115		N		01		11		TOWNSEND FIRE HALL		3		8		1,697

		116		N		02		11		IMMANUEL UNITED METH CHURCH		4		10		2,118

		117		N		03		11		TOWNSEND EARLY CHILDHOOD CNTR		4		10		1,807

		118		N		04		11		BLACKBIRD COMMUNITY CENTER		3		8		1,198

		119		N		01		12		CONCORD PRESBYTERIAN CHURCH		4		10		1,730

		120		N		02		12		ALDERSGATE METHODIST CHURCH		3		9		1,369

		121		N		03		12		ALDERSGATE METHODIST CHURCH		3		9		1,296

		122		N		04		12		A I DUPONT HIGH SCHOOL		3		8		1,260

		123		N		05		12		FIRST UNITARIAN CHURCH		4		10		1,815

		124		N		06		12		LOWER BRANDYWINE PRESBY CHURCH		2		6		805

		125		N		07		12		HOCKESSIN LIBRARY		3		8		1,382

		126		N		08		12		HENRY B DUPONT MIDDLE SCHOOL		4		11		1,722

		127		N		09		12		ACTIVITY CTR AT HOCKESSIN PAL		3		8		1,428

		128		N		10		12		HENRY B DUPONT MIDDLE SCHOOL		4		11		1,841

		129		N		11		12		COUNTRY HOUSE		3		8		1,587

		130		N		12		12		ACTIVITY CTR AT HOCKESSIN PAL		3		9		1,481

		131		N		13		12		COKESBURY VILLAGE		3		8		1,127

		132		N		14		12		MT LEBANON METHODIST CHURCH		3		8		1,067

		133		N		01		13		BALTZ ELEMENTARY SCHOOL		4		11		1,923

		134		N		02		13		MARBROOK ELEMENTARY SCHOOL		3		9		1,317

		135		N		03		13		DOUGLASS SCHOOL		2		7		541

		136		N		04		13		CONRAD SCHOOLS OF SCIENCE		4		11		1,773

		137		N		05		13		RICHARDSON PARK METHODIST CH		4		10		1,923

		138		N		06		13		CONRAD SCHOOLS OF SCIENCE		4		11		2,085

		139		N		07		13		BALTZ ELEMENTARY SCHOOL		2		7		682

		140		N		08		13		ELSMERE FIRE HALL		4		10		2,203

		141		N		09		13		ELSMERE TOWN HALL		4		10		1,750

		142		N		10		13		ELSMERE PUBLIC LIBRARY		2		6		790

		143		N		11		13		PULASKI ELEMENTARY SCHOOL		2		7		715

		144		N		12		13		DOUGLASS SCHOOL		1		1		18

		145		N		13		13		PULASKI ELEMENTARY SCHOOL		2		2		175

		146		N		14		13		CONRAD SCHOOLS OF SCIENCE		1		1		0

		147		N		01		15		SOUTHERN ELEMENTARY SCHOOL		5		13		2,357

		148		N		02		15		WILBUR ELEMENTARY SCHOOL		4		11		2,277

		149		N		03		15		SOUTHERN ELEMENTARY SCHOOL		4		11		2,316

		150		N		04		15		LEASURE ELEMENTARY SCHOOL		3		9		1,226

		151		N		05		15		OBERLE ELEMENTARY SCHOOL		5		13		2,836

		152		N		06		15		OBERLE ELEMENTARY SCHOOL		4		11		1,793

		153		N		07		15		WILBUR ELEMENTARY SCHOOL		4		11		1,732

		154		N		08		15		LEASURE ELEMENTARY SCHOOL		3		9		1,237

		155		N		09		15		WILBUR ELEMENTARY SCHOOL		2		7		773

		156		N		10		15		LEASURE ELEMENTARY SCHOOL		5		13		2,482

		157		N		01		16		EISENBERG ELEMENTARY SCHOOL		4		11		1,900

		158		N		02		16		ROSE HILL COMMUNITY CENTER		4		10		2,047

		159		N		03		16		DE LA WARR COMMUNITY CENTER		3		8		1,590

		160		N		04		16		MINQUADALE FIRE COMPANY		3		8		1,051

		161		N		05		16		MCCULLOUGH MIDDLE SCHOOL		4		10		1,924

		162		N		06		16		NEIGHBORHOOD HOUSE		3		8		1,437

		163		N		07		16		CASTLE HILLS ELEMENTARY SCHOOL		3		9		1,291

		164		N		08		16		CASTLE HILLS ELEMENTARY SCHOOL		4		11		1,977

		165		N		09		16		NEW CASTLE SENIOR CENTER		2		7		400

		166		N		10		16		NEW CASTLE SENIOR CENTER		4		11		1,767

		167		N		01		17		EISENBERG ELEMENTARY SCHOOL		3		9		1,416

		168		N		02		17		NUR SHRINERS (NUR TEMPLE)		5		14		2,624

		169		N		03		17		NUR SHRINERS (NUR TEMPLE)		4		11		1,951

		170		N		04		17		NEW CASTLE UNITED METH CHURCH		3		8		1,380

		171		N		05		17		READ MIDDLE SCHOOL		3		8		1,350

		172		N		06		17		DE TECH & COMM COLLEGE-STANTON		2		6		218

		173		N		07		17		HOWARD WESTON SENIOR CENTER		3		9		1,504

		174		N		08		17		WILLIAM PENN HIGH SCHOOL		3		8		991

		175		N		09		17		WILMINGTON MANOR ELEM SCHOOL		3		8		1,184

		176		N		10		17		HOWARD WESTON SENIOR CENTER		3		9		1,546

		177		N		11		17		CONNER BUILDING		4		10		1,977

		178		N		01		18		GALLAHER ELEMENTARY SCHOOL		5		13		2,477

		179		N		02		18		DE TECH & COMM COLLEGE-STANTON		3		9		1,503

		180		N		03		18		EDEN SUPPORT SERVICES		3		9		1,121

		181		N		04		18		UNION UNITED METHODIST CHURCH		4		11		1,993

		182		N		05		18		PLEASANTVILLE ELEM SCHOOL		4		11		1,614

		183		N		06		18		DELDOT CANAL DISTRICT		4		10		1,939

		184		N		07		18		GALLAHER ELEMENTARY SCHOOL		3		9		1,177

		185		N		08		18		ST ELIZABETH ANN SETON CHURCH		3		9		1,467

		186		N		09		18		UNION UNITED METHODIST CHURCH		3		9		1,337

		187		N		10		18		ST ELIZABETH ANN SETON CHURCH		2		7		900

		188		N		01		19		DELCASTLE TECHNICAL HIGH SCH		4		11		1,733

		189		N		02		19		PENIEL UNITED METHODIST CHURCH		3		8		1,382

		190		N		03		19		BRANDYWINE SPRINGS SCHOOL		3		8		1,483

		191		N		04		19		MILL CREEK FIRE COMPANY		4		10		1,797

		192		N		05		19		ST JAMES CHURCH PARISH HOUSE		4		10		1,779

		193		N		06		19		ST MARKS UNITED METHODIST CH		2		6		477

		194		N		07		19		STANTON MIDDLE SCHOOL		3		9		1,118

		195		N		08		19		STANTON MIDDLE SCHOOL		4		11		1,679

		196		N		09		19		MARBROOK ELEMENTARY SCHOOL		3		9		1,568

		197		N		10		19		DELAWARE STATE UNIVERSITY-WILM		3		8		1,052

		198		N		11		19		RICHEY ELEMENTARY SCHOOL		2		6		392

		199		N		12		19		DELCASTLE TECHNICAL HIGH SCH		3		9		1,307

		200		N		01		21		DICKINSON HIGH SCHOOL		2		7		863

		201		N		02		21		FOREST OAK ELEMENTARY SCHOOL		3		9		1,527

		202		N		03		21		DICKINSON HIGH SCHOOL		4		11		1,930

		203		N		04		21		WILSON ELEMENTARY SCHOOL		4		11		1,820

		204		N		05		21		SKYLINE MIDDLE SCHOOL		4		11		1,954

		205		N		06		21		SKYLINE MIDDLE SCHOOL		4		11		2,007

		206		N		07		21		MACLARY ELEMENTARY SCHOOL		2		7		232

		207		N		08		21		FOREST OAK ELEMENTARY SCHOOL		4		11		2,189

		208		N		09		21		DICKINSON HIGH SCHOOL		2		7		930

		209		N		10		21		LIMESTONE PRESBYTERIAN CHURCH		4		10		2,113

		210		N		11		21		SHUE-MEDILL MIDDLE SCHOOL		4		11		2,109

		211		N		01		22		NORTH STAR ELEMENTARY SCHOOL		4		11		1,692

		212		N		02		22		HOCKESSIN FIRE COMPANY		3		8		1,397

		213		N		03		22		NORTH STAR ELEMENTARY SCHOOL		4		11		1,627

		214		N		04		22		UNITARIAN UNIVERSLST/MILLCREEK		3		9		1,556

		215		N		05		22		NORTH STAR ELEMENTARY SCHOOL		5		13		2,324

		216		N		06		22		EBENEZER METHODIST CHURCH		2		7		765

		217		N		07		22		ST PHILIP'S LUTHERAN CHURCH		5		12		2,511

		218		N		08		22		WILSON ELEMENTARY SCHOOL		3		9		1,306

		219		N		09		22		EBENEZER METHODIST CHURCH		3		9		1,351

		220		N		10		22		WILLIAM COOKE ELEMENTARY SCHL		3		9		1,426

		221		N		11		22		LINDEN HILL ELEMENTARY SCHOOL		4		10		2,012

		222		N		12		22		WILLIAM COOKE ELEMENTARY SCHL		3		9		1,163

		223		N		01		23		NEWARK FREE LIBRARY		2		7		565

		224		N		02		23		FIRST PRESBYTERIAN CHURCH		4		10		1,780

		225		N		03		23		DOWNES ELEMENTARY SCHOOL		3		9		1,321

		226		N		04		23		DOWNES ELEMENTARY SCHOOL		4		11		1,980

		227		N		05		23		AETNA FIRE STATION #7		4		11		1,819

		228		N		06		23		MACLARY ELEMENTARY SCHOOL		4		11		1,783

		229		N		07		23		FIRST CHURCH OF THE NAZARENE		3		8		1,441

		230		N		08		23		GEORGE WILSON COMMUNITY CENTER		3		8		1,461

		231		N		09		23		UNITARIAN UNIVERSLST/MILLCREEK		2		7		608

		232		N		01		24		GAUGER-COBBS MIDDLE SCHOOL		4		11		2,013

		233		N		02		24		GAUGER-COBBS MIDDLE SCHOOL		4		11		1,960

		234		N		03		24		CHRISTIANA HIGH SCHOOL		3		9		1,351

		235		N		04		24		CHRISTIANA HIGH SCHOOL		3		9		999

		236		N		05		24		SHUE-MEDILL MIDDLE SCHOOL		4		11		2,199

		237		N		06		24		NEWARK HIGH SCHOOL		3		8		1,403

		238		N		07		24		JENNIE SMITH ELEMENTARY SCHOOL		4		10		2,007

		239		N		08		24		KIRK MIDDLE SCHOOL		4		10		1,836

		240		N		09		24		BROOKSIDE ELEMENTARY SCHOOL		3		9		1,023

		241		N		10		24		BROOKSIDE ELEMENTARY SCHOOL		3		9		1,596

		242		N		01		25		NEWARK FREE LIBRARY		3		9		1,423

		243		N		02		25		MCVEY ELEMENTARY SCHOOL		3		9		1,410

		244		N		03		25		WEST PARK PLACE ELEM SCHOOL		4		10		1,569

		245		N		04		25		MCVEY ELEMENTARY SCHOOL		3		9		1,453

		246		N		05		25		LIGHTHOUSE BAPTIST CHURCH		3		9		1,480

		247		N		06		25		LIGHTHOUSE BAPTIST CHURCH		4		11		1,896

		248		N		07		25		MCVEY ELEMENTARY SCHOOL		4		11		1,921

		249		N		08		25		GLASGOW HIGH SCHOOL		2		7		829

		250		N		01		26		GLASGOW HIGH SCHOOL		4		11		1,795

		251		N		02		26		GLASGOW HIGH SCHOOL		3		9		1,506

		252		N		03		26		JONES ELEMENTARY SCHOOL		3		9		1,248

		253		N		04		26		CHRISTIANA HIGH SCHOOL		4		11		1,900

		254		N		05		26		THURGOOD MARSHALL ELEM SCHOOL		5		13		2,248

		255		N		06		26		THURGOOD MARSHALL ELEM SCHOOL		4		11		1,804

		256		N		07		26		THURGOOD MARSHALL ELEM SCHOOL		4		11		2,168

		257		N		08		26		JONES ELEMENTARY SCHOOL		2		7		521

		258		N		09		26		GREATER NWK BOYS & GIRLS CLUB		5		12		2,873

		259		N		01		27		LOSS ELEMENTARY SCHOOL		5		13		2,478

		260		N		02		27		BRADER ELEMENTARY SCHOOL		3		8		1,444

		261		N		03		27		HODGSON VO-TECH HIGH SCHOOL		3		9		1,443

		262		N		04		27		HODGSON VO-TECH HIGH SCHOOL		4		11		1,958

		263		N		05		27		KEENE ELEMENTARY SCHOOL		4		11		1,932

		264		N		06		27		KEENE ELEMENTARY SCHOOL		3		9		1,567

		265		N		07		27		GOOD SHEPHERD BAPTIST CHURCH		2		6		667

		266		N		08		27		HODGSON VO-TECH HIGH SCHOOL		4		11		2,102

		267		N		09		27		LOSS ELEMENTARY SCHOOL		4		11		1,948

		268		N		10		27		NEW CASTLE CONSERVATION CENTER		4		10		2,121

		269								Total New Castle County		899		2,479		404,254

		301		K		05		11		KENTON SCHOOL		4		13		2,038

		302		K		06		11		HARTLY FIRE HALL		4		13		1,983

		303		K		07		11		KENTON RURITAN CLUB		3		11		1,918

		304		K		08		11		HARTLY FIRE HALL		2		7		949

		305		K		09		11		MARYDEL FIRE HALL		2		8		1,012

		306		K		10		11		FRED FIFER MIDDLE SCHOOL		2		8		992

		307		K		01		28		SMYRNA MIDDLE SCHOOL		3		11		1,780

		308		K		02		28		LEVIN CENTER		3		10		1,422

		309		K		03		28		CITIZENS HOSE FIRE CO NO 1		3		11		1,821

		310		K		04		28		SUNNYSIDE ELEMENTARY SCHOOL		4		12		2,262

		311		K		05		28		SUNNYSIDE ELEMENTARY SCHOOL		2		8		1,232

		312		K		06		28		CITIZENS HOSE FIRE CO NO 1		3		11		1,505

		313		K		07		28		LEIPSIC FIRE HALL		3		11		1,589

		314		K		08		28		LEIPSIC FIRE HALL		2		8		575

		315		K		09		28		DEL TECH CORP TRAINING CENTER		2		8		1,184

		316		K		10		28		TOWNE POINT ELEMENTARY SCHOOL		2		8		1,240

		317		K		11		28		LITTLE CREEK FIRE HALL		2		9		512

		318		K		12		28		SUNNYSIDE ELEMENTARY SCHOOL		2		8		240

		319		K		13		28		LEIPSIC FIRE HALL		2		8		448

		320		K		14		28		LEIPSIC FIRE HALL		2		8		782

		321		K		01		29		CLAYTON FIRE HALL  		5		11		3,155

		322		K		02		29		CLAYTON FIRE HALL  		2		7		302

		323		K		03		29		CHESWOLD FIRE HALL		4		13		2,283

		324		K		04		29		CHESWOLD FIRE HALL		2		8		1,414

		325		K		05		29		CHESWOLD FIRE HALL		2		8		1,109

		326		K		06		29		CHESWOLD FIRE HALL		4		11		2,354

		327		K		07		29		DEL TECH CORP TRAINING CNTR		2		8		1,161

		328		K		08		29		STATE FIRE SCHOOL		4		11		2,259

		329		K		09		29		FRED FIFER MIDDLE SCHOOL		3		12		1,778

		330		K		10		29		FRED FIFER MIDDLE SCHOOL		2		8		329

		331		K		11		29		STATE FIRE SCHOOL		2		8		431

		332		K		12		29		STATE FIRE SCHOOL		2		8		236

		333		K		13		29		NELLIE STOKES  ELEM SCHOOL		2		8		423

		334		K		01		30		WILLOW GROVE CHURCH OF GOD		2		8		1,159

		335		K		02		30		RURITAN CLUB VIOLA		2		8		494

		336		K		03		30		FELTON FIRE HALL		3		12		1,729

		337		K		04		30		FELTON FIRE HALL		3		10		1,851

		338		K		05		30		LAKE FOREST HIGH SCHOOL		3		12		1,715

		339		K		06		30		LAKE FOREST HIGH SCHOOL		2		8		659

		340		K		07		30		HARRINGTON FIRE HALL		2		8		582

		341		K		08		30		HARRINGTON FIRE HALL		4		12		2,054

		342		K		09		30		HARRINGTON FIRE HALL		3		11		1,736

		343		K		10		30		HOUSTON FIRE HALL		2		8		991

		344		K		11		30		FARMINGTON FIRE HALL		2		8		1,071

		345		K		12		30		FARMINGTON FIRE HALL		2		9		1,141

		346		K		01		31		DEL TECH CORP TRAINING CNTR		2		8		570

		347		K		02		31		STATE FIRE SCHOOL		3		11		1,672

		348		K		03		31		BPOE #1903 ELKS 		3		12		1,682

		349		K		04		31		NORTH DOVER ELEM SCHOOL		3		10		1,523

		350		K		05		31		BPOE #1903 ELKS 		4		12		1,807

		351		K		06		31		WILLIAM HENRY MIDDLE SCHOOL		4		12		2,107

		352		K		07		31		WILLIAM HENRY MIDDLE SCHOOL		3		11		1,662

		353		K		08		31		BPOE #1903 ELKS 		2		9		1,040

		354		K		09		31		FAIRVIEW ELEM SCHOOL		2		8		1,039

		355		K		10		31		SOUTH DOVER ELEM SCHOOL		2		9		913

		356		K		11		31		WILLIAM HENRY MIDDLE SCHOOL		2		7		1,029

		357		K		16		31		FEDERAL VOTING DISTRICT-KENT		1		3		47

		358		K		01		32		EAST DOVER ELEM SCHOOL		3		12		1,737

		359		K		02		32		SOUTH DOVER ELEM SCHOOL		2		9		1,172

		360		K		03		32		W REILY BROWN ELEM SCHOOL		3		12		1,500

		361		K		04		32		W.B. SIMPSON ELEM SCHOOL		2		7		60

		362		K		05		32		W REILY BROWN ELEM SCHOOL		3		12		1,722

		363		K		06		32		LITTLE CREEK FIRE HALL		2		8		368

		364		K		07		32		EAST DOVER ELEM SCHOOL		4		12		2,138

		365		K		08		32		LITTLE CREEK FIRE HALL		2		8		497

		366		K		09		32		EAST DOVER ELEM SCHOOL		3		11		1,318

		367		K		10		32		W REILY BROWN ELEM SCHOOL		2		8		735

		368		K		11		32		ALLEN FREAR ELEM SCHOOL		3		11		1,423

		369		K		12		32		F. NEIL POSTLETHWAIT SCHOOL		2		8		1,239

		370		K		01		33		RURITAN CLUB VIOLA		2		8		611

		371		K		02		33		F. NEIL POSTLETHWAIT SCHOOL		3		10		1,505

		372		K		03		33		MAGNOLIA FIRE HALL		4		12		2,158

		373		K		04		33		LAKE FOREST EAST ELEM SCHOOL		4		12		2,133

		374		K		05		33		LAKE FOREST EAST ELEM SCHOOL		3		10		1,979

		375		K		06		33		LAKE FOREST HIGH SCHOOL		2		8		281

		376		K		07		33		HOUSTON FIRE HALL		2		9		1,311

		377		K		08		33		MILFORD HIGH SCHOOL		4		13		2,230

		378		K		09		33		MILFORD HIGH SCHOOL		5		12		2,529

		379		K		10		33		FREDERICA FIRE HALL		3		11		1,509

		380		K		01		34		W.B. SIMPSON ELEM SCHOOL		4		13		1,985

		381		K		02		34		NELLIE STOKES 		2		9		1,023

		382		K		03		34		CAESAR RODNEY HIGH SCHOOL		4		12		2,394

		383		K		04		34		RURITAN CLUB VIOLA		2		9		819

		384		K		05		34		POLYTECH HIGH SCHOOL		4		13		2,332

		385		K		06		34		POLYTECH HIGH SCHOOL		2		8		877

		386		K		07		34		F. NEIL POSTLETHWAIT SCHOOL		2		9		1,220

		387		K		08		34		ALLEN FREAR ELEM SCHOOL		4		13		2,198

		388		K		09		34		STAR HILL ELEM 		4		13		2,196

		389		K		10		34		POLYTECH HIGH SCHOOL		4		13		2,690

		390		K		11		34		FRED FIFER III MIDDLE SCHOOL  		2		9		83

		391		K						Total Kent County		246		882		120,963

		401		S		01		14		LEWES FIRE HALL		4		14		4,175

		402		S		02		14		CAPE HENLOPEN HIGH SCHOOL		4		14		3,145

		403		S		03		14		REHOBOTH FIRE HALL		4		14		3,032

		404		S		04		14		BEACON MIDDLE SCHOOL   		4		14		3,641

		405		S		05		14		LEWES-REHOBOTH FIRE STA. NO.3		4		14		3,333

		406		S		06		14		REHOBOTH FIRE CO. STA. NO. 2		3		11		2,019

		407		S		07		14		REHOBOTH ELEMENTARY SCHOOL		3		11		1,762

		408		S		01		20		MILTON ELEMENTARY SCHOOL		3		11		1,790

		409		S		02		20		MARINER MIDDLE SCHOOL		4		14		3,128

		410		S		03		20		H.O. BRITTINGHAM SCHOOL		4		14		3,154

		411		S		04		20		COOL SPRING PRES CHURCH HALL		4		14		3,516

		412		S		05		20		SHIELDS ELEMENTARY SCHOOL		4		14		4,097

		413		S		06		20		CAPE HENLOPEN HIGH SCHOOL		4		14		2,118

		414		S		07		20		LEWES SCHOOL		4		14		2,673

		415		S		08		20		HARBESON CHURCH HALL		2		9		604

		416		S		09		20		MILTON FIRE HALL		2		9		381

		417		S		10		20		BEACON MIDDLE SCHOOL   		2		9		382

		418		S		01		35		GREENWOOD FIRE HALL		4		14		3,697

		419		S		02		35		BRIDGEVILLE FIRE HALL		4		14		3,231

		420		S		03		35		WOODBRIDGE MIDDLE SCHOOL		3		11		1,834

		421		S		04		35		DEL TECH HIGHER ED BLDG		4		14		2,794

		422		S		05		35		SUSSEX TECH HIGH SCHOOL		2		9		738

		423		S		06		35		REDDEN COMMUNITY HALL		2		9		1,044

		424		S		07		35		ELLENDALE FIRE HALL		3		11		1,795

		425		S		01		36		LULU ROSS ELEMENTARY SCHOOL		4		14		2,445

		426		S		02		36		MISPILLION ELEMENTARY SCHOOL		4		14		2,224

		427		S		03		36		LULU ROSS ELEMENTARY SCHOOL		4		14		2,615

		428		S		04		36		MORRIS EARLY LEARNING CENTER		2		9		1,500

		429		S		05		36		MEMORIAL FIRE CO. STA. NO.2		2		9		1,261

		430		S		06		36		ELLENDALE FIRE HALL		3		11		2,110

		431		S		07		36		SLAUGHTER NECK COMMUNITY CENTER		3		11		1,809

		432		S		08		36		DEL TECH JASON BLDG		2		9		354

		433		S		09		36		GEORGETOWN MIDDLE SCHOOL		2		9		160

		434		S		10		36		MEMORIAL FIRE CO. STA. NO.2		2		9		218

		435		S		11		36		DEL TECH JASON BLDG		2		9		403

		436		S		01		37		N. GEORGETOWN ELEMENTARY SCHOOL		3		11		2,287

		437		S		02		37		GEORGETOWN ELEMENTARY SCHOOL		3		11		1,680

		438		S		03		37		ZOAR CHURCH HALL		4		14		3,117

		439		S		04		37		LONG NECK ELEMENTARY SCHOOL		4		14		3,344

		440		S		05		37		INDIAN RIVER FIRE HALL		4		14		2,882

		441		S		06		37		MID SUSSEX RESCUE SQUAD		3		11		2,030

		442		S		07		37		INDIAN RIVER FIRE CO. SUB STATION		3		11		1,853

		443		S		01		38		INDIAN RIVER HIGH SCHOOL		4		14		2,824

		444		S		02		38		MILLVILLE FIRE HALL		4		14		3,354

		445		S		03		38		LORD BALTIMORE ELEMENTARY SCHOOL		4		14		3,230

		446		S		04		38		BETHANY BEACH FIRE HALL		4		14		2,605

		447		S		05		38		FENWICK ISLAND TOWN HALL		3		11		1,960

		448		S		06		38		ROXANA FIRE HALL		4		14		3,049

		449		S		07		38		ROXANA FIRE HALL		4		14		3,388

		450		S		08		38		SELBYVILLE MIDDLE SCHOOL		3		11		1,747

		451		S		01		39		SEAFORD MIDDLE SCHOOL		3		11		2,134

		452		S		02		39		SEAFORD SENIOR HIGH SCHOOL		4		14		2,932

		453		S		03		39		SEAFORD SENIOR HIGH SCHOOL		3		11		1,787

		454		S		04		39		SEAFORD CITY HALL		3		11		2,132

		455		S		05		39		WEST SEAFORD ELEMENTARY SCHOOL		3		11		1,683

		456		S		06		39		BLADES FIRE HALL		4		14		2,673

		457		S		07		39		BLADES ELEMENTARY SCHOOL		3		11		1,999

		458		S		01		40		NORTH LAUREL ELEMENTARY SCHOOL		3		11		1,687

		459		S		02		40		NEW LAUREL MIDDLE SCHOOL		4		14		3,129

		460		S		03		40		LAUREL FIRE HALL		3		11		1,704

		461		S		04		40		LAUREL HIGH SCHOOL		4		14		2,204

		462		S		05		40		LAUREL HIGH SCHOOL		2		9		1,447

		463		S		06		40		DELMAR FIRE HALL		3		11		2,094

		464		S		07		40		DELMAR HIGH SCHOOL		4		14		2,810

		465		S		08		40		DOT TRANSPORTATION BLDG		2		9		1,167

		466		S		01		41		GUMBORO FIRE HALL		4		14		2,330

		467		S		02		41		E. MILLSBORO ELEMENTARY SCHOOL		4		14		2,958

		468		S		03		41		FRANKFORD FIRE HALL		3		11		1,639

		469		S		04		41		DAGSBORO FIRE HALL		2		9		1,507

		470		S		05		41		MILLSBORO FIRE HALL		4		14		3,346

		471		S		06		41		MILLSBORO CIVIC CENTER		2		9		1,337

		472		S		07		41		SELBYVILLE FIRE HALL 		3		11		1,759

		473		S		08		41		SUSSEX CENTRAL HIGH SCHOOL		2		9		975

		474		S		16		41		FEDERAL DISTRICT		1		3		86

		474								TotaL Sussex County		238		876		160,051

										State Total		1,383		4,237		685,268
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				Menu Navigation:- Accounts Payable -> Vouchers -> Add/Update -> Quick Invoice Entry
This interface is using Component Interface based on Quick Invoice Entry component in Add mode and uses "complete" quick invoice template

				Payment Vouchers Inbound File Layout

				File Name		DAP001_DDDDDD.txt		DDDDDD = 6 Digit DeptID

				Format		Fixed Length

				The File should be sorted in BUSINESS_UNIT, INVOICE_ID, INVOICE_DT, VOUCHER_ID, VOUCHER_LINE_NUM and DISTRIB_LINE_NUM

				PeopleSoft																				DFMS

				PS Field Descr		Description		Field Name		Start		End		Length		Type		Default		Format		Required		Field Name		Description		Length		Type		Format

		Voucher Header		Business Unit		A Business Unit is an identifier for an organization recording business transactions and the Business Unit for the State of Delaware will default to one common value "STATE".  The AP Business Unit will default to "STATE" as well.  The DeptID will segregate transactions for each state organization within the common Business Unit.		BUSINESS_UNIT		1		5		5		CHARACTER		STATE				Y

				Invoice Number		A Vendor Invoice is required for all vouchers.  An error will be issued if the number is a duplicate within the Business Unit for the same Vendor and with the same invoice date.		INVOICE_ID		6		35		30		CHARACTER						Y		Vendor Invoice #				15		C

				Invoice Date		The date of the vendor's invoice; not the date of entry.  The required format is MM/DD/YYYY.		INVOICE_DT		36		45		10		DATE				MM/DD/YYYY		Y		Record date				6		C

				Voucher ID		The Voucher ID is an identifier for a transaction and will be systematically assigned.  The next sequential number is assigned by defaulting "NEXT" in this field.		VOUCHER_ID		46		53		8		CHARACTER		NEXT				Y		Transaction#				11		C

				Short Vendor Name		The Short Vendor Name will be the first ten characters of the Vendor name.  Each Short Vendor Name will systematically be assigned a four character suffix when the Vendor is saved to make each Short Vendor Name unique if the Vendor Short Name for more than one Vendor is the same.		VENDOR_NAME_SHORT		54		67		14		CHARACTER								Vendor name				30		C

				Goods/Service Date		Voucher header will have goods/service date		USER_VCHR_DATE		54		63		10		DATE						Y

				Vendor ID		Vendor ID existing in PeopleSoft FSF		VENDOR_ID		64		73		10		CHARACTER						Y

				TIN		TIN Number of Vendor		TIN		74		93		20		CHARACTER						N		Vendor code		TIN		9		C

				Vendor Location		Vendor Location		VDNR_LOC		94		103		10		CHARACTER						Y

				Invoice Address		Address sequence number		ADDRESS_SEQ_NUM		104		108		5		NUMBER						Y

				Remitting Address		Remitting address sequence number		REMIT_ADDR_SEQ_NUM		109		113		5		NUMBER						Y

				Gross Invoice Amount		The Gross Invoice Amount or Total is the sum of all invoice lines, which should equal the sum of all distribution lines, plus any non-merchandise amounts.		GROSS_AMT		114		141		23.3		SIGNED_NUMBER						Y		Document total				14		C

				Payment Handling Code		Payment Handling Code		PYMNT_HANDLING_CD		142		143		2		CHARACTER						Y

				Origin		Each transaction must have a valid origin when entered into AP which identifies the source of the transaction such as online or interfaced.  The Interface template will automatically default to INF.		ORIGIN						3		CHARACTER		INF

				Voucher Style		For State Vendor payments, the regular voucher style will be used.  The default for the PV upload will be REG.		VOUCHER_STYLE						4		CHARACTER		REG

				Build Status		The identifier for the system to know which transactions to pick up for building vouchers.  This will default to B in the template.		VCHR_BLD_STATUS						1		CHARACTER		B

				Comments		Comments URL on the Header		DESCR254_MIXED		595		848		254		CHARACTER

		Voucher Line		PO Business Unit		A PO Business Unit is required if there is a purchase order reference.  It has been determined that the PO Business Unit will be a single business unit "STATE".		BUSINESS_UNIT_PO_0		144		148		5		CHARACTER						If PO based PV then it's required

				PO Number		The number of the purchase order being referenced.		PO_ID		149		158		10		CHARACTER						If PO based PV then it's required		Ref transaction #				11		C

				PO Line Number		This identifies which line in the PO to be used in creating the voucher line.		LINE_NBR		159		163		5		NUMBER						If PO based PV then it's required		Ref line #				2		C

				PO Schedule Number		Every line on the PO has one or more Schedule Line numbers.  The schedule provides the ship to location and delivery date and prints on the PO.		SCHED_NBR		164		166		3		NUMBER						If PO based PV then it's required

				Voucher Line Number		Sequential number for each invoice line. It will be used for direct claim vouchers		VOUCHER_LINE_NUM		167		171		5		NUMBER						Y		Document line #				2		C

				Distribute By		Distribute by Amount or Quantity		DISTRIB_MTHD_FLG		172		172		1		CHARACTER						Y

				Ship to Location		Ship to Location		SHIPTO_ID		173		182		10		CHARACTER						Y

				Item ID		Item ID		INV_ITM_ID		183		200		18		CHARACTER						N

				Quantity Vouchered		The Quantity that is being paid for on an Invoice.		QTY_VCHR		201		217		11.4		SIGNED_NUMBER						Y

				Unit Price		This is used for all transactions.  It is the unit price per quantity and unit of measure.		UNIT_PRICE		218		234		10.5		SIGNED_NUMBER						Y

				Merchandise Amt (Line Amount)		Line amount		MERCHANDISE_AMT		235		262		23.3		SIGNED_NUMBER						Y		Line Amount				14		C

				Description		Invoice Line Description		DESCR		263		292		30		CHARACTER						Y

				Category Code		UNSPSC Category Code		CATEGORY_CD		293		310		18		CHARACTER						Y

				Witholding Switch		Withholding applicable		WTHD_SW		311		311		1		CHARACTER						N

				Withholding Code		Withholding Code		WTHD_CD		312		316		5		CHARACTER						It's required if WTHD_SW = 'Y'

		Voucher Distribution Line		Distribution Line Number		Sequential number for each distribution line (line of coding).		DISTRIB_LINE_NUM		317		321		5		NUMBER						Y		Detail line #				2		C

				Distribution Quantity Vouchered		Quantity on distribution line		QTY_VCHR_CNVT		322		338		11.4		SIGNED_NUMBER						Y

				Distribution Line Amount		Distrbution Line Amount		MERCHANDISE_AMT_VC		339		366		23.3		SIGNED_NUMBER						Y

				GL Business Unit		The General Ledger Business Unit where the Payables Business Unit is mapped.		BUSINESS_UNIT_GL		367		371		5		CHARACTER		STATE				Y

				Account		The Account code is the GL account from the Chart of Accounts to which the revenue or expense is being posted.  Account replaces the DFMS Object code and Revenue code.		ACCOUNT		372		381		10		CHARACTER						Y		Object				4		C

				Department		The Department/Division/Budget Unit in DFMS will map to the FSF DeptID field.		DEPTID		382		391		10		CHARACTER						Y		Dept + Orgn				6		C

				Operating Unit		The Operating Unit is an optional field to map the IBU and MBU from DFMS.		OPERATING_UNIT		392		399		8		CHARACTER						N		Orgn (last 4)				4		C

				Fund Code		The Fund codes in DFMS will be mapped to FSF Funds and will remain a 3 digit number.		FUND_CODE		400		404		5		CHARACTER						Y		Fund				3		C

				Appropriation		The appropriations in DFMS will be mapped to FSF appropriations.		CLASS_FLD		405		409		5		CHARACTER						Y		Approp code				4		C

				Program Code		Optional program code field.  The program code is used to track unique expenses across varying funding sources.		PROGRAM_CODE		410		414		5		CHARACTER						N

				Budget Reference		The budget fiscal year reference in YYYY format.		BUDGET_REF		415		422		8		CHARACTER						Y		Budget FY				4		C

				School Code		This will be a code used solely by the school to identify schools.		CHARTFIELD1		423		432		10		CHARACTER						N

				DE Activity		DE Activity ID		CHARTFIELD2		433		442		10		CHARACTER						N

				DE Resource Category		This field will be used to pass the Project Costing BU values to T&L/Payroll, then to GL.		CHARTFIELD3		443		452		10		CHARACTER						N

				PC Business Unit		The Project Costing Business Unit associated with a Project.  Any agency receiving either Grant or Capital funds will have its own Business Unit.		BUSINESS_UNIT_PC		453		457		5		CHARACTER						Required if Any of the below fields are entered
Project, Activity, Category

				Project		The Project ID is the unique identifier for a project.  Capital projects will incorporate intelligent numbering.  Pure grant projects will use the "NEXT" number feature in PSFT.		PROJECT_ID		458		472		15		CHARACTER						Required If PC BU Entered

				Activity		The Activity ID is associated with the Project.  It is the cost element of a project to which a budget may be attached.  It is similar to a Reporting Category in DFMS.		ACTIVITY_ID		473		487		15		CHARACTER						Required If PC BU and PROJECT Entered		Activity				4		C

				Category		This field varies again by agency as above to supplement the Resource_Type Value.		RESOURCE_CATEGORY		488		492		5		CHARACTER						N		Reporting Category				4		C

				Subcategory		This field is not in use at this time but is reserved for agency use in the future as the need may arise.		RESOURCE_SUB_CAT		493		497		5		CHARACTER						N

				AM Business Unit		This is where the transactions identified as assets will be stored.  There will be two; CAPTL for Capital Expenditures and NOCAP for those assets which do not meet the state thresholds.		BUSINESS_UNIT_AM		498		502		5		CHARACTER						N

				Asset Profile ID		An Asset Profile is a template that contains standard criteria for an asset and is used to streamline data entry.  Each asset will have an asset profile and the values set up in the profile linked to the asset will default into the pages when an asset is added.		PROFILE_ID		503		512		10		CHARACTER						N

				Asset ID		Asset Identification		ASSET_ID		513		524		12		CHARACTER						N

				Pymnt Message		Payment Message/note		PYMNT_MESSAGE		525		594		70		CHARACTER						N





Codes and Values

		

		PS Field Descr		Field Name		Existing or need List		List of Values

		Item ID		INV_ITEM_ID_1		Should there be a list for this???		Will be a Query

		Category Code		CATEGORY_CD		Need a list for this		Will be a Query

		GL Business Unit		BUSINESS_UNIT_GL		Should there be a list for this???		STATE

		PC Business Unit		BUSINESS_UNIT_PC		Should there be a list for this???		GL Cross-Walks has the values on the Activity sheet

		Project		PROJECT_ID		Should there be a list for this???		GL Cross-Walks has the values on the Activity sheet

		Activity		ACTIVITY_ID		Should there be a list for this???		GL Cross-Walks has the values on the Activity sheet

		Source Type		RESOURCE_TYPE		Should there be a list for this???		Not Applicable

		Category		RESOURCE_CATEGORY		Need a list for this		Not Applicable

		Subcategory		RESOURCE_SUB_CAT		Need a list for this		Not Applicable

		Accounting Entry Type		DST_ACCT_TYPE		Need a list for this		DST

		Unit of Measure		UNIT_OF_MEASURE		Need a list for this		EA

		Receiving Business Unit		BUSINESS_UNIT_RECV_1		Need a list for this		STATE

		AM Business Unit		BUSINESS_UNIT_AM		Need a list for this		CAPTL - Capital Assets
NOCAP - Non-Capital Assets

		Asset Profile ID		PROFILE_ID		Need a list for this		AUTO - Automobile
BUILDING - Building
EASEMENT - Easement
EQUIP - Equipment
ROADS - Roads
BLDG IMPRV - Building Improvement
FURN & FIX - Furniture and Fixture
SOFTWARE - Software
LAND - Land
BRIDGES - Bridges
LAND IMPRV - Land Improvement

		Withholding Codes		WTHD_CODE		M01
M02
M03
M04
M05
M06
M07
M08
M10
M13
M14
G01
G02
G04
G06
G07
I01
I02
I03
I04
I05
I06		Rents
Royalties
Prizes, Awards, etc.
Federal Income Tax Withheld
Fishing Boat Proceeds
Medical and Health Care Pymnts
Non-Employee Compensation
Substitute Payments
Crop Insurance Proceeds
Excess Golden Parachute Pymnts
Gross Attorney Proceeds
Unemployment Compensation
State/Local Tax Refunds, etc.
Federal Income Tax Withheld
Taxable Grants
Agriculture Payments
Interest Income not in class 3
Early Withdrawal Penalty
Interest on US Savings Bonds
Federal income tax withheld
Investment Expenses
Foreign Tax paid

		Payment Handling Code		PYMNT_HANDLING_CD		Need a list for this		PR - Payroll Vendor Checks
CA - Call Agency/School for pick up
RA - Return to Agency/Schl by mail
TR - Return to DelDOT
ST - Return to OST
CT - Return to Courts
DN - Return to DNREC
DH - Return to DHSS
RE - Regular Payments
10 - Caesar Rodney School District
13 - Capital School District
15 - Lake Forest School District
16 - Laurel School District
17 - Cape Henlopen School District
18 - Milford School District
23 - Seaford School District
24 - Smyrna School District
29 - Appoquinimink School District
31 - Brandywine School District
32 - Red Clay School District
33 - Christina School District
34 - Colonial School District
35 - Woodbridge School District
36 - Indian River School District
37 - Delmar School District
38 - New Castle County VoTech
39 - Polytech School District
40 - Sussex Tech VoTech
70 - Charter School of Wilmington
71 - Positive Outcome Charter
72 - East Side Charter School
73 - Cantwell Bridge Charter Acad
74 - Campus Community Charter
75 - Maurice J. Moyer
76 - Edison Charter School
77 - Sussex Academy of Arts/Science
79 - Delaware Military Academy
80 - Family Foundation Academy
81 - Sussex County Charter School
82 - Kuumba Academy Charter
83 - Archway Charter School
84 - Marion T. Academy
85 - Academy of Dover
86 - Odyssey Charter School
87 - Providence Creek Academy
88 - MOT Charter School
89 - Newark Charter School





Reconciling Line Amounts

		





An Accounts Payable Voucher is identified into three parts  –  Header, Line and  Distribution line. The Voucher has one Header, may have one or more Voucher  Lines and each Voucher Line must have one but could have one or more  Distribution Lines.      When the or ganizations send the inbound voucher file as part of the interface, it  is important that the sum of the Distribution Lines equal the amount of the  related Invoice Line and the sum of the Invoice Lines must equal the related  Header Amount.      If this is not  the case then the voucher will be built successfully but will remain in  Recycle status in FSF. A voucher that is in recycle status will not be picked up for  budget checking, approval, posting and payment. The organization will be able to  correct the vouche r online in FSF but then the data in their legacy system and AP  in FSF will be out of sync.     To avoid the above situation, the FSF Interface Team recommends that the  organizations validate the amounts as mentioned above before the file is  submitted to the  SFTP server for interfacing.    
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An Accounts Payable Voucher is identified into three parts – Header, Line and Distribution line. The Voucher has one Header, may have one or more Voucher Lines and each Voucher Line must have one but could have one or more Distribution Lines. 



When the organizations send the inbound voucher file as part of the interface, it is important that the sum of the Distribution Lines equal the amount of the related Invoice Line and the sum of the Invoice Lines must equal the related Header Amount. 



If this is not the case then the voucher will be built successfully but will remain in Recycle status in FSF. A voucher that is in recycle status will not be picked up for budget checking, approval, posting and payment. The organization will be able to correct the voucher online in FSF but then the data in their legacy system and AP in FSF will be out of sync.



To avoid the above situation, the FSF Interface Team recommends that the organizations validate the amounts as mentioned above before the file is submitted to the SFTP server for interfacing.
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Sheet1

		Payment Vouchers Log Output File Layout

		File Format: Fixed Layout		File Name: DAP001_DDDDDD.log						DDDDDD = 6 digits Department

		Record Type - 00		Header

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		00

		Run Date Time		2		19		Date		MM/DD/YYYY HH:MM:SS

		Program		3		6		Character

		Department		4		6		Character

		Inbound File Name		5		17		Character

		Outbound File Name		6		17		Character

		Record Type - 01		Input Row

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		01

		Row Input		2		523		Character

		Record Type - 02		Error

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		02

		Error Message		2		254		Character

		Record Type - 03		Trailer

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		03

		Rows Read		2		8		Number

		Rows Processed		3		8		Number

		Rows Failed		4		8		Number
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				Menu Navigation:- Accounts Payable -> Vouchers -> Add/Update -> Quick Invoice Entry
This interface is using Component Interface based on Quick Invoice Entry component in Add mode and uses "complete" quick invoice template

				Payment Vouchers Inbound File Layout

				File Name		DAP010_DDDDDD.txt		DDDDDD = 6 Digit DeptID

				Format		Fixed Length

				The File should be sorted in BUSINESS_UNIT, INVOICE_ID, INVOICE_DT, VOUCHER_ID, VOUCHER_LINE_NUM,  DISTRIB_LINE_NUM & VENDOR_ID

				PeopleSoft																				DFMS

				PS Field Descr		Description		Field Name		Start		End		Length		Type		Default		Format		Required		Field Name		Description		Length		Type		Format

		Voucher Header		Business Unit		A Business Unit is an identifier for an organization recording business transactions and the Business Unit for the State of Delaware will default to one common value "STATE".  The AP Business Unit will default to "STATE" as well.  The DeptID will segregate transactions for each state organization within the common Business Unit.		BUSINESS_UNIT		1		5		5		CHARACTER		STATE				Y

				Invoice Number		A Vendor Invoice is required for all vouchers.  An error will be issued if the number is a duplicate within the Business Unit for the same Vendor and with the same invoice date.		INVOICE_ID		6		35		30		CHARACTER						Y		Vendor Invoice #				15		C

				Invoice Date		The date of the vendor's invoice; not the date of entry.  The required format is MM/DD/YYYY.		INVOICE_DT		36		45		10		DATE				MM/DD/YYYY		Y		Record date				6		C

				Voucher ID		The Voucher ID is an identifier for a transaction and will be systematically assigned.  The next sequential number is assigned by defaulting "NEXT" in this field.		VOUCHER_ID		46		53		8		CHARACTER		NEXT				Y		Transaction#				11		C

				Goods/Service Date		Voucher header will have goods/service date		USER_VCHR_DATE		54		63		10		DATE						Y

				Vendor ID		Vendor ID existing in PeopleSoft FSF		VENDOR_ID		64		73		10		CHARACTER						Y						9		C

				TIN		TIN Number of Vendor		TIN		74		93		20		CHARACTER						Y		Vendor code		TIN

				Vendor Location		Vendor Location		VDNR_LOC		94		103		10		CHARACTER						Y

				Invoice Address		Address sequence number		ADDRESS_SEQ_NUM		104		108		5		NUMBER						Y

				Remitting Address		Remitting address sequence number		REMIT_ADDR_SEQ_NUM		109		113		5		NUMBER						Y

				Gross Invoice Amount		The Gross Invoice Amount or Total is the sum of all invoice lines, which should equal the sum of all distribution lines, plus any non-merchandise amounts.		GROSS_AMT		114		141		23.3		SIGNED_NUMBER						Y		Document total				14		C

				Payment Handling Code		Payment Handling Code		PYMNT_HANDLING_CD		142		143		2		CHARACTER						Y

				Payment Message		Payment Message		PYMNT_MESSAGE		841		910		70		CHARACTER

				Comments		Comments URL on the Header		DESCR254_MIXED		911		1164		254		CHARACTER

		Voucher Line		PO Business Unit		A PO Business Unit is required if there is a purchase order reference.  It has been determined that the PO Business Unit will be a single business unit "STATE".		BUSINESS_UNIT_PO_0		144		148		5		CHARACTER						If PO based PV then it's required

				PO Number		The number of the purchase order being referenced.		PO_ID		149		158		10		CHARACTER						If PO based PV then it's required		Ref transaction #				11		C

				PO Line Number		This identifies which line in the PO to be used in creating the voucher line.		LINE_NBR		159		163		5		NUMBER						If PO based PV then it's required		Ref line #				2		C

				PO Schedule Number		Every line on the PO has one or more Schedule Line numbers.  The schedule provides the ship to location and delivery date and prints on the PO.		SCHED_NBR		164		166		3		NUMBER						If PO based PV then it's required

				Voucher Line Number		Sequential number for each invoice line. It will be used for direct claim vouchers		VOUCHER_LINE_NUM		167		171		5		NUMBER						Y		Document line #				2		C

				Distribute By		Distribute by Amount or Quantity		DISTRIB_MTHD_FLG		172		172		1		CHARACTER						Y

				Ship to Location		Ship to Location		SHIPTO_ID		173		182		10		CHARACTER						Y

				Item ID		Item ID		INV_ITM_ID		183		200		18		CHARACTER						N

				Quantity Vouchered		The Quantity that is being paid for on an Invoice.		QTY_VCHR		201		217		11.4		SIGNED_NUMBER						Y

				Unit Price		This is used for all transactions.  It is the unit price per quantity and unit of measure.		UNIT_PRICE		218		234		10.5		SIGNED_NUMBER						Y

				Merchandise Amt (Line Amount)		Line amount		MERCHANDISE_AMT		235		262		23.3		SIGNED_NUMBER						Y		Line Amount				14		C

				Description		Invoice Line Description		DESCR		263		292		30		CHARACTER						Y

				Category Code		UNSPSC Category Code		CATEGORY_CD		293		310		18		CHARACTER						Y

				Witholding Switch		Withholding applicable		WTHD_SW		311		311		1		CHARACTER						N

				Withholding Code		Withholding Code		WTHD_CD		312		316		5		CHARACTER						It's required if WTHD_SW = 'Y'

		Voucher Distribution Line		Distribution Line Number		Sequential number for each distribution line (line of coding).		DISTRIB_LINE_NUM		317		321		5		NUMBER						Y		Detail line #				2		C

				Distribution Quantity Vouchered		Quantity on distribution line		QTY_VCHR_CNVT		322		338		11.4		SIGNED_NUMBER						Y

				Distribution Line Amount		Distrbution Line Amount		MERCHANDISE_AMT_VC		339		366		23.3		SIGNED_NUMBER						Y

				GL Business Unit		The General Ledger Business Unit where the Payables Business Unit is mapped.		BUSINESS_UNIT_GL		367		371		5		CHARACTER		STATE				Y

				Account		The Account code is the GL account from the Chart of Accounts to which the revenue or expense is being posted.  Account replaces the DFMS Object code and Revenue code.		ACCOUNT		372		381		10		CHARACTER						Y		Object				4		C

				Department		The Department/Division/Budget Unit in DFMS will map to the FSF DeptID field.		DEPTID		382		391		10		CHARACTER						Y		Dept + Orgn				6		C

				Operating Unit		The Operating Unit is an optional field to map the IBU and MBU from DFMS.		OPERATING_UNIT		392		399		8		CHARACTER						N		Orgn (last 4)				4		C

				Fund Code		The Fund codes in DFMS will be mapped to FSF Funds and will remain a 3 digit number.		FUND_CODE		400		404		5		CHARACTER						Y		Fund				3		C

				Appropriation		The appropriations in DFMS will be mapped to FSF appropriations.		CLASS_FLD		405		409		5		CHARACTER						Y		Approp code				4		C

				Program Code		Optional program code field.  The program code is used to track unique expenses across varying funding sources.		PROGRAM_CODE		410		414		5		CHARACTER						N

				Budget Reference		The budget fiscal year reference in YYYY format.		BUDGET_REF		415		422		8		CHARACTER						Y		Budget FY				4		C

				School Code		This will be a code used solely by the school to identify schools.		CHARTFIELD1		423		432		10		CHARACTER						N

				DE Activity		DE Activity ID		CHARTFIELD2		433		442		10		CHARACTER						N

				DE Resource Category		This field will be used to pass the Project Costing BU values to T&L/Payroll, then to GL.		CHARTFIELD3		443		452		10		CHARACTER						N

				PC Business Unit		The Project Costing Business Unit associated with a Project.  Any agency receiving either Grant or Capital funds will have its own Business Unit.		BUSINESS_UNIT_PC		453		457		5		CHARACTER						Required if Any of the below fields are entered
Project, Activity, Category

				Project		The Project ID is the unique identifier for a project.  Capital projects will incorporate intelligent numbering.  Pure grant projects will use the "NEXT" number feature in PSFT.		PROJECT_ID		458		472		15		CHARACTER						Required If PC BU Entered

				Activity		The Activity ID is associated with the Project.  It is the cost element of a project to which a budget may be attached.  It is similar to a Reporting Category in DFMS.		ACTIVITY_ID		473		487		15		CHARACTER						Required If PC BU and PROJECT Entered		Activity				4		C

				Category		This field varies again by agency as above to supplement the Resource_Type Value.		RESOURCE_CATEGORY		488		492		5		CHARACTER						N		Reporting Category				4		C

				Subcategory		This field is not in use at this time but is reserved for agency use in the future as the need may arise.		RESOURCE_SUB_CAT		493		497		5		CHARACTER						N

				AM Business Unit		This is where the transactions identified as assets will be stored.  There will be two; CAPTL for Capital Expenditures and NOCAP for those assets which do not meet the state thresholds.		BUSINESS_UNIT_AM		498		502		5		CHARACTER						N

				Asset Profile ID		An Asset Profile is a template that contains standard criteria for an asset and is used to streamline data entry.  Each asset will have an asset profile and the values set up in the profile linked to the asset will default into the pages when an asset is added.		PROFILE_ID		503		512		10		CHARACTER						N

				Asset ID		Asset Identification		ASSET_ID		513		524		12		CHARACTER						N

				Vendor Name		Vendor Name		NAME1		525		564		40		CHARACTER

				Standard ID Qualifier		Vendor qualifier type		STD_ID_NUM_QUAL		565		567		3		CHARACTER

				ID Number		Vendor qualifier number		STD_ID_NUM		568		587		20		CHARACTER

				Address1		Address line 1		ADDRESS1		588		642		55		CHARACTER

				Adddress2		Address line 2		ADDRESS2		643		697		55		CHARACTER

				City		City		CITY		698		727		30		CHARACTER

				State		State		STATE		728		733		6		CHARACTER

				Postal Code		Zip code		POSTAL		734		745		12		CHARACTER

				NAME2		Vendor Name2		NAME2		746		785		40		CHARACTER

				Address3		Address line 3		ADDRESS3		786		840		55		CHARACTER





Codes and Values

		

		PS Field Descr		Field Name		Existing or need List		List of Values

		Item ID		INV_ITEM_ID_1		Should there be a list for this???		Will be a Query

		Category Code		CATEGORY_CD		Need a list for this		Will be a Query

		GL Business Unit		BUSINESS_UNIT_GL		Should there be a list for this???		STATE

		PC Business Unit		BUSINESS_UNIT_PC		Should there be a list for this???		GL Cross-Walks has the values on the Activity sheet

		Project		PROJECT_ID		Should there be a list for this???		GL Cross-Walks has the values on the Activity sheet

		Activity		ACTIVITY_ID		Should there be a list for this???		GL Cross-Walks has the values on the Activity sheet

		Source Type		RESOURCE_TYPE		Should there be a list for this???

		Category		RESOURCE_CATEGORY		Need a list for this

		Subcategory		RESOURCE_SUB_CAT		Need a list for this

		Accounting Entry Type		DST_ACCT_TYPE		Need a list for this		DST

		Unit of Measure		UNIT_OF_MEASURE		Need a list for this		EA

		Receiving Business Unit		BUSINESS_UNIT_RECV_1		Need a list for this		STATE

		AM Business Unit		BUSINESS_UNIT_AM		Need a list for this		CAPTL - Capital Assets
NOCAP - Non-Capital Assets

		Asset Profile ID		PROFILE_ID		Need a list for this		AUTO - Automobile
BUILDING - Building
EASEMENT - Easement
EQUIP - Equipment
ROADS - Roads
BLDG IMPRV - Building Improvement
FURN & FIX - Furniture and Fixture
SOFTWARE - Software
LAND - Land
BRIDGES - Bridges
LAND IMPRV - Land Improvement

		Payment Handling Code		PYMNT_HANDLING_CD		Need a list for this		PR - Payroll Vendor Checks
CA - Call Agency/School for pick up
RA - Return to Agency/Schl by mail
TR - Return to DelDOT
ST - Return to OST
CT - Return to Courts
DN - Return to DNREC
DH - Return to DHSS
RE - Regular Payments
10 - Caesar Rodney School District
13 - Capital School District
15 - Lake Forest School District
16 - Laurel School District
17 - Cape Henlopen School District
18 - Milford School District
23 - Seaford School District
24 - Smyrna School District
29 - Appoquinimink School District
31 - Brandywine School District
32 - Red Clay School District
33 - Christina School District
34 - Colonial School District
35 - Woodbridge School District
36 - Indian River School District
37 - Delmar School District
38 - New Castle County VoTech
39 - Polytech School District
40 - Sussex Tech VoTech
70 - Charter School of Wilmington
71 - Positive Outcome Charter
72 - East Side Charter School
73 - Cantwell Bridge Charter Acad
74 - Campus Community Charter
75 - Maurice J. Moyer
76 - Edison Charter School
77 - Sussex Academy of Arts/Science
79 - Delaware Military Academy
80 - Family Foundation Academy
81 - Sussex County Charter School
82 - Kuumba Academy Charter
83 - Archway Charter School
84 - Marion T. Academy
85 - Academy of Dover
86 - Odyssey Charter School
87 - Providence Creek Academy
88 - MOT Charter School
89 - Newark Charter School





Reconciling Line Amounts

		





An Accounts Payable Voucher is identified into three parts  –  Header, Line and  Distribution line. The Voucher has one Header, may have one or more Voucher  Lines and each Voucher Line must have one but could have one or more  Distribution Lines.      When the or ganizations send the inbound voucher file as part of the interface, it  is important that the sum of the Distribution Lines equal the amount of the  related Invoice Line and the sum of the Invoice Lines must equal the related  Header Amount.      If this is not  the case then the voucher will be built successfully but will remain in  Recycle status in FSF. A voucher that is in recycle status will not be picked up for  budget checking, approval, posting and payment. The organization will be able to  correct the vouche r online in FSF but then the data in their legacy system and AP  in FSF will be out of sync.     To avoid the above situation, the FSF Interface Team recommends that the  organizations validate the amounts as mentioned above before the file is  submitted to the  SFTP server for interfacing.    
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An Accounts Payable Voucher is identified into three parts – Header, Line and Distribution line. The Voucher has one Header, may have one or more Voucher Lines and each Voucher Line must have one but could have one or more Distribution Lines. 



When the organizations send the inbound voucher file as part of the interface, it is important that the sum of the Distribution Lines equal the amount of the related Invoice Line and the sum of the Invoice Lines must equal the related Header Amount. 



If this is not the case then the voucher will be built successfully but will remain in Recycle status in FSF. A voucher that is in recycle status will not be picked up for budget checking, approval, posting and payment. The organization will be able to correct the voucher online in FSF but then the data in their legacy system and AP in FSF will be out of sync.



To avoid the above situation, the FSF Interface Team recommends that the organizations validate the amounts as mentioned above before the file is submitted to the SFTP server for interfacing.
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Sheet1

		Vouchers Log Output File Layout

		File Format: Fixed Layout		File Name: DAP010_DDDDDD.log						DDDDDD = 6 digits Department

		Record Type - 00		Header

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		00

		Run Date Time		2		19		Date		MM/DD/YYYY HH:MM:SS

		Program		3		6		Character

		Department		4		6		Character

		Inbound File Name		5		17		Character

		Outbound File Name		6		17		Character

		Record Type - 01		Input Row

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		01

		Row Input		2		746		Character

		Record Type - 02		Error

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		02

		Error Message		2		254		Character

		Record Type - 03		Trailer

		Format: Fixed Length

		Field Name		Seq		Length		Type		Format

		Record Type		1		2		Character		03

		Rows Read		2		8		Number

		Rows Processed		3		8		Number

		Rows Failed		4		8		Number
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Authority, Applicability and Purpose

A. Authority: Title 29, Chapter 90C provides broad statutory authority to the Department of Technology and Information to implement statewide and interagency technology solutions, policy, standards and guidelines for the State of Delaware's technology infrastructure. "Technology" means computing and telecommunications systems, their supporting infrastructure and interconnectivity used to acquire, transport, process, analyze, store, and disseminate information or data electronically. The term "technology" includes systems and equipment associated with e-government and internet initiatives.

B. Applicability: Applies to all State of Delaware communications and computing resources. DTI is an Executive Branch Agency and has no authority over the customers in Legislative and Judicial Branches, as well as School Districts, and other Federal and Local Government entities that use these resources. However, all users, including these entities, must agree to abide by all policies, standards promulgated by DTI as a condition of funding and continued use of these resources. 

C. Purpose: The State of Delaware relies on robust systems made up of a combination of software and infrastructure. This reliance dictates that such systems be designed and implemented with security considerations in mind. Many of these considerations will be addressed through State and industry standards documents detailing secure practices and requirements. Without secure system, application and data transport standards, the potential exists that an information system could be constructed with flaws or other weaknesses that could allow for the subversion of such a system and the contravening of the State of Delaware’s other security controls. Cryptography, when used correctly, protects information and systems from accidental disclosure and/or manipulation and the activities of criminals and nation-states.




Scope

1. Audience This publication is intended to serve a diverse audience of information system and information security professionals including: 

A. Individuals with information system and information security management and oversight responsibilities (e.g., chief information officers, senior agency information security officers, application developers and authorizing officials);

B. Organizational officials having a vested interest in the accomplishment of organizational missions (e.g., mission and business area owners, information owners); 

C. Individuals with information system development responsibilities (e.g., program and project managers, application developers, system engineers and database administrators); 

D. Individuals with information security implementation and operational responsibilities (e.g., information system owners, information owners, information system security officers).

2. Applicability: This publication applies to all information systems and information system components of the State of Delaware.

Process

3. Adoption: These standards have been adopted by the Department of Technology and Information (DTI) through the Technology and Architecture Standards Committee (TASC) and are applicable to all Information Technology use throughout the State of Delaware.  

4. Revision: Technology is constantly evolving; therefore, the standards will need to be regularly reviewed.  It is the intent of TASC to review each standard annually.  TASC is open to suggestions and comments from knowledgeable individuals within the State, although we ask that they be channeled through your Information Resource Manager (IRM). 

5. Contractors: Contractors or other third parties are required to comply with these standards when proposing technology solutions to DTI or other State entities.  Failure to do so could result in rejection by the Delaware Technology Investment Council.  For further guidance, or to seek review of a component that is not rated below, contact the TASC at dti_tasc@state.de.us. 

6. Implementation responsibility:  DTI and/or the organization’s technical staff will implement this standard during the course of normal business activities, including business case review, architectural review, project execution and the design, development, or support of systems.

7. Enforcement:  DTI will enforce this standard during the course of normal business activities, including business case and architectural review of proposed projects and during the design, development, or support of systems.  This standard may also be enforced by others during the course of their normal business activities, including audits and design reviews.

8. Contact us: Any questions or comments should be directed to dti_tasc@state.de.us.






Interpretation

This is a standard written to augment the standards and special publications of the National Institutes of Standards and Technology (NIST Standards & Publications). This standard shall be the interpreted to be the ultimate authority for any system supporting the State of Delaware, it’s business processes or operations, overriding the language of NIST Standards & Publications except where otherwise mentioned.

Definitions

9. Cryptographic Hash Function – A hash function for which it is thought to be either impossible or impractical to obtain the message for a previously generated message digest.

A. Properties

a) Ideally demonstrates the avalanche effect.

b) Resistant to pre-image attacks.

c) Resistant to second pre-image attacks.

d) Resistant to collisions.

10. Message Digest – The result obtained after having applied a cryptographic hash function to a given message.

11. Avalanche Effect – A desirable property in cryptographic systems in which a small change in the message causes a large change on the output (eg. the cipher text or message digest).

12. Pre-Image – Given a message digest, a pre-image attack occurs when the attacker is able to find a message that will result in the same message digest when a cryptographic hash function is applied to it.

13. Second Pre-Image – Given a fixed message, a second pre-image occurs when an attacker is able to find another message that shares the same message digest.

14. Collision – Occurs when an attacker is able to find a message digest shared by two freely chosen messages.

15. Symmetric Cipher – A cipher that uses a symmetric key.

16. Symmetric Key – A key used for both encryption and decryption with a symmetric cipher.

17. Block Cipher – A block cipher transforms a fixed length group of bits with a deterministic algorithm whose transformation is dictated by a key.

18. Stream Cipher – A stream cipher applies a symmetric cipher to a bit stream one bit at a time.

19. Block Cipher Mode of Operation – An algorithm specifying the appropriate application of a block cipher on data in excess (or less than) one block. Some modes of operation can provide additional functionality such as integrity protection.

20. Asymmetric Keypair – A pair of two keys that share a relationship (typically a mathematical relationship). The keypair is used in conjunction with an asymmetric cipher.

21. Asymmetric Cipher – A cipher that uses one key from an asymmetric keypair for encryption and another key from the same keypair for decryption.

22. Public-Key Cipher – An asymmetric cipher whose asymmetric keys can be defined as a public key and a private key. The public key having the potential to be shared with a wide audience while the keypair owner’s private key is kept secure. Messages encrypted with the public key can only be decrypted with the private key. Likewise, messages encrypted with the private key, can be decrypted using the public key, facilitating digital signatures.

23. Digital Signature – A cryptographic means of providing authentication and non-repudiation.

24. Keyed-Hash Message Authentication Code (HMAC) – Defined in RFC 2104, an HMAC calculates a message authentication code by special application of a cryptographic hash function against an input and a secret key.

25. Message Replay – An attack in which a malicious party, in possession of a previously genuine message, replays the message to an unsuspecting party who lacks the ability to differentiate between this message and the previously genuine message.

26. Authenticated Encryption – A block cipher mode of operation that provides integrity and authentication on the data that is encrypted.

27. Semantic Security – With a symmetric-key cipher no party may be able to compute any information about the plain text of a given cipher text without the key. Likewise, with a public-key cipher, no party who is computationally bounded should be able to compute information about a message given only a cipher text and the public-key of the key pair used to encrypt the message.

28. Cryptographic nonce – A number, often random, that may only be used once in a given system.




Definitions of Ratings

Individual components within a Standard will be rated in one of the following categories.  

		COMPONENT RATING

		USAGE NOTES



		STANDARD – DTI offers internal support and/or has arranged for external vendor support as well (where applicable).  DTI believes the component is robust and solidly positioned in its product life cycle. 

		These components can be used without explicit DTI approval for both new projects and enhancement of existing systems.  



		DECLINING – Deprecated - DTI considers the component to be a likely candidate to have support discontinued in the near future. A deprecated element is one becoming invalid or obsolete.

		Via the State’s waiver process, these components must be explicitly approved by DTI for all projects.  They must not be used for minor enhancement and system maintenance without explicit DTI approval via the State’s waiver process.



		DISALLOWED – DTI declares the component to be unacceptable for use and will actively intervene to disallow its use when discovered.

		No waiver requests for new solutions with this component rating will be considered.









29. Missing Components – No conclusions should be inferred if a specific component is not listed.  Instead, contact TASC to obtain further information.




Cryptographic Hash Functions



30. Properties demonstrated by an approved cryptographic hash function.

a) Ideally demonstrates the avalanche effect.

b) Resistant to pre-image attacks.

c) Resistant to second pre-image attacks.

d) Resistant to collisions.

31. Cryptographic Hash Function Assessments

		Function Family

		Block Size

		Assessment

		Comments



		SHA-2

		< 256 bits

		DISALLOWED

		



		SHA-2

		>= 256 bits

		STANDARD

		



		SHA-3

		*

		STANDARD

		



		SHA-1

		160

		DISALLOWED

		



		MD5

		128

		DISALLOWED

		



		BLAKE

		*

		STANDARD

		



		BLAKE2

		*

		STANDARD

		










Symmetric Ciphers

32. Assessments

A. Block Ciphers

		Cipher

		Key Size

		Assessment

		Comments



		AES

		*

		STANDARD

		



		Blowfish

		*

		DISALLOWED

		The bcrypt KDF is still Standard.



		Twofish

		*

		STANDARD

		



		Threefish

		*

		STANDARD

		



		Skipjack

		*

		DISALLOWED

		



		3DES

		*

		DISALLOWED

		



		DES

		*

		DISALLOWED

		







a) Modes of Operation

		Mode

		Authenticated

		Assessment

		Comments



		ECB

		No

		DISALLOWED

		Lacks semantic security.



		CBC

		No

		STANDARD

		DISALLOWED without authentication before decryption due to padding oracle attacks. Use Encrypt-then-MAC strategy.



		OFB

		No

		DECLINING

		



		CFB

		No

		STANDARD

		Initialization vectors must not be reused between encrypted messages sharing the same key.



		CTR

		No

		STANDARD

		If the nonce is non-random it must not be combined with the counter using an XOR or additive operation, only a concatenation in which the nonce is in the upper 64 bits and the counter in the lower 64 bits.



		XTS

		No

		STANDARD

		May be used for at-rest encryption when cipher text is limited to 2^20 cipher blocks.



		CCM

		Yes

		STANDARD

		Initialization vectors must not be reused between encrypted messages sharing the same key.



		GCM

		Yes

		STANDARD

		Initialization vectors must not be reused between encrypted messages sharing the same key.  Each encrypted message is limited to approximately 68GB of plain text for any given initialization vector and key. Use the longest available authentication tag length (eg. 128 bits). Implementations should monitor and limit the number of integrity violations for a given key.



		CWC

		Yes

		STANDARD

		Initialization vectors must not be reused between encrypted messages sharing the same key. Applications should rekey at least once every 2^48 messages.



		EAX

		Yes

		STANDARD

		Initialization vectors must not be reused between encrypted messages sharing the same key.



		EAX’ or EAXprime

		Yes

		DISALLOWED

		Considered compromised.



		IAPM

		Yes

		DECLINING

		Replaced by GCM.



		OCB

		Yes

		DECLINING

		Subject to patents. A license exists for use in open source software using licenses approved by the Open Source Initiative. Replaced by GCM. Disallowed when used to encrypt more than 64GB of data with the same key.







B. Stream Ciphers

		Cipher

		Key Size

		Assessment

		Comments



		RC4

		-

		DISALLOWED

		



		Salsa20

		*

		STANDARD

		Also known as Snuffle 2005.



		XSalsa20

		*

		STANDARD

		



		ChaCha

		*

		STANDARD

		



		ChaCha20

		*

		STANDARD

		












Asymmetric-Key Algorithms

33. Assessments

		Algorithm

		Key Size or Curve

		Assessment

		Comments



		Diffie-Hellman

		>= 2048 bit

		STANDARD

		Use ECDH if available. If custom groups are generated, proof of secure generation following best practices must be available upon request.



		Diffie-Hellman

		< 2048 bit

		DISALLOWED

		Practical attacks exist by precomputing steps of the number field sieve algorithm.



		ECDH

		Curve 25519

		STANDARD

		



		RSA

		>= 2048 bit

		STANDARD

		



		RSA

		< 2048 bit

		DECLINING

		Keys less than 2048 bits may only be used for at most 1 year(s).



		DSA

		>= 2048 bit

		STANDARD

		The k parameter must be unique, of high entropy, and kept secret. Use deterministic generation as described in RFC 6979.



		DSA

		< 2048 bit

		DECLINING

		The k parameter must be unique, of high entropy, and kept secret. Use deterministic generation as described in RFC 6979.



		ElGamal

		>= 2048 bit

		STANDARD

		



		ElGamal

		< 2048 bit

		DISALLOWED

		



		

		

		

		



		ECDSA

		*

		STANDARD

		The k parameter must be unique, of high entropy, and kept secret. Use deterministic generation as described in RFC 6979.



		EdDSA

		Ed25519

		STANDARD

		







A. Noteworthy Elliptic Curve Cryptography Curves

		Curve

		Assessment

		Comment



		NIST-P224

		DECLINING

		Coefficients generated by hashing an unexplained seed value.
Use only when no curve, whose generation process has been fully explained, is available.



		NIST-P256

		DECLINING

		Coefficients generated by hashing an unexplained seed value.

Use only when no curve, whose generation process has been fully explained, is available.



		NIST-P384

		DECLINING

		Coefficients generated by hashing an unexplained seed value.

Use only when no curve, whose generation process has been fully explained, is available.



		ANSSI FRP256v1

		DISALLOWED

		No explanation of curve generation.









Keyed-Hash Message Authentication Code (HMAC)

34. The cryptographic strength of a given HMAC function is dependent upon

A. The chosen cryptographic hash function.

B. The length of the output.

C. The length of the secret key.

D. The quality of the secret key.

35. Purpose

A. To provide assurance that the author of a protected message was in fact in possession of the secret key.

B. When combined with a nonce and the date and time an HMAC can be used to prevent a message replay attack.

Cryptographically Secure Pseudo-Random Number Generators (CSPRNG)

36. Assessments

		CSPRNG

		Assessment

		Comments



		Dual_EC_DRBG

		DISALLOWED

		This algorithm is considered compromised.



		Mersenne Twister

		STANDARD

		



		SFMT

		STANDARD

		SIMD-oriented Fast Mersenne Twister



		CryptGenRandom

		STANDARD

		This is default CSPRNG used on Microsoft Windows.







Key Derivation Functions

37. Assessments



		Algorithm

		Assessment

		Comments



		crypt

		DISALLOWED

		.



		PBKDF2

		STANDARD

		



		bcrypt

		STANDARD

		



		scrypt

		STANDARD

		



		argon2i

		STANDARD

		Use at least version 1.3.







SSL/TLS

38. Assessments (these restrictions apply to all points of remote termination).

		Protocol

		Version

		Assessment

		Comments



		TLS

		>= 1.2

1.1

1.0

		STANDARD

DECLINING

DECLINING

		All clients should be configured to use TLS 1.2 when available.



		SSL

		*

		DISALLOWED

		










Example Use Cases

The following recommendations are approved configurations for a number of use cases. The examples below are for education purposes and are not necessarily required configurations.

39. Basic File Encryption

A. Cipher Suite

a) Symmetric Cipher: AES-256

b) Block Cipher Mode of Operation: GCM

B. Key Derivation

a) Key Derivation Function: SCrypt (if available)

(1) Tuned to cost approximately 300ms-1500ms of time on the server to which it will be deployed.

C. File integrity

a) Cryptographic Hash Function: SHA-512

b) To be applied to the ciphertext, not the plaintext.

40. Digital Signatures

A. Cipher Suite

a) Asymmetric Cipher: RSA (key size >= 2048 bit)

b) Cryptographic Hash Function: SHA-512

41. HTTPS TLS 1.2 Cipher Suite

A. Key Exchange: DHE (4096 bit parameters) or ECDHE (521 bit approved curve)

B. Symmetric Cipher: AES-256

C. Block Cipher Mode of Operation: GCM

D. Cryptographic Hash Function: SHA-384 and SHA-256

E. Asymmetric Cipher: RSA (key size >= 2048 bit)



These standards are adopted by the Department of Technology and Information (DTI), through the Technology and Architecture Standards Committee (TASC), and are applicable to all Information Technology use throughout the State of Delaware.  Any questions or comments should be directed to dti_tasc@state.de.us. 
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Authority, Applicability and purpose

Authority

Title 29, Chapter 90C provides broad statutory authority to the Department of Technology and Information to implement statewide and interagency technology solutions, policy, standards and guidelines for the State of Delaware's technology infrastructure. "Technology" means computing and telecommunications systems, their supporting infrastructure and interconnectivity used to acquire, transport, process, analyze, store, and disseminate information or data electronically. The term "technology" includes systems and equipment associated with e-government and internet initiatives.

Applicability

Applies to all State of Delaware communications and computing resources. DTI is an Executive Branch Agency and has no authority over the customers in Legislative and Judicial Branches, as well as School Districts, and other Federal and Local Government entities that use these resources. However, all users, including these entities, must agree to abide by all policies, standards promulgated by DTI as a condition of funding and continued use of these resources. 

Purpose

The purpose of this standard is to establish adequate security controls for the acquisition and deployment of state web applications.




Scope

Audience

This document is intended for Application Developers, their managers and application development contractors for the State, Systems Administrators, Network Administrators, and Computer Auditors. This document is not intended for use by non-IT personnel

Applicability

This standard addresses all web applications developed for use by the State of Delaware, including applications owned by the State but developed by third-party contractors. 

Environments

This standard applies to all environments that must be protected due to their data classifications.

Process

Adoption

These standards have been adopted by the Department of Technology and Information (DTI) through the Technology and Architecture Standards Committee (TASC) and are applicable to all Information Technology use throughout the State of Delaware.  

Revision

Technology is constantly evolving; therefore, the standards will need to be regularly reviewed.  It is the intent of TASC to review each standard annually.  TASC is open to suggestions and comments from knowledgeable individuals within the State, although we ask that they be channeled through your Information Resource Manager (IRM). 

Contractors

Contractors or other third parties are required to comply with these standards when proposing technology solutions to DTI or other State entities.  Failure to do so could result in rejection by the Delaware Technology Investment Council.  For further guidance, or to seek review of a component that is not rated below, contact the TASC at dti_tasc@state.de.us. 

Implementation responsibility

DTI and/or the organization’s technical staff will implement this standard during the course of normal business activities, including business case review, architectural review, project execution and the design, development, or support of systems.

Enforcement

DTI will enforce this standard during the course of normal business activities, including business case and architectural review of proposed projects and during the design, development, or support of systems.  This standard may also be enforced by others during the course of their normal business activities, including audits and design reviews.

Contact us

Any questions or comments should be directed to dti_tasc@state.de.us.

Interpretation

This is a standard written to augment the standards and special publications of the National Institutes of Standards and Technology (NIST Standards & Publications, e.g. FIPS 140-2, SP 800-57). This standard shall be the interpreted to be the ultimate authority for any system supporting the State of Delaware, it’s business processes or operations, overriding the language of NIST Standards & Publications except where otherwise mentioned.


Acronyms and Definitions

This document makes extensive use of a number of industry acronyms. This section will outline many of the acronyms used in this document. Likewise, a number of specific terms may be used, they will either be defined at first use within the document or in this section.



1. Data Encrypting Key (DEK) – An encryption key used to protect data.

2. Device Key Encrypting Key (DKEK) – A key encrypting key (KEK) used to protect material on a device.

3. Key Encrypting Key (KEK) – An encryption key used to encrypt another key.

4. Master Key (MK) – A key encrypting key (MK) used to act as a key recovery mechanism. See Master Key section.

5. Key Material – Data used either as a key or as material for the derivation of a key.

6. Opaque Key – A reference to key material to be used in a cryptographic operation, while never being divulged to the consuming application.

7. Key Bearer – Depending on the context, either a host or cryptographic module that holds a secret key for the purposes of performing cryptographic operations.

8. Ciphertext Bearer – A host that is either in possession, or is capable of being in possession, of ciphertext material. A ciphertext bearer must not be a key bearer for keys used by the same ciphertext bearer.

9. Smart Card – A small pocket-sized (ISO/IEC 7810 [85.60x53.98mm] or smaller) portable electronic device used to perform computing operations in a secure and tamper-resistant environment. Smart cards may be communicated with via one of the following interfaces.

a. Contact Interface – A direct electrical interface as defined by ISO/IEC 7816. The card is powered by the electrical interface during a requested operation.

b. Contactless Interface – A radio interface defined by ISO/IEC 14443-4. The card is powered by radio frequency induction during a requested operation.

c. Chip Card Interface Device – A USB protocol designed to facilitate the use of attached or embedded smart cards with modern computers.

10. Hardware Security Module (HSM) – An HSM protects cryptographic keys and provides a secure and tamper-resistant environment for the execution of cryptographic operations. HSMs may be available as computing attachments or may be attached via network interface. In information security parlance, HSMs are typically regarded as offering a higher degree of physical and data security than simpler devices such as smart cards.

11. Hardware Cryptographic Module (HCM) – A collective term used to describe any physical cryptographic module. See Hardware Cryptographic Module section.

12. Cryptoperiod – The amount of time in which a cryptographic key may be used.

13. Security Strength – An estimate of the number of computational operations necessary to break a cryptographic algorithm or system.

14. Air-Gap – An air-gap isolates sensitive equipment from other equipment in such a manner that no communication may occur either directly or indirectly. This includes restricting electrical and mechanical interfaces, and more esoteric interfaces leveraging electromagnetic radiation, thermal conduction, mechanical waves (eg. acoustics).

15. Host – A physical or virtual computer system.

16. Public-Key Infrastructure (PKI) – An infrastructure responsible for the issuance, management, organization, and revocation of signed public-keys and certificates. This system may be used to relate and manage business entities to cryptographic public keys.




Applicability Levels

Key management solutions provided by or for the State of Delaware shall be considered adequate when they meet the requirements placed upon them by this standard. The applicability of items prescribed in this standard is mediated by the classifications defined below. Individual sections of this document may prescribe specific application based on a defined classification or circumstance.

		Applicability Level

		Data Classification

		Comments



		PAL-1

		PUBLIC

		



		PAL-2

		CONFIDENTIAL

		



		PAL-3

		SECRET

		



		PAL-4

		TOP SECRET

		







Security Strength

As researchers and cryptanalysts discover weaknesses in cryptographic algorithms their strength is diminished and we must adjust our posture to maintain an adequate defense. Security strength correlates to the amount of work expected to be necessary to break a given cryptographic system. Except as explicitly outlined in this document, the security strength of an algorithm is determined by the National Institute of Standards and Technology (eg. NIST Special Publication 800-57 Part 1). 

		Cipher

		Security Strength

		Comments



		Salsa20

		251 bits

		Reduced from 256 per public cryptanalysis.







Cryptoperiod

Unless otherwise defined in this standard, cryptoperiods are defined by NIST publications, including NIST Special Publication 800-57 Part 1. 




Key Management

Usage

Cryptographic key material should only be used for one purpose (e.g. signing or encryption). Certain cryptographic systems may be weakened when the same key material is used for more than one purpose. Key material usage must comply with the rules stipulated in this standard and the State of Delaware Cryptography Standard. Under certain circumstances there may be specific requirements for key material usage depending on the selected cipher.

Key material must satisfy the requirements of NIST Special Publication 800-57 Part 1 Section 6.1 except as otherwise outlined in this document.

Confidentiality

NIST Special Publication 800-57 Part 1, Section 6.1 specifies that the confidentiality of symmetric and private keys must be maintained. This standard further clarifies this requirement to include any key material whose secrecy, if compromised, would compromise the integrity of a cryptographic system. For example, this includes keys used with message authentication codes.

Storage Strategies

A cryptographic system without adequate key management serves no purpose in information security. Thus, it is important that we outline procedures for storing and accessing cryptographic keys in a secure manner. The methods described will vary based on the security level prescribed by the risk rating attained by a given system.

Encrypted data (cipher text) is to be considered unencrypted (plain text) when both the cipher text and the data encryption key (DEK) are available together. As such, in all systems, cipher text must not rest or travel with its associated DEK, unless said key is protected by a separate key encrypting key (KEK) - in which case the same rules apply to the KEK. Exactly where the DEK resides and the measures used to protect it depend on the classification of the associated system. Systems are strongly encouraged to use the strongest measures available to protect cryptographic keys - the methods prescribed below are considered to represent minimum requirements and is not exhaustive of all possible techniques.

Operating System Controls

Operating system controls may be leveraged to protect a DEK or KEK, provided the operating system control cannot be bypassed without privilege escalation. If operating system controls are leveraged, control over the privileges of accounts must be strictly enforced and granted strictly on a need to know basis. For the purposes of this document, messages are considered to be unencrypted to all parties and systems with sufficient access to the key material. Examples of operating system controls include (but are not limited to):

· File System Access Controls (eg. UNIX/Linux modes, Windows ACLs, Linux ACLs)

· Process Isolation (eg. POSIX chroot, Kernel Namespaces [eg. Docker, LXC, Windows Containers])

· Capability Limitations (eg. POSIX capabilities)

Host Isolation

A cryptographic system that isolates key material from ciphertext by storing the two on separate physical or virtual hosts is leveraging host isolation. In such a circumstance, the DEK or KEK is generated as an opaque key on a separate host than the host that stores the ciphertext. The opaque key is never shared with the other host, instead the other host requests the key holding host to perform cryptographic operations using the opaque key and returning the result (eg. ciphertext or digital signature).

A common example of host isolation is illustrated by Figure 1. In this example, we have two servers – separated by a network firewall, the ciphertext bearer and the key bearer. Whenever the ciphertext bearer wishes to perform some cryptographic operation, it asks the key bearer to do so on its behalf – referring to an opaque key for the operation.





[bookmark: _Ref493595292]Figure 1

Another example is illustrated by Figure 2. In this example, the user agent (eg. a browser or smartphone) is the key bearer and the server acts as the ciphertext bearer – leveraging the user agent for cryptographic operations.





[bookmark: _Ref493595784]Figure 2
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When properly used, a Hardware Cryptographic Module performs cryptographic operations on behalf of a cryptographic system using opaque keys. For more information about hardware cryptographic modules, see the related section.

An example of a strong cryptographic system is illustrated by Figure 3. In this example, a user agent mediates communication between the ciphertext bearer and a smart card. The user agent may request cryptographic operations on a given datum, through user agent these operations will be performed and resultant material sent back to the ciphertext bearer if necessary. In the case of data decryption, the resultant plaintext may be rendered on the user agent without revealing the plaintext to the ciphertext bearer. Together with digital signature algorithms, this strategy ensures that the user is the only party capable of signing messages with the identified key – reducing the impact of a breach and providing higher non-repudiation.





[bookmark: _Ref493597870]Figure 3

Air-Gap or Offline Key Management

Cryptographic systems that demand very high security (eg. certificate authorities) may leverage an air-gap strategy for key management. When keys are managed using an air-gapped system, the key bearer is not capable of communicating with any other parties. Air-gap functionality may be provided out of the box by commercial off-the-shelf solutions, or carefully built in-house. There are varying degrees of air-gap integrity, measured by the ability to resist divulgence of sensitive information through various side-channels. An air-gap should be chosen based on the well-developed threat model associated with a given application.

An example of an air-gapped key management system may be as simple as a smart card, a laptop with a smart card reader and no external wireless or wired peripheral or network interfaces. Such a setup may leak sensitive material via a number of side-channels (e.g. visual, acoustic, electromagnetic or otherwise). As such, the use and storage of this system would be restricted to a secure private space with physical access controls.

Storage Strategy Ratings

Some applications are so sensitive that they preclude the use of specific storage strategies in their key management plan. This chart outlines minimum storage strategy behaviors considered acceptable for products rated with the security levels shown. However, products may always take advantage of stronger strategies and are encouraged to do so whenever possible. Likewise, the use of one security strategy does not necessarily preclude the use of another in combination (e.g. Operating System Controls and Host Isolation), what is important is that the highest strategy is adequately implemented and attained.

		

		Minimum Required Strategy



		PAL-1

		Operating System Controls



		PAL-2

		Host Isolation



		PAL-3

		Hardware Cryptographic Modules



		PAL-4

		Hardware Cryptographic Modules







Master Keys

In many circumstances, it may be undesirable to protect a system so strongly that only a single individual or group of individuals can ever obtain access to the key. If such an individual or group were no longer employed with the organization, then the continued operation of such a system would be placed at risk. Systems for which this is an unacceptable risk should protect a copy of the key material using another KEK called a master key (MK). The same measures used to protect a DKEK (see DKEK Storage) must be taken to protect the MK.

[bookmark: _Ref493598438]Hardware Cryptographic Module

Hardware Cryptographic Modules (HCMs) include hardware security modules (HSMs), smartcards and similar devices. These devices safely escrow cryptographic keys and provide resistance to tampering. Under most circumstances an HCM will not reveal the private key material of an escrowed asymmetric key pair without protecting it with a device key encryption key (DKEK). An HCM should use standard protocols (e.g. PKCS #11 over chip card interface device) or network protocols for communication between the device and consumers.

HCMs often offer additional benefits, acting as a sort of cryptographic coprocessor, accelerating a variety of common cryptographic operations for high-load systems (e.g. SSL acceleration, high-throughput signature verification).

Disaster Recovery

HCMs often provide a mechanism for initializing using an existing DKEK. This allows key material to be exported from one HCM and imported into a backup HCM. When initializing a new group of HCM devices they should be initialized with a DKEK specific to their group. Group HCMs that fail may be replaced with new devices that are initialized with the DKEK of the group, after which protected key material may be exported from the backup HCM and imported into the replacement HCM.

DKEK Storage

As a DKEK may be leveraged to compromise the security of an HCM, it must be protected. This section outlines a satisfactory strategy for the protection of a DKEK.

1. Encrypt the DKEK with a KEK.

2. Use n of m key sharing protocols to protect said KEK. The keys should be issued to staff authorized to recover the DKEK in an emergency, requiring at least two authorized individuals to decrypt the DKEK.

3. The DKEK should be stored in a protected facility or enclosure where physical access controls prevent unauthorized access.





These standards are adopted by the Department of Technology and Information (DTI), through the Technology and Architecture Standards Committee (TASC), and are applicable to all Information Technology use throughout the State of Delaware.  Any questions or comments should be directed to dti_tasc@state.de.us. 

11  of 11     11/21/201711/15/2017     14:46 PM14:11 PM   	Key Management



image1.emf

Ciphertext


Bearer


Key


Bearer


Network


Firewall




Microsoft_Visio_Drawing1.vsdx

Ciphertext Bearer
Key Bearer
Network Firewall





image2.emf

Ciphertext


Bearer


User Agent


(key bearer)


WAN (eg. Internet)




Microsoft_Visio_Drawing12.vsdx

Ciphertext Bearer
User Agent
(key bearer)
WAN (eg. Internet)





image3.emf

Ciphertext


Bearer


WAN (eg. Internet)


Smart Card Reader


User Agent




Microsoft_Visio_Drawing23.vsdx

Ciphertext Bearer
WAN (eg. Internet)
Smart Card Reader
User Agent





image4.png

LIN

DELIVERING TECHNOLOGY
THAT INNOVATES







image5.png








image8.emf
GSS_18809_ELECTIO NS_SYS_appB7c_Application Security Standard.docx


GSS_18809_ELECTIONS_SYS_appB7c_Application Security Standard.docx
[image: ]DELAWARE STATE‑WIDE INFORMATION

TECHNOLOGY AND ARCHITECTURE STANDARDS





		Standard ID:

		APP‑SEC‑001



		Title:

		Application Security



		Domain:

		Security



		Discipline:

		Information Security



		Date updated:

Revision no.:

Original date:

		6/7/2017

2

6/31/2016







Authority, Applicability and Purpose

A. Authority: Title 29, Chapter 90C provides broad statutory authority to the Department of Technology and Information to implement statewide and interagency technology solutions, policy, standards and guidelines for the State of Delaware's technology infrastructure. "Technology" means computing and telecommunications systems, their supporting infrastructure and interconnectivity used to acquire, transport, process, analyze, store, and disseminate information or data electronically. The term "technology" includes systems and equipment associated with e-government and internet initiatives.

B. Applicability: Applies to all State of Delaware communications and computing resources. DTI is an Executive Branch Agency and has no authority over the customers in Legislative and Judicial Branches, as well as School Districts, and other Federal and Local Government entities that use these resources. However, all users, including these entities, must agree to abide by all policies, standards promulgated by DTI as a condition of funding and continued use of these resources. 

C. Purpose: The purpose of this standard is to establish adequate security controls for the acquisition and deployment of state information systems.



Scope

1. Audience:  This document is intended for employees, their managers, contractors, approved vendors, Systems Administrators, Network Administrators, and Computer Auditors. This document is not intended for use by non-IT personnel.

2. Applicability: This standard addresses all applications developed, developer tools and 3rd party obtained solutions for use by the State of Delaware, including applications owned by the State but developed by third-party contractors.

3. Environments: This standard applies to all environments that must be protected due to their data classifications.

Process

4. Adoption: These standards have been adopted by the Department of Technology and Information (DTI) through the Technology and Architecture Standards Committee (TASC) and are applicable to all Information Technology use throughout the State of Delaware.  

5. Revision: Technology is constantly evolving; therefore, the standards will need to be regularly reviewed.  It is the intent of TASC to review each standard annually.  TASC is open to suggestions and comments from knowledgeable individuals within the State, although we ask that they be channeled through your Information Resource Manager (IRM). 

6. Contractors: Contractors or other third parties are required to comply with these standards when proposing technology solutions to DTI or other State entities.  Failure to do so could result in rejection by the Delaware Technology Investment Council.  For further guidance, or to seek review of a component that is not rated below, contact the TASC at dti_tasc@state.de.us. 

7. Implementation responsibility:  DTI and/or the organization’s technical staff will implement this standard during the course of normal business activities, including business case review, architectural review, project execution and the design, development, or support of systems.

8. Enforcement:  DTI will enforce this standard during the course of normal business activities, including business case and architectural review of proposed projects and during the design, development, or support of systems.  This standard may also be enforced by others during the course of their normal business activities, including audits and design reviews.

9. Contact us: Any questions or comments should be directed to dti_tasc@state.de.us.




Definitions

1. Authentication - A process of verification that an individual, entity or website is who it claims to be. Authentication in the context of web applications is commonly performed by submitting a user name or ID and one or more items of private information that only a given user should know.



2. Nonce - An arbitrary number that may only be used once.



3. Universally Unique Identifier (UUID) - A 128-bit value used to uniquely identify an object.



4. Attribute-Based Access Control (ABAC) – A means utilizing user, resource, environmental and other attributes to determine whether or not to grant access to a given resource.



5. Identity proofing – Evaluating information provided by a user for the purpose of establishing trust in the users stated identity.



6. Turing test – A means of verifying that a user is human (e.g. CAPTCHA test).


7. Extensible Access Control Markup Language (XACML) - A declarative fine-grained, attribute-based access control policy language, an architecture, and a processing model describing how to evaluate access requests according to the rules defined in policies.



Security Levels

Application solutions provided by or for the State of Delaware shall be considered adequate when they meet the requirements placed upon them by this standard. The applicability of items prescribed in this standard is mediated by the classifications defined below.

		Applicability Level

		Data Classification

		Comments



		PAL-1

		Public

		



		PAL-2

		Confidential and higher

		















Pre-Development/Project Initiation Phase

1. Data Classification

Development project sponsor shall classify the types of data to be processed by the application prior to commencing development. Project sponsor shall utilize the State’s Data Classification Policy. Furthermore, this classification shall include a privacy impact review and determination if the application’s data is subject to regulatory requirements.

2. Content Approval

For publicly accessible applications, the content category presented to the public by the application must be reviewed and approved by the agency ISO. Content approvals could be based on categories of information.

3. Platform Agnostic

Application should strive for platform independence or, at a minimum, pervasive, industrywide, commonly used platform, to facilitate integration and interoperability.

4. Developer Training

It’s recommended that software engineers receive regular application security training from trusted authorities.


Authentication & Authorization

1. Authentication

a) Application will not provide information regarding the validity of a username or password during a failed logon. For example: 

The error message should state “Invalid Username or Password”, instead of “Invalid Password” or “Invalid User”.

b) Application will not provide indication of the status of an existing account.

c) Auto-completion of form elements must be disabled for user authentication.



2. Authorization

a) Applications must validate access control prior to performing any requested activity.

b) Access controls are to be established by the permissions assigned to a given user or the roles assigned to that user.

1. In addition, applications are encouraged to use environmental information when available to assist in the establishment of attribute-based access control.

c) User interface elements that the user is not authorized to use should not be displayed to the user.

d) Whenever possible, applications must explicitly control content which allows for anonymous consumption.

e) If available, make use of Attribute-Based Access Control (ABAC) methods.

1. The use of XACML in applications is also encouraged to increase the flexibility of the access control mechanism without the need for recompilation or engagement of engineering services. 

 

3. Password Standards

a) Applications must enforce the State of Delaware Strong Password Standard requirements.



4. Self-Registration

a) Email addresses must be considered unique and a user may not sign-up re-using an email address of another user.

b) The risk criteria of an application must be used to determine the level of trust required by an identity proofing system. 

c) For applications assessed as [PAL-2], in lieu of or in addition to Turing tests (e.g. CAPTCHA), a second factor of validation should be used.

1. Email verification.

2. Telephone verification (e.g. SMS or Voice).



5. Password Resets

a) Applications must provide functionality to permit users to reset their passwords.

1. If the password does not comply with the Strong Password Standard and to improve the user experience; present an informational message describing each complexity rule that the new password does not comply with, not just the first rule it does not comply with.

b) Applications providing forgotten password functionality must meet the following criteria:

1. Send a password reset link to their email with a unique and cryptographically secure transient ID associated with the reset request. 

a) The recommended time interval is 120 minutes with an upper limit of 24 hours on expiration.

b) For applications assessed as [PAL-2], the recommended time interval is 60 minutes with an upper limit of 12 hours on expiration.

2. Send a text message with a unique transient ID and asking the user to enter the ID once received. 

a) The recommended time interval is 60 minutes with an upper limit of 24 hours on expiration.

b) For applications assessed as [PAL-2], the recommended time interval is 30 minutes with an upper limit of 12 hours on expiration.

c) If the ID is not cryptographically secure, it must expire within a reasonably short period of time (e.g. long enough for the message to have been delivered and entered by the user into the application).

3. In cases where two factor authentication is already required, a third factor must be used.

a) For example, if FIDO U2F, Hard/Soft tokens, or smart cards are already in use, the methods above may still be necessary to establish an identity.

b) For applications assessed as [PAL-2], security questions are not considered an acceptable means of authentication and must not be used as a factor of authentication.

c) After unlocking an account, the user must be forced to change their password. An email notification stating that their account has been reset should be sent to their previously established email account. 

1. Applications using LDAP or Active Directory are exempt from this requirement, provided the user is able to change their passwords via their desktop computer or a separate account management application.



6. Account Lockouts

a) Applications supporting user authentication must enforce account locking in accordance with the Delaware Information Security Policy.

b) If available, make use of additional alternate factors of authentication and/or Turing tests prior to account suspension. For instance; after two failed login attempts the user is prompted for an additional factor of authentication.



7. Credential Management

a) Passwords

1. If an application must retain credentials for later authentication, credentials may only be retained in accordance with Cryptographic Standard and the Key Management Standard.

a) When retaining records used for password based authentication, the means of deriving the stored material (e.g. a derived key) must also be stored (e.g. the name algorithm), along with non-sensitive parameters necessary for validation (e.g. derivation parameters, salt, etc.). This will allow applications the ability to update the security mechanism responsible for deriving the storage approved material without requiring all users to immediately change their password.



b) Digital Signatures

1. Applications should rely on their platform to support client side certificates when applicable (e.g. web applications).

2. When an application validates a user’s identity on its own using a digital signature the application must:

a) Require the client to present a valid digital signature of a message digest derived from challenge material deemed acceptable by the server. 

b) The challenge material must consist of a cryptographically secure nonce value of sufficient length, the date and time according to the server, the requesters IP address, and a unique identifier indicating the resource requested (e.g. an FQDN, URL, or application UUID) (if available).

c) The nonce must be retained for the duration of the authentication window. It is left undefined as to whether this information is to be retained if and when the application is restarted (e.g. retaining a list of issued nonce in memory is acceptable).

a. If the used nonce list is in memory, applications may not start verifying identities after starting until the first authentication window has passed.

d) The authentication window must not be unreasonably long – five minutes is a reasonable duration.

e) After the authentication window passes a challenge response from previous window must not be accepted.

f) Algorithms used to sign the challenge digest must be approved in the Cryptographic Standard.



Validation and Sanitization

1. Input Validation

a) Input must be validated to conform to the expected constraints prior to acceptance.



2. Output Sanitization

When exchanging data between components and to prevent attackers from changing or inserting malicious commands, applications must ensure that the proper encoding is applied at each endpoint of a given interface by explicitly setting encoding if available. 







 



Encryption

An application employing encryption must adhere to the State’s Cryptographic Standard and the Key Management Standard.


System Environment

The State’s System Environment Standard provides guidance on production data usage across environments.


Application Architecture

1. Document Upload

a) Applications must use input validation to ensure that uploaded files match the expected data type.

i. Applications must not rely on file extensions and other naming conventions as a means of determining the type of data a file contains.

ii. Applications are encouraged to identify the MIME type of the file from the first fragment of the file.

b) Application must ensure the uploaded file is not larger than a defined maximum file size.

c) [PAL-2] Applications should not store files in a database.

d) [PAL-2] It is recommended to store a reference to the file in a database and place the file on a server.

i. Files must not be identifiable by file name; instead files should have a unique ID as a file name.

e) For applications assessed as [PAL-2], applications should encrypt the contents of a file prior to creating an authentication code that will be used to verify the integrity of the encrypted file prior to decryption.

f) All uploaded documents are required to be scanned for viruses before writing or reading from disk, preferably using heuristic scanning techniques. Machine to machine communication is exempt from this requirement.

i. If the file is encrypted, remember to scan the file in it’s plain text form.


2. Buffer Management

a) When reading a stream, the application must read the stream in reasonably sized blocks so as to prevent a potential denial of service attack.

i. The blocks read must be discarded as soon as they are no longer needed in RAM. For example, when accepting a file for upload, write the contents of the file to disk as it is received, discarding the blocks after each write. This will limit the amount of memory committed to the operation.



3. IDE and Frameworks

a) Developers will ensure their Integrated Development Environment (IDE) components and interpreters are fully patched and up-to-date.

b) Developers will ensure their development frameworks (e.g. AngularJS, .NET, IBM RAD) are fully patched and up-to-date.



4. Configuration

a) An application’s configuration values should have default values, when appropriate, to prevent application failure when omitted.

i. The use of default values must be done in a fail-secure manner.

b) Remove configuration items for sub-systems which are not in use for the environment (e.g. Settings and flags for developing and testing not used for production).

 

5. Hard-coded Constants

a) Developers must not use hard coded passwords under any circumstance.

b) A constant that is subject to change should the operating environment be altered must be configurable via the applications configuration.



6. SQL

a) Validate user input to ensure a match against predefined business rules (e.g. input type, field length etc.).

b) Applications must not use database administrator accounts.

c) Application database accounts must not be able to access unrelated applications.

d) Applications interacting with a relational database must be facilitated with either strongly typed parameterized queries or stored procedures.

e) Programmatically constructed statements must not allow user input to manipulate the statement in an unexpected and uncontrolled manner.



7. Information Disclosure

a) Administrative interfaces must not display user passwords or sensitive PII (e.g. social security numbers) when managing user accounts.

b) User visible error messages must limit the detail disclosed to the end-user.

i. Internal logs are meant for detailed information on errors.



8. Unused Code and Scripts

a) Unused code and test scripts must be removed from deployment packages. 

b) Unused code and test scripts must not reside on production systems.



Application Review

All applications are subject to strict evaluation before being migrated to production and before any major code release.

a) Application source code must be reviewed by another peer both qualified to interpret it and qualified to judge the impact such changes will have with regard to the integrity of the system.

b) Applications must have their source code analyzed by a static analysis tool whose focus includes application security review as a primary function such as a static application security testing tool.

c) Applications should be (or if 2. cannot be satisfied, must be) scanned by a dynamic application security testing tool.

d) Applications must not contain non-production accounts, user IDs, and passwords before the applications deployment to production.



Logging

1. Structure

b. Log entries should contain the requestor’s timestamp and pertinent contextual information. 

c. Log categories must be utilized for classification. The following syslog categories are recommended - Emergency, Alert, Critical, Error, Warning, Notice, Informational and Debug.

d. Applications must, at a minimum, log the following events:

1. Authentication successes and failures.

2. Authorization (access control) failures.

3. Application errors and system events.

4. Application and related systems start-ups and shut-downs.



Source Control

1. Versioning

a) Software engineers must commit to a source control system frequently. Committing often will keep commits smaller, related changes kept together and allows sharing code with peers on a greater frequency. (An example of good behavior would be to commit small programmatically functional or staged units of code as they are completed, typically making several commits per day. Feature branches may of course be used to isolate incomplete works from the rest of the code base until work has concluded on a given feature.)

b) Source code should be peer reviewed on a regular basis to reduce the burden imposed by a post-release code review.

c) If source code cannot be reviewed on a regular basis, source code changes must be reviewed in full at major project milestones.

d) Source code must be sanitized for sensitive information (e.g. passwords) prior to submission to a source control server.





These standards are adopted by the Department of Technology and Information (DTI), through the Technology and Architecture Standards Committee (TASC), and are applicable to all Information Technology use throughout the State of Delaware.  Any questions or comments should be directed to dti_tasc@state.de.us. 
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Authority, Applicability and Purpose

A. Authority: Title 29, Chapter 90C provides broad statutory authority to the Department of Technology and Information to implement statewide and interagency technology solutions, policy, standards and guidelines for the State of Delaware's technology infrastructure. "Technology" means computing and telecommunications systems, their supporting infrastructure and interconnectivity used to acquire, transport, process, analyze, store, and disseminate information or data electronically. The term "technology" includes systems and equipment associated with e-government and internet initiatives.

B. Applicability: Applies to all State of Delaware communications and computing resources. DTI is an Executive Branch Agency and has no authority over the customers in Legislative and Judicial Branches, as well as School Districts, and other Federal and Local Government entities that use these resources. However, all users, including these entities, must agree to abide by all policies, standards promulgated by DTI as a condition of funding and continued use of these resources. 

C. Purpose: The purpose of this standard is to establish adequate security controls for the acquisition and deployment of state web applications.



Scope

1. Audience:  This document is intended for Application Developers, their managers and application development contractors for the State, Systems Administrators, Network Administrators, and Computer Auditors. This document is not intended for use by non-IT personnel

2. Applicability: This standard addresses all web applications developed for use by the State of Delaware, including applications owned by the State but developed by third-party contractors. 

3. Environments: This standard applies to all environments that must be protected due to their data classifications.

Process

4. Adoption: These standards have been adopted by the Department of Technology and Information (DTI) through the Technology and Architecture Standards Committee (TASC) and are applicable to all Information Technology use throughout the State of Delaware.  

5. Revision: Technology is constantly evolving; therefore, the standards will need to be regularly reviewed.  It is the intent of TASC to review each standard annually.  TASC is open to suggestions and comments from knowledgeable individuals within the State, although we ask that they be channeled through your Information Resource Manager (IRM). 

6. Contractors: Contractors or other third parties are required to comply with these standards when proposing technology solutions to DTI or other State entities.  Failure to do so could result in rejection by the Delaware Technology Investment Council.  For further guidance, or to seek review of a component that is not rated below, contact the TASC at dti_tasc@state.de.us. 

7. Implementation responsibility:  DTI and/or the organization’s technical staff will implement this standard during the course of normal business activities, including business case review, architectural review, project execution and the design, development, or support of systems.

8. Enforcement:  DTI will enforce this standard during the course of normal business activities, including business case and architectural review of proposed projects and during the design, development, or support of systems.  This standard may also be enforced by others during the course of their normal business activities, including audits and design reviews.

9. Contact us: Any questions or comments should be directed to dti_tasc@state.de.us.




Definitions

A. Access Control – ​A means of restricting access to files, referenced functions, URLs, and data based on the identity of users and/or groups to which they belong.



B. Cross-Site Scripting (XSS) – A security vulnerability typically found in web applications allowing the injection of client-side scripts into content.



C. Denial of Service (DoS) Attacks – An attempt to make a machine or network resource unavailable to its intended users, such as to temporarily or indefinitely interrupt or suspend services of a host connected to the Internet.



D. Open Web Application Security Project (OWASP) -  A worldwide free and open community focused on improving the security of application software.
Top 10 OWASP Vulnerabilities: https://www.owasp.org/index.php/OWASP_Top_Ten_Cheat_Sheet





Security Levels

Web Application solutions provided by or for the State of Delaware shall be considered adequate when they meet the requirements placed upon them by this standard. The applicability of items prescribed in this standard is mediated by the classifications defined below.

		Applicability Level

		Data Classification

		Comments



		PAL-1

		Public

		



		PAL-2

		Confidential and higher

		







Access Control

10. Applications accepting or requesting credentials must ensure they are transported securely in accordance with approved cipher suite found in the Cryptographic Standard.

11. [PAL-2] User permissions should be as granular as possible, limiting the functionality of a user account to only those permissions which are absolutely necessary.

12. Applications must take measures to prevent malicious users from tampering with request parameters to gain access to material they are not supposed to have access to. Take for example the following scenario:

Consider a web application that permits a user to update their profile e-mail address:  http://host.dti.state.de.us/profile.asp?profile=741&email=test@state.de.us



In this case, an attacker could tamper with the URL, using other values for profile and email:

http://host.dti.state.de.us/profile.asp?profile=432&email=hacked@state.de.us



13. Directory browsing must be disabled unless the web application has a required business need.

14. Access control must be enforced on the server side of an application and never strictly on the client side of an application. As such, the user experience should not render resources that a user cannot interact with by restriction.

15. Requests must take measures to prevent cross-site request forgery (CSRF), this includes making use of a cryptographically secure nonce as an anti-CSRF token.

16. Values, for which aggregation elevates the risk criteria, must be protected from such aggregation (e.g. screen scraping).


Session Management

17. Developers should avoid implementing their own custom session manager. However, if this is required, it must be done in a secure manner. This includes but is not limited to:

a) Custom session management must not store session parameters on the client side, even if encrypted.

b) Custom session management must use a cryptographically secure random number, at least 128 bits in length, to identify said session.

c) Applications must be resistant to the exposure of the users aforementioned session identifier to user’s other than the user the session was created for.

d) The custom session manager must meet all State security standards, including those mentioned in this document.

18. User sessions must be cancelled at the moment a user logs out of the web application.

19. Sessions must have a timeout set after a specified period of inactivity. 

a) For applications assessed as [PAL-2], the inactivity timeout must be no more than 120 minutes.

20. A user’s session identifier must not be embedded in the request URL or in the document object model.

21. A new session must be generated upon successful authentication or re-authentication to prevent hijacking a valid user session (e.g. session fixation attacks).

22. Web applications should enable the “HTTPOnly” flag, mitigating the risk of client side script accessing the sessions protected cookie.

23. Sessions should have a secure flag set to prevent unauthorized viewing of session identifiers.



Web Services

24. Enforce the same encoding style between the client and the server.

25. Ensure access to administration and management functions within the web service is limited to web service administrators. Ideally, any administrative capabilities would be in an application that is completely separate from the web services being managed by these capabilities, thus completely separating normal users from these sensitive functions.

26. Content-Type must be explicitly verified for appropriateness during communication (e.g. application/xml, application/json). Content validation for XML inputs should include validation against XML parser overloading attacks that can be used as a denial of service.

27. SOAP message size should be limited to an appropriate size limit. A large size limit (or no limit at all) increases the chances of a denial of service attack.

28. Messages containing sensitive data must be encrypted using a strong encryption cipher approved for use in the Cryptographic Standard such as transport encryption or message encryption.

29. Messages containing sensitive data that must remain encrypted at rest after receipt must be encrypted with strong data encryption, not just transport encryption. Refer to the Cryptographic Standard for approved encryption methods.



Confidentiality & Data Protection

30. Confidentiality

a) Inputs that contain sensitive information must have client side caching disabled (e.g. Social Security Numbers, Addresses).

b) Inputs that accept or request credentials must have the autocomplete attribute set to disabled.

31. Data Protection

a) Transmission of sensitive data must be transmitted using HTTP message body (e.g. POST or PUT) or an HTTP header, the use of URL parameters to transmit sensitive data is not allowed.

b) [PAL-2] Web applications should have an appropriate anti-caching header.

c) Do not store sensitive material using client side storage (e.g. HTML5 local storage, cookies) without appropriate cryptographic protection measures as outlined in the Cryptographic Standard.



Secure Configuration

32. HTTP responses must contain a content type header stating a safe character set (e.g. UTF-8, ISO 8859-1).

33. Web applications that accept automatically injected HTTP headers must not implicitly trust provider inserted values. Services must validate the material provided is trustworthy prior to creating a session with it (more precisely, an asserted identity cannot be trusted without validating said assertion via an approved cryptographic measure).

34. Web application default configuration values should be checked for suitability and removed prior to deployment if determined as unnecessary.

35. The Content Security Policy V2 (CSP) must be used for sites where content should not be viewed in a 3rd-party frame; mitigating the risk of content injection attacks such as cross-site scripting and ensuring resources are loaded only from the source domain. 

36. Consider using Cross-Origin Resource Sharing (CORS) if the web application needs to expose resources to known domains.

37. Establish a pre-defined set of required HTTP request methods, such as GET and POST are accepted. Unused methods (e.g. TRACE, PUT, and DELETE) should be explicitly denied.



These standards are adopted by the Department of Technology and Information (DTI), through the Technology and Architecture Standards Committee (TASC), and are applicable to all Information Technology use throughout the State of Delaware.  Any questions or comments should be directed to dti_tasc@state.de.us. 
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I. POLICY





PURPOSE

This standard will identify the technologies that are considered appropriate for the State to use for electronic identification and signing electronic transactions. Title 6 Del. C. Chapter 12A of the Delaware Code, Uniform Electronic Transaction Act (UETA), provides the framework for the creation and validation of electronic signatures.





AUDIENCE

This document is intended for Application Developers, their managers and application development contractors for the State, Systems Administrators, Network Administrators, and Computer Auditors. This document is not intended for use by non-IT personnel.



APPLICABILITY

This standard addresses all electronic signature technologies approved for use in applications developed by the State of Delaware, including applications owned by the State but developed by third-party contractors. This standard addresses electronic signatures used in applications that need to perform the signing of data. 



ENVIRONMENTS

This standard applies to all environments that must have data signed due to their data classifications and legal requirements.



ADOPTION

These standards have been adopted by the Department of Technology and Information (DTI) through the Technology and Architecture Standards Committee (TASC) and are applicable to all Information Technology use throughout the State of Delaware.  











REVISION

Technology is constantly evolving; therefore, the standards will need to be regularly reviewed.  It is the intent of TASC to review each standard annually.  TASC is open to suggestions and comments from knowledgeable individuals within the State, although we ask that they be channeled through your Information Resource Manager (IRM). 



CONTRACTORS

Contractors or other third parties are required to comply with these standards when proposing technology solutions to DTI or other State entities.  Failure to do so could result in rejection by the Delaware Technology Investment Council.  For further guidance, or to seek review of a component that is not rated below, contact the TASC at dti_tasc@state.de.us. 



IMPLEMENTATION RESPONSIBILITY

DTI and/or the organization’s technical staff will implement this standard during the course of normal business activities, including business case review, architectural review, project execution and the design, development, or support of systems.

ENFORCEMENT

DTI will enforce this standard during the course of normal business activities, including business case and architectural review of proposed projects and during the design, development, or support of systems.  This standard may also be enforced by others during the course of their normal business activities, including audits and design reviews.



CONTACT US

Any questions or comments should be directed to dti_tasc@state.de.us.








Declaration

An Electronic Signature must:

0. “[Be] an electronic sound, symbol or process attached to or logically associated with a record and executed or adopted by a person with the intent to sign the record.” [Delaware Code Title 6 Subtitle II Chapter 12A]

1. Have a level of security sufficient for the transaction being conducted.

2. Be unique for each signatory.

3. Have been approved by the signatory either electronically or by providing a handwritten signature ascenting to future use. The extent to which depends upon the PARR value of the application.

4. Comply with the Cryptography and Key Management Standards when using cryptography.

5. Meets or exceeds the State’s System Architecture Standards.



Use of Electronic Signatures

The use of an electronic signature and the level of encryption employed is dependant on the potential for a signer questioning or repudiating the authenticity of the data, or the legal ramifications should the origin of the electronic transaction be in doubt. Certain forms of electronic signature are not permissible for applications with higher Data Classifications. See Data Classification Policy (IN-DataClass-001) for detail on the Data Classification Levels.

		
PAL

		Data Classification

		Form of e-Signature Permitted



		1

		State of Delaware Public 

		Click Event, Security Question, Digitized signature, RFID Card, Digital signature, Biometric signature



		2

		State of Delaware Confidential

		Digitized signature*, RFID Card*, Digital signature, Biometric signature



		3

		State of Delaware Secret

		Digital signature, Biometric signature



		4

		State of Delaware Top Secret

		Digital signature, Biometric signature







* Digitized signature and RFID Card forms of e-signature offer insufficient security for applications with a Data Classification of Confidential. In order to use them at this level you must use the optional requirement detailed under that form and marked with a ‘*’.



CLICK EVENT

The basic form of electronic signature. A button or triggering control is used to mark the agreement of the signer. 

0. The click event is recorded along with the data. 

0. The event should record the datetime, the name of the signer, the status of the event and the unique id for the data. 

0. The signer should be authenticated either through a state network account, or a security interface of the application, before submitting the data. 

0. The data stored is not required to be encrypted. 

0. This method should only be used for applications with a low PARR value, where legal ramifications are minimal. 

0. An example for use is Sharepoint where a workflow process is in place. 



SECURITY QUESTION

This simple form of electronic signature expects the signer to provide one or two pieces of information at the time of signing.

1. When signing the signer is prompted for one or two of the following:

a. The signatory’s password.

b. A secure PIN provided for the purposes of signing in this application.

c. The answer to One of a set of pre-established Security Questions.

There should be a minimum of 5 security questions established, and the answers stored using a cryptographic hash function.

2. If all the supplied information is authenticated the data is stored along with an event record.

3. The data may be signed using a hash or HMAC (Hash-based Message Authentication Code) created from the information provided as a response by the signer. The hash or HMAC should comply with the Cryptography standards.



DIGITIZED SIGNATURE

This method of electronic signature requires the use of a touchpad or other device. The signer is provided an area in which to sign their name using their finger or a stylus. 

0. The image of the signature is captured and submitted along with the data.

0. The image should be encrypted when stored.

0. The data may be signed using a HMAC created from the binary of the captured image. The HMAC should comply with the Cryptography standards.*

Anyone who can view the digitized signature have the capability of forging the data in an untraceable manner. 



RFID CARD

This method allows the signer to provide an RFID enabled device, such as an ID Card, to prove their identity and sign the data. Some form of Challenge-Response Authentication (CRA) is required.

0. The RFID must be uniquely identifiable to the signer.

0. The RFID may be used to digitally sign the data provided the level of encryption used on the RFID is symmetric or PK cryptography.*



DIGITAL SIGNATURE

A digital signature provides cryptographic assurance of the authenticity of data and provides non-repudiation. This method is the expected standard for any application with a high PARR value or there are potential legal ramification should the validity of the data be questioned. For the standards for Digital Signatures please refer to the Crytography and Key Management Standards.



BIOMETRIC SIGNATURE

Using methods such as:

· facial recognition, 

· fingerprint scans, 

· iris recognition,

· retina scans,

· voice print,

· signature recognition. 

Biometric signature uses one of a person’s unique physical feature or behavioural pattern to identify a signer and sign the data. It should use the same Digital Signature standards as detailed in the Cryptography and Key Management Standards. The private key is protected by a biometric indicator. 

1. A Template of the Signer’s Biometric data is stored, using the same level of security as required for Private keys. Biometric data must be stored in such a manner to protect against a ‘hill-climbing attack’ or ‘masquerade attack’.

2. The Signer attempts to Digitally Sign their data using the chosen form of Biometric authentication. This Biometric authentication is matched to the stored Template.

3. The biometric device acts as a cryptographic module (as defined in the Key Management standard) capable of performing cryptographic operations upon request once a biometric indicator has been verified.

Biometric data should ideally be stored on hardware or on a hardened application specific device. Biometric devices should support 2-factor authentication (eg. PIN number.)



Required Features for Electronic Signatures

1. Acknowledgement

A signer must be made aware that they are signing a document or data. They must be given the opportunity to acknowledge their understanding of what is to be signed. A one-time Agreement may be required prior to the use of any electronic signature, depending upon the legal impact of the data to be signed. Low level electronic signatures, such as a Click event, may not require an Agreement. The signer must still be made aware that that Click represents their consent to sign the data.  



Sample language for an Electronic Signature Acknowledgement:



"...I agree that my electronic signature is the legally binding equivalent to my handwritten signature. Whenever I use an electronic signature, it has the same validity and meaning as my handwritten signature. I will not repudiate the meaning of my electronic signature or claim that it is not legally binding..."



2. Signing event

When a document or data are signed, certain information of the signing event must also be captured and stored. The name of the authenticated user, the date and time, the current status of the signed document or data. If a signature is rejected, this too must be captured. Ideally a verifiable audit log should be kept of the signing event data, as well as the data set affected by the signing. Additionally you may need to store any nonce value (a unique value used one-time for the signing), and any recipient of the signed data.









3. Copy of record

Once signed, the data or document must be stored in such a fashion where the number of persons who may touch the data are recorded and limited. Any attempts to alter this data should be prohibited. This data may be used as proof against a claim by the signer or the agency. Applications with a high PARR score may require that cryptographic measures be taken for such prohibitions.



4. Receipt of signing

Once a document or data are signed, the signer must receive some form of receipt of their successful signing event. This is the signers first means of proof that the event has occurred. A receipt may be an email, a PDF to print, or an encrypted key response. The form of receipt must be of a sufficient level acceptable by the agency should it be used by the signer to initiate a claim. 



5. Repudiation



Once a document or data are signed, a signer must have the means to repudiate the signing event. The Copy of Record remains intact. If reversed,the status of the signing is changed to a state of ‘unsigned’, and a new submission of data or document made available for signing. The process necessary for repudiation will depend upon the legal requirements of the agency. A new Copy of Record is created for the resigned data. A signer may claim their initial submission as false or tampered with. There may be legal ramifications. If there are claims that the Copy of Record is false, there must be a process in place to provide proof of it’s authenticity.



6. Signer verification

An application must have the means for verifying the signer. For applications with a low PARR score this could be as simple as logging onto the application, or using Active Directory accounts.



7. Access control

The signed data or document must be secured at rest. Access to this data should be limited, requiring a sufficient level of security to read the data. Attempts to access the data should, when appropriate, log this activity. This also applies to internal I.T. resources. 



Access Control Systems, including physical access control such as security doors, may be performing an operation similar to that of an electronic signature. Indeed, some activity to access a secure resource may be logged and that transaction electronically signed. A signer is authenticated using an RFID or Smart card, a Username and password, or Biometrics. An event is logged. A copy of record may be stored. The receipt would normally be being granted or denied access to the data or location. Physical Security systems do not provide the means to directly repudiate access. As such, although events recorded by Physical Security systems may be encrypted, they cannot be truly classified as an electronic signature.  



II. DEFINITIONS





Electronic Signature (e-signature) – Data in electronic form that represents a signatory’s consent to sign other data in electronic form. The signed data and the signature are logically associated. The form of electronic signature provides the same legal standing as a handwritten signature. Potential forms include but are not limited to: AD authenticated account with click OK on screen, Password and Security Question, PIN Number, Digitized Signature (written on a pad or scanned in), Digital Signature (using PKI), Fingerprint Scan, or Retina Scan. Accepted forms depend upon the PARR value assigned to an application.

Digital Signature – Refer to the Cryptography Standards.

eIDAS advanced electronic signature  – A common standard for an Electronic Signature outlined in eIDAS that requires: 

a) The signatory can be uniquely identified and linked to the signature

b) The signatory has sole control of the private key used to create the signature

c) The signature must be capable of determining if the associated data has been modified at any point after it has been signed

d) If the data has been modified the signature is invalidated 

Public-key Infrastructure (PKI) – Refer to the Key Management Standards.

Digital Signature Standard (DSS) – The FIPS 186-4, 2013 Standard. There are three techniques defined: 

e) The Digital Signature Algorithm (DSA)

f) RSA digital signature algorithm – specified in ANS X9.31

g) Elliptic Curve Digital Signature Algorithm (ECDSA) – specified in ANS X9.62

Delaware Digital Signature Standards (Delaware DSS) – As defined under the Crytography Standards.

Biometric Template – A snapshot of a person’s physical or behavioral pattern translated into a binary mathematical file or statistical model. 

Hill-Climbing Attack – A recursive attack on a Biometric system, generating artificial data, injecting it, and analyzing the output. Repeated until the data is matched, and access granted.

Masquerade Attack – An attack that uses a fake identity to gain access to a system. 
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V. RELATED POLICIES AND STANDARDS



Title 6 Del. C. Chapter 12A of the Delaware Code, Uniform Electronic Transaction Act (UETA)

Cryptography Standards

Key Management Standards

System Architecture Standards

Web Applications Standards



Data Classification Policy
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