September 13, 2006

TO: All VENDORS
FROM: Ronald W. Hill
State Contract Procurement Supervisor
RE: Addendum for Contract No. 06-455-RH, Telecommunications Voice Systems
ADDENDUM 2

The following attached document is to be included in the SPECIAL PROVISIONS of the
above referenced Request for Proposal:

P:\\ ADDCONTR\06455AD2



53. Cyber Security Liability:

It shall be the duty of the Vendor to assure that all products of its effort do not
cause, directly or indirectly, any unauthorized acquisition of data that
compromises the security, confidentiality, or integrity of information maintained
by the State of Delaware. Vendor’s agreement shall not limit or modify liability for
information security breaches, and Vendor shall indemnify and hold harmless the
State, its agents and employees, from any and all liability, suits, actions or
claims, together with all reasonable costs and expenses (including attorneys'
fees) arising out of such breaches. In addition to all rights and remedies available
to it in law or in equity, the State shall subtract from any payment made to
Vendor all damages, costs and expenses caused by such information security
breaches that have not been previously paid to Vendor.

54. PAYMENT:

The state will authorize and process for payment each invoice within thirty (30) days after
the date of receipt of a correct invoice. The state may elect to pay by the State's authorized
procurement (credit) card, ACH transfer or conventional check. The contractor shall be
able to accept the State's credit card. There shall not be any additional cost to the State for
use of the credit card. Also, it is expected that ACH payments are a benefit to the
contractor and should result in lower pricing to the state.

55. BENEFITS

The contractor shall pass on to the State any more favorable terms, conditions
and pricing that are driven by market conditions or technological advancement,
when such favorable terms, conditions and pricing are based upon executed
contracts with other State or other large users of equivalent systems, components
or services.

56. STANDARD PRACTICES:

With respect to work provided to or conducted for the state by a contractor, the
contractor(s) shall be responsible for the professional quality, technical accuracy, timely
completion, and coordination of all services furnished to the state. The contractor(s)
shall follow practices consistent with generally accepted professional and technical
standards. The contractor(s) shall be responsible for ensuring that all services, products
and deliverables furnished to the state are coordinated with the Department of
Technology and Information (DTI) and are consistent with practices utilized by, or
standards promulgated by DTI. If any service, product or deliverable furnished by a
contractor(s) does not conform to DTI standards or general practices, the contractor(s)
shall, at its expense and option either (1) replace it with a conforming equivalent or (2)
modify it to conform to DTI standards or practices.



57._ CONFIDENTIALLITY AND DATA INTEGRITY:

The Department of Technology and Information is responsible for safeguarding the
confidentiality and integrity of data in State computer files regardless of the source of
those data or medium on which they are stored; e.g., electronic data, computer output
microfilm (COM), tape, or disk. Computer programs developed to process State Agency
data will not be modified without the knowledge and written authorization of the
Department of Technology and Information. All data generated from the original source
data, shall be the property of the State of Delaware. The control of the disclosure of
those data shall be retained by the State of Delaware and the Department of Technology
and Information.

The Contractor is required to agree to the requirements in the CONFIDENTIALITY AND
INTEGRITY OF DATA STATEMENT, attached, and made a part of this RFP.
Contractor employees, individually, may be required to sign the statement prior to
beginning any work.

58. SECURITY

Computer, network, and information security is of paramount concern for the State of
Delaware and the Department of Technology and Information. The State wants to
ensure that computer/network hardware and software does not compromise the security
of its IT infrastructure. The SANS Institute and the FBI have released a document
describing the Top 20 Internet Security Threats. The document is available at
www.sans.org/top20.htm for your review. The Contractor is guaranteeing that any
systems or software provided by the Contractor are free of the vulnerabilities listed in
that document.
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